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1 Introduction

This section explores the tradeoffs appearing in the design of network elements, and then introduces the
main research objectives of this thesis.

1.1 Dissertation topic and its relevance

A broad spectrum of services running on top of an exponentially growing number of interconnected de
vices make network operations more complex than ever. New complex networkwide behaviors, the vari
ability of desired objectives incorporating different intents into final decisions together with increasing
scalability levels require network infrastructure to be more intelligent, expressive, and robust. Usually,
these requirements lead to significant operational complexity and an increased cost of network infras
tructure. Reducing a manageable network state by better exploiting an expensive network infrastructure
(efficiency) without compromising flexibility (expressiveness) can overcome new levels of operational
complexity and scalability constraints; finding the right balance among them and finding ways to rep
resent the manageable network state efficiently is a serious problem that requires fundamental under
standing based on analytic observations. Recent developments in softwaredefined networking (SDN)
partially improve expressiveness by adding new programmability levels but, unfortunately, fail to ad
dress the fundamental tradeoff between expressiveness and operational complexity. This calls for new
design approaches that require efficient implementations of manageable state in network elements.

In this thesis, we deal with an efficient representation of a manageable state in a single network
element and consider two fundamental questions:

(1) how to represent packet processing programs, addressing the fundamental tradeoff between effi
ciency and expressiveness;

(2) how to exploit existing network resources to address local constraints due to an exponentially growing
number of interconnected devices and increased granularity of operations.

Packet processing programs. The core building block of packet processing programs is a packet clas
sifier. Packet classifiers implement various commodity services such as QoS (Quality of Service), access
control lists, packet forwarding, etc. With the adoption of OpenFlow [1] and P4 [2], packet classification
has become even more prominent. In particular, a novel programming language P4 [2] is designed for
the development of packet processing pipelines; a packet classifier is a basic element of P4 pipelines.
The main purpose of packet classification is to determine the processing logic (action) that should be
applied on an incoming packet. A packet classifier is an ordered set of rules, where a rule consists of the
filter (matching packet headers) and the associated action to be applied on packets with matched headers.
The first rule whose filter matches an incoming packet header defines which action to apply. A filter is
a concatenation of field representations participating during classification.

In the simplest form, fields in a filter are represented by exact values (see Fig. 1a). In this case,
packet classifiers can be implemented with constant lookup time but the number of rules can be so large
that it is infeasible to fit the classifier in memory. In the other extreme case, to address the scalability
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Rule Filter Action
#1 0 2 𝐴1
#2 0 3 𝐴1
#3 1 2 𝐴1
#4 1 3 𝐴1
#5 4 5 𝐴2
#6 4 6 𝐴2
#7 5 5 𝐴2
#8 5 6 𝐴2

Rule Filter Action
#1 [0,1] [2,3] 𝐴1
#2 [4,5] [5,6] 𝐴2

Rule Filter Action
#1 00* 01* 𝐴1
#2 10* 101 𝐴2
#3 10* 110 𝐴2

(a) (b) (c)
Figure 1: A packet classifier K matching headers by two 3bit fields; fields in K filters are represented
by: (a) exact values; (b) ranges of values; (c) ternary bit strings.
constraint, fields can be represented by ranges of values (see Fig. 1b). In this case, the number of rules is
significantly reduced but the lookup complexity increases. As a result, some intermediate forms of field
representations were introduced as prefixes or more general ternary bit strings, where every bit has three
values: zero, one, or don’t care denoted as ∗ (see Fig. 1c). For classifiers with fields represented by ternary
bit strings, a specialized ternary content addressable (TCAM) memory was introduced; TCAM allows
to classify headers in a constant time [3]. Note that TCAM memory is a power hungry and expensive
resource. Thus, we should minimize the size of ternary classifier representations.

In this thesis we present three main results dealing with packet classifier representations:

(1) study how the encoding of ranges by ternary bit strings affects the size of a ternary representation of
a rangebased classifier,

(2) propose efficient combined representations of multiple classifiers that share identical classification
patterns, and

(3) introduce the notion of approximate classifiers, allowing to trade classification accuracy for addi
tional reduction in the number of classification rules (and hence memory).

Exploiting network resources. Traffic monitoring requires a significant amount of innetwork re
sources and is crucial for efficient, reliable, and secure network operations. Understanding traffic proper
ties allows network operators to achieve better capacity planning, QoS assurance, service differentiation,
attack mitigation, and more. Scalable monitoring of traffic flows is challenging due to unrelenting traffic
growth, device heterogeneity, and load unevenness. First, while traffic keeps growing in both volume
and number of flows, the processing and storage needed for traffic monitoring in network elements grow
as well. Second, networks comprise elements of increasing heterogeneity ranging from basic IoT (In
ternet of Things) access devices with greatly limited capabilities to highend core routers that forward
millions of concurrent flows. Third, the trafficmonitoring load on different network elements is uneven,
and one element might get overloaded even when other elements have spare resources.

Even the relatively simple problem of computing all flow sizes becomes very challenging when the
number of flows becomes significant. As a result, a large body of related work explores approximate
solutions for traffic accounting that give up computation accuracy in order to reduce memory required in
a single element. Previous approximate solutions for flow size computation include estimators [4, 5, 6, 7]
and sketches: CM [8], CU [9], Pyramid Sketch [10], UnivMon [11], and Elastic Sketch [12]. A trace
driven evaluation of CEDAR [7], SAC [6], and DISCO [5] shows their average relative errors in excess
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of 12% for 8bit perflow estimators [7]. The average relative error of Elastic Sketch, one of the most
advanced current proposals, can be equal to 4 even when using 0.2 MB to represent 110K flows, i.e.,
around 15 bits per flow (see Fig. 9a in [12]). Such accuracy might be too low for many practical purposes.

An alternative approach to address the scalability constraint in a single network element is to monitor
traffic flows by utilizing resources in multiple network elements as a shared pool. If a trafficmonitoring
task overloads an element, then task execution can be shifted from the overloaded element to another
element over the flow path that has sufficient resources. This empowers the network to leverage its
global processing and storage resources to effectively cope with local traffic monitoring overloads. Due
to the network noise consisting of packet loss and reordering, the maintenance of distributed packet
counters is a challenging problem in itself. In this thesis, we propose a solution that efficiently maintains
distributed packet counters under network noise without using control packets or any other additional
communication between the involved network elements.

1.2 Research Objectives

In this section, we define specific objectives that we set for the research outlined in the thesis. We
introduce three projects developing efficient packet classifier representations and one project for the
maintenance of distributed packet counters.

Impact of range encoding. Tomaintain a rangebased classifierK in TCAMmemory,K filters should
be encoded by ternarybit strings. Since the TCAM is an expensive and limited resource, the total size of
the ternary representation of K in bits and in ternary bit strings should be minimized by this encoding.

One way to encode a rangebased classifiers into a ternary bit classifier is to encode each range in
a classifier separately by one of the following methods [13, 14, 15, 16, 17]. These methods encode
every field range by multiple prefixes or ternary bit strings whose number is at most linear to the field
size (in bits). As a result, the number of ternary bit strings in the encoding of a rangebased filter can
exponentially depend on the number of filter fields. Other range encoding methods exploiting structural
properties can achieve more compact representations [18, 19] but usually, they perform well only when
the number of different encoded ranges is relatively small. Note that both these lines of research consider
transformations to equivalent classifiers.

Representations [20, 21, 22, 23] construct ternary lookup tables on subsets of fields preserving struc
tural properties of classifiers like rule disjointness. These representations become equivalent to originally
given classifiers only when the constructed lookup tables are complemented by a falsepositive check on
a single matched rule. This allows balancing which fields are required to implement desired structural
properties in the lookup table and which participate in falsepositive checks where range encoding is
unnecessary. The number of encoded ranges in [20, 21, 22, 23] significantly decreases that lead to sig
nificant reduction of bits and ternary bit strings in ternary representations of K.

In this dissertation, we are going beyond [20] and propose RR (range reduction) representations im
plementing structural properties of classifiers with perbit resolution (rather than perfield as in [20]).
Representations narrowing down covered field ranges can significantly improve memory requirements
for classifier representations.
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Figure 2: (a) separate policies 𝑃1, 𝑃2, 𝑃3; (b) a combined representation 𝑃comb that emulates the policies;
class instances that have been cut in 𝑃comb are shown in gray.

Policybased representations of packet classifiers. In modern network elements, many services run
in parallel. These services are implemented by multiple packet classifiers that often share common clas
sification patterns (even packet classifiers corresponding to different services). To avoid the specification
of every filter for every classifier, the abstraction “class” was presented. Classes are sets of classifier fil
ters representing common classification patterns. In this case, a packet classifier (policy) can be defined
as an ordered set of classes with associated actions. In a nutshell, classbased representations allow to
produce objectoriented representations of packet classifiers that ease at least their declaration. Various
vendors already support the notion of classes in policy declarations [24, 25], allowing them to abstract
and manage classification patterns more efficiently. For instance, Cisco IOS supports up to 256 different
QoS policies and up to 4096 classes per box [26]. In real deployments, the number of classes per policy
ranges from tens to hundreds depending on the application model [26]. The size of a class depends on
the complexity of the represented pattern. Our ideas hinge on the fact that classes are reused in different
policies. Traditionally, a separate class instance is allocated for each policy containing it (see policies 𝑃1,
𝑃2, and 𝑃3 in Figure 2). Each allocated class instance has an attached action specified by the correspond
ing policy (in Figure 2, an action 𝐴𝑖, 𝑗 is attached to the instance of 𝑐 𝑗 in the policy 𝑃𝑖). Since classes
are reused in different policies, it allows us to look at combined policy representations, where ideally
each class appears only once, providing substantial savings in representations of underlying classifiers
in TCAM memory. Informally, combined policy representations “emulate” behaviors of represented
policies. In this thesis, we consider combined policy representations that do not increase the number of
classification lookups.

Approximate packet classifiers. Exact computations may require excessive resources. Approximate
computing deals with potentially inaccurate computations, helping to alleviate resource constraints [27].
In this thesis we generalize the classical packet classification problem to the approximate case. There is
a long line of research exploring various optimization methods to find semantically equivalent packet
classifiers, where each header matches the same action in an originally given and optimized classi
fiers [28, 29, 30]. We consider the case when semantically equivalent classifiers fail to achieve desired
optimization results and introduce approximate representations of packet classifiers allowing to “multi
plex” multiple actions. This additional level of flexibility allows to improve resource requirements while
still keeping the desired level of accuracy. The majority of proprietary heuristics minimizing the num
ber of rules in regular packet classifiers can be reduced to wellknown operators minimizing the size of
Boolean expressions [31, 32]. Unfortunately, in the approximate case optimization capabilities of these
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Figure 3: Computing the number of packets in a flow 𝑓 : (a) at source 𝑆, (b) at destination 𝐷, and
(c) distributively at both elements 𝑆 and 𝐷. In (c) counter states overlap to keep the state representation
consistent despite network noise.

operators are limited and using these operators may lead to an exponential blowup in the corresponding
exact classifiers enumerations. To avoid this complexity and improve optimization results, we general
ize basic operators to the approximate case and study the properties of sequences consisting of applied
operations.

Distributed packet counters. To maintain flow packet counters distributively we could move the
counter from a flow source to other network element on a flow paths (see Figure 3b). Unfortunately,
moving the entire execution of a flow packet counter from the flow source to another network element
would result in inaccurate results due to packet loss that occurs on the path between these two elements.
Note that such inaccuracies arise regardless of whether the source element uses an unreliable or reliable
transport protocol for sending traffic. Thus, at least some state of flow packet counter should be main
tained in the source element (see Figure 3c). We introduce a robust distributed approach that maintains
a packet counter in multiple network elements correctly despite network noise in the form of packet
reordering and loss on the network paths between the elements. Instead of sacrificing the accuracy as
in approximate solutions, our robust distributed approach supports scalable exact reconstruction of the
number of packets in a flow. The explored distributed approach does not require bidirectional transport,
does not introduce any control packets and communicates flow state by piggybacking a few, on the order
of 2 or 4, control bits.

2 Key results and conclusions

This section summarizes the key contributions of this thesis, addressing specific objectives introduced
above. Here, we provide a brief list of key results, and then will expand upon each research direction in
more detail in Section 4.

Representations of rangebased packet classifiers. In this thesis we define equivalent representations
RR preserving ruledisjointness of rangebased packet classifiers with perbit resolution [33]. The ba
sic element of the proposed RR representations is a subrange on a predefined set 𝐵 of range bitindices
allowing to implement structural properties of a classifier on a perbit level without intermediate range
expansion. We show that each subrange on |𝐵 |bit indices can be represented either as a |𝐵 |bit range
or as a union of two special ranges on |𝐵 | bits; the proposed Algorithm 1 constructs such subrange rep
resentations. The number of ternary bit strings in prefix expansion [13] and in SRGE encoding [15] of
any |𝐵 |bit subrange is at most 2 · |𝐵 | − 2 (similarly to the case of a regular |𝐵 |bit range). We formu
late Problem 1 minimizing the encoding size of RR representations and propose Algorithm 3 solving
Problem 1.
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Combined representations of multiple policies. For a given set of policies P we propose a combined
representation that consists of a combined policy 𝑃comb emulating P [34, 35]. This thesis explores two
basic cases: (1) ideal representations containing each class only once, and (2) nonideal representations
with duplicated class instances. In the first case, we show conditions for the existence of ideal representa
tions and propose methods constructing 𝑃comb when these conditions are satisfied. In the second case, we
formulate the PSP problem finding the sequence of classes S in 𝑃comb minimizing the number of filters
𝑊+(S) in duplicated class instances in S. The proposed algorithms AllOrOne and CliqueShare con
structing S have analytic guarantees on𝑊+(S). We prove that the approximation factor of CliqueShare
on𝑊+(S) is at most 𝛼(𝐺pair) · |P |2

4 , where |P | is a number of policies inP,𝐺pair is an auxiliary graph used
by CliqueShare, and 𝛼(𝐺pair) is an approximation of the algorithm finding minimal Feedback Vertex
Set [36, 37, 38] in 𝐺pair. The lower bound on the approximation factor of CliqueShare is |P |2

4 . In addi
tion, we show that there is no polynomial algorithm for the PSP problem with a constant approximation
factor (unless P = NP). The constructed S can be further optimized by the proposed efficient heuristics
GreedyGluing and LocalDescend. To maintain the 𝑃comb in a valid state after modifications of policies
in P, we propose the method modifying 𝑃comb and S properly after each insert/remove operation in time
𝑂 (|S| + ∑

𝑃∈P |𝑃 | + 𝐷 (𝑃)), where 𝐷 (𝑃) is the number of intersecting class pairs from 𝑃. Also we dis
cussed combined representations consisting of multiple combined policies. In particular, we show that
usage of multiple 𝑃combs can not relax conditions guaranteeing the existences of an ideal 𝑃comb, and pro
pose methods constructing ideal combined representations with multiple combined policies minimizing
the maximum number of policies corresponding to a single 𝑃comb.

Approximate classifiers with controlled accuracy. We introduce a notion of approximate packet clas
sifiers with controlled errors [39]. Each rule 𝑅𝑖 in the approximate classifier contains an action setA𝑖 such
that any action inA𝑖 is a valid classification result of a header matched by 𝑅𝑖. The notion of approximate
classification allows to additionally reduce the number of classification rules sacrificing the classification
accuracy. In particular, we demonstrate that approximate classifiers can improve scalability of QoS and
packet forwarding tables. To minimize approximate classifiers we generalize conventional optimization
operators: forward subsumption, backward subsumption, and resolution [30]. The generalized operators
optimize approximate classifiers strictly better than original ones.

Then we study properties of operation sequences consisting of applied operations. Let O be a set
of operations containing only those that are applicable on the original classifier and not containing two
operations using the same rule. Such sequences define lower bounds on the length of a longest oper
ation sequence and illustrate the combinatorial complexity of the approximate classifier minimization.
We prove that in the case of regular classifiers, there is an operation sequence containing all operations
from O, and in the case of approximates classifiers, there is an operation sequence containing all forward
subsumption and resolutions from O. To demonstrate the complexity of the approximate classifier mini
mization we show the example ofO containing backward subsumptions and resolutions that can not be in
the same operation sequence. Also, we prove that in the case of approximate classifiers, the construction
of a longest operation sequence consisting of operations from O is an intractable problem.

We show that it is always possible to transform any operation sequence (including longest) into an
other one of the same length containing forward subsumptions and resolutions only before backward
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subsumptions. This observation can be used for the development of heuristics finding longest operation
sequences. Also, we show that after the proposed transformation of an operation sequence, action sets
of rules in the optimized classifier either remains the same or even becomes bigger. Hence, this transfor
mation can be used as a post optimization allowing to extend already constructed operation sequences.

Distributed packet counters. To reduce memory requirements in a single switch we split a flow packet
counter into two chunks maintained by flow source and by flow destination (see Figure 3c). We propose
methods for maintenance of counter chunks in consistent states despite network noise. There are two
major contributions of this thesis: (1) two network noise models allowing to describe the tolerance of the
proposed distributed approaches to packet loss and packet reordering; (2) Algorithm 1 and Algorithm 2
supporting flow counter chunks in consistent states; tolerance of these algorithms to the network noise
is analytically proved in the corresponding network noise models. The tolerance of Algorithm 2 to the
network noise is significantly bigger than the tolerance of Algorithm 1. Also we bound the error of
Algorithm 2 when its correctness conditions are not satisfied.

3 Publications and approbation of the research

Each of the key results presented in the previous section has been published in one of the peerreviewed
research papers listed below. In all these papers the author of the dissertation is the main author.

Firsttier publications (CORE ranking 𝐴/𝐴∗):

• Demianiuk V., Nikolenko S., Chuprikov P., Kogan K. New Alternatives to Optimize Policy Clas
sifiers // IEEE Transactions on Networking, vol. 28, no. 3, 2020, pp. 1088–1101. Conference
version previously appeared in Proceedings of IEEE ICNP 2018.

Contribution of the dissertation’s author: an ideal representation for the case when all classes
are pairwise disjoint, described in Section 3.A; the method prepending filters in 𝑃comb containing
intersecting classes, described in Section 3.B (except the lower bound shown by Theorem 2); The
orem 3 defining conditions for the existence of ideal representations; Theorem 4 and Theorem 6
analyzing the properties of ideal combined representations containing multiple combined policies;
definition of the PSP problem (Problem 1); the idea of AllOrOne algorithm solving PSP; Theo
rem 11 presenting a lower bound on the approximation factor of AllOrOne; Theorem 12 showing
an inapproxiamability of PSP with a constant factor; the CliqueShare algorithm solving PSP;
Theorem 13 proving the correctness of CliqueShare; Theorems 14 and 15 presenting the upper
and lower bounds on the approximation factor of CliqueShare; a local descent and a greedy glu
ing optimization, described in Section 5.E; Algorithm 3 for efficient dynamic updates proposed in
Section 6; Theorem 16 proving the correctness of Algorithm 3.

• Demianiuk V., Kogan K., Nikolenko S. Approximate Classifiers with Controlled Accuracy // Pro
ceedings of IEEE INFOCOM 2019.
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Contribution of the dissertation’s author: a notion and a motivation of approximate classifiers with
controlled accuracy, described in Sections 2,3; generalization of conventional optimization opera
tors, described in Section 4; examples in Section 4.C demonstrating that generalized operations are
strictly more efficient than original ones; Theorem 1 showing that in the case of regular classifiers,
it is always possible to apply all operations from O; Corollary 1 finding the biggest O; Theorem 2
showing that in the case of approximate classifiers, all forward subsumptions and all resolutions in
O are applicable together; Theorem 3 showing that in the approximate case, the construction of the
longest operation sequence consisting of operations from O is an intractable problem; Lemma 1
proposing a transformation of any operational sequence.

• Demianiuk V., Gorinsky S., Nikolenko S., Kogan K. Robust Distributed Monitoring of Traffic
Flows // Proceedings of IEEE ICNP 2019.

Contributions of the dissertation’s author: algorithms PL and PR maintaining distributed packet
counters under a partial network noise that either loses packets loss or reorders packets; the first
network noise model, described in Section 4; Algorithm 1 for distributed packet counting under
a general network noise that loses and reorders packets; Theorem 2 showing the tolerance of Al
gorithm 1 to the network noise in the first model; the second network noise model, described in
Section 5; Algorithm 2 that is an extension of Algorithm 1 for the second network noise model;
Theorem 4 showing the tolerance of Algorithm 2 to the network noise; Theorem 6 showing that
correctness conditions of Algorithm 2 are wider than correctness conditions of Algorithm 1; The
orem 7 bounding the error of Algorithm 2 when its correctness conditions are not satisfied.

Other publications:

• Demianiuk V., Kogan K. How to deal with rangebased packet classifiers // Proceedings of ACM
SOSR 2019. *

Contributions of the dissertation’s author: Observation 1 showing that any range can be repre
sented as a union of the left border range and the right border range; a notion of a subrange, de
scribed in Section 2; Lemma 3.2 showing that a subrange of a left (right) border range is a left
(right) border range; Theorem 3.3 showing that any subrange can be represented as a union of two
border ranges; Algorithm 1 constructing such subrange representation; Lemma 3.4 and Theorem
3.5 proving the correctness of Algorithm 1; Theorem 3.6 presenting the upper bound on the number
of ternary bit strings in the encoding of a |𝐵 |bit subrange; the formalization of equivalent repre
sentations with perbit resolution, described in Section 4; the definition of Problem 1 minimizing
the size of such equivalent representations; Algorithm 3 solving Problem 1.

The obtained results are supported in two ways. First, for each optimization algorithm we present a
rigorous theoretical study analyzing its properties (proofs of correctness, worst case performance guaran
tees, structural analysis of the constructed and optimal solutions, etc.). Second, for practical purposes, we
evaluate proposed methods on synthetic traces showing their behavior on the average case. Algorithms

*SOSR is the premiere venue for research publications on Software Defined Networking, established in 2015.
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minimizing approximate classifiers (Section 4.1.3) have been evaluated on the classifiers generated by
Classbench [40] framework and on five IPv4 FIB classifiers used in real systems. The action sets of
rules in these classifiers were generated synthetically according to packet forwarding and QoS use cases.
Methods constructing combined policies (Section 4.1.2) have been evaluated on synthetic sets of policies
P. During the input generation we vary the following major characteristics of P affecting optimization
results: the number of policies, the number of class intersections and the average number of common
classes in two policies. Algorithms constructing equivalent representations of range based classifiers
(Section 4.1.1) have been evaluated on randomly generated classifiers where the number of fields in a
filter and field bitwidth varies. Methods maintaining distributed counter chunks (Section 4.2) have been
evaluated in YAPS simulator [41] with implemented unreliable transport; traffic traces were obtained
from the “datamining” distribution of flow sizes [42, 43, 44].

4 Contents

This section provides an overview of the research projects that led to the results presented in Section 2
and describes how these results achieve the objectives stated in Section 1.2.

4.1 Packet classifier representations

As we mentioned before, a packet classifier is a core building block of packet processing programs. The
main purpose of packet classification is to determine an action that should be applied on an incoming
packet. Here, we propose different methods improving the efficiency of packet classifier representations.

An incoming packet is classified by a packet header 𝐻 consisting of 𝑘 fields {ℎ1, . . . , ℎ𝑘 }, where
each ℎ𝑖 is an integer on 𝑤𝑖 bits. A packet classifier K = {𝑅1, . . . , 𝑅𝑁 } is a sequence of rules, where
each rule 𝑅𝑖 = (𝐹𝑖, 𝐴𝑖) consists of a filter 𝐹𝑖 matching packet headers and the associated action 𝐴𝑖. We
consider two types of field representations in a classifierK: (1) a range of values (see Figure 1b); and (2)
a ternary bit string, where each bit can have one of the three values: zero, one, or don’t care denoted as *
(see Figure 1c). In the first case, a filter 𝐹 is a sequence of 𝑘 ranges {𝐼1, . . . , 𝐼𝑘 }; a header 𝐻 is matched
by 𝐹 if ℎ𝑖 belongs to 𝐼𝑖 for each 1 ≤ 𝑖 ≤ 𝑘 . In the second case, a filter 𝐹 is a ternary bit string of length
𝑙 =

∑𝑙
𝑖=1 𝑤𝑖 obtained as the concatenation of the ternary bit strings representing corresponding fields; a

header 𝐻 is a binary string of length 𝑙 obtained as the concatenation of the binary notations of 𝐻 fields;
𝐹 matches 𝐻 if for each bit index 1 ≤ 𝑖 ≤ 𝑙 either 𝐻 [𝑖] = 𝐹 [𝑖] or 𝐹 [𝑖] = ∗. A rule in K classifying 𝐻 is
a first rule in K matching 𝐻. The classification process of 𝐻 finds the action of a rule in K classifying
𝐻. If there is no rule matching 𝐻 in K, the classification result is a default action. In the following we
say that two filters 𝐹1 and 𝐹2 are disjoint if no single header matches both of them. Otherwise, 𝐹1 and
𝐹2 intersect. Two rules intersect (are disjoint) if their filters intersect (are disjoint).

Section 4.1.1 gives an overview of the approach published in the paper titled “How to deal with
rangebased packet classifiers” (see [33]) corresponding to the first result from Section 2. Section 4.1.2
describes the paper “New Alternatives to Optimize Policy Classifiers” (see [34, 35]), where the second
result fromSection 2 is presented. Section 4.1.3 presents approximate representations of packet classifiers
proposed in the paper ”Approximate Classifiers with Controlled Accuracy” (see [39]) corresponding to
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Figure 4: RR vs. SAXPAC [20]: (a) a given classifier K; (b) SAXPAC representation of K consisting
of two groups defined by F1 = {𝐼1} and F2 = {𝐼2, 𝐼3}, respectively; (c) RR representation ofK consisting
of two groups defined by B1 = {{1}, ∅, ∅} and B2 = {∅, {1, 2}, {2}}.

the third result from Section 2.

4.1.1 Representations of range based packet classifiers

To store a rangebased classifier K in TCAM, K filters should be encoded by ternary bit strings. Recall
that the number of ternary bit strings (and the number of bits in these strings) in the K encoding expo
nentially depends on the number of K fields. To reduce the number of encoded fields, SAXPAC [20]
propose equivalent classifier representations where only fields preserving ruledisjointness property par
ticipate in a classification lookup; the remaining fields of matched rules are verified after the lookup. In
this project, we are going beyond [20] and propose range reduction (RR) methods allowing to implement
ruledisjointness with a perbit resolution that provides additional savings in the encoding size. Firstly,
we describe SAXPAC classifier representations, then we introduce a notion of a subrange that is a basic
element of RR representations, and then we define RR representations.

SAXPAC representations. Consider 𝛽 disjoint groups of K rules G1,G2, . . .G𝛽 such that rules in
each group G𝑖 are pairwise disjoint on a subset of fields F𝑖. A SAXPAC representation contains a
separate lookup table for each such group G𝑖. Due to rule disjointness only a single rule in G𝑖 can match
an incoming header 𝐻 even if only fields in F𝑖 participate in a lookup. Therefore, the lookup table
representing G𝑖 contains only fields in F𝑖 (i.e, only ranges corresponding to fields in F𝑖 are encoded)
and is followed by a false positive check validating remaining fields of a matched rule. Since not all
rules can be covered by these 𝛽 groups, there is a portion of remaining rules C from K not belonging
to any group. We represent C as a regular classifier (i.e., all ranges of rules in C are encoded). The
value of 𝛽 + 1 corresponds to a number of “pseudoparallel” lookups that can be issued at linerate. The
classification process in SAXPAC is the following: (1) find a classifying rule in every group (lookup
table) and perform a falsepositive check for every matched rule (at most 𝛽 overall); (2) independently
with (1) find a classifying rule in C; (3) from at most 𝛽 matched rules passing a falsepositive check and
a classifying rule in C return the action of a rule that appears first inK or the default action if there is no
rule matching a given header (see Figure 4b). In Figure 4, the number of ternary string in the encoding
of the SAXPAC representation is 8 times smaller than the number of ternary strings in the K encoding
if ranges are encoded by the prefix expansion [13].
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Subranges. Here, we introduce a notion of a subrange allowing to implement a ruledisjointness prop
erty of a given classifier with perbit resolution avoiding an intermediate range expansion. Intuitively,
taking values on a subset of bit indices of a given range leads to the consideration of a smaller set of
values and potentially more efficient representations in ternary bit strings than the originally given range.
But this is not enough, for correctness, we need that a value matched by the original range continues to
be matched by the corresponding subrange on the representing subset of bit indices. The proposed below
subranges are efficient and satisfy correctness property.

Consider a nonempty subset of bit indices 𝐵 ⊆ {1, 2 . . . , 𝑤} of a 𝑤bit range 𝐼. For a value 𝑥, denote
by 𝑥𝐵 a value obtained from 𝑥 by taking the values of bits at the positions in 𝐵. A subrange 𝐼𝐵 of a
range 𝐼 is a set of values on 𝐵 bit indices obtained from the values in 𝐼. For instance, if 𝐼 is a 5bit range
[23, 25] and 𝐵 = {1, 3, 5}, then 𝐼𝐵 = {4, 5, 7}; the following table consists of values in 𝐼 and in 𝐼𝐵.

𝑥 23 (101112) 24 (110002) 25 (110012)
𝑥𝐵 7 (1112) 4 (1002) 5 (1012)

This example shows that a subrange is not necessary a range. Note that, if 𝐼 consists of one value 𝑥 then
𝐼𝐵 consist of one value 𝑥𝐵. In the following we consider ranges containing at least two different values.

For a range 𝐼 = [𝑙, 𝑟], let 𝑠𝑖𝑚(𝐼) be a first index of a bit whose value differs in the binary represen
tations of 𝑙 and 𝑟; for 𝐼 = [23, 25], 𝑠𝑖𝑚(𝐼) = 2. We say that a 𝑤bit range 𝐼 = [𝑙, 𝑟] is a left border
range if 𝑙 mod 2𝑤−𝑠𝑖𝑚(𝐼) = 0; and 𝐼 is a right border range if (𝑟 + 1) mod 2𝑤−𝑠𝑖𝑚(𝐼) = 0. For instance,
𝐼 = [24(110002), 29(111012)] is a left border range; and 𝐼 = [18(100102), 23(101112)] is a right border
range. A range 𝐼 = [𝑙, 𝑟] can be represented as a union of a right border range and a left border range.
For instance, [9, 14] is a union of a right border range 𝐼1 = [9, 11] and a left border range 𝐼2 = [12, 14].
The following lemma and theorem show that each subrange also can be represented as a union of a right
border range and a left border range.

Lemma. For a subset of bitindices 𝐵 ⊆ {1, . . . , 𝑤} and a 𝑤bit range 𝐼 = [𝑙, 𝑟], if 𝐼 is a left (right)
border range, the corresponding subrange 𝐼𝐵 is a |𝐵 |bit left (right) border range.
Theorem. For a subset of bitindices 𝐵 ⊆ {1, . . . , 𝑤} and a 𝑤bit range 𝐼, the set 𝐼𝐵 can be represented
as a union of the |𝐵 |bit left border range and |𝐵 |bit right border range.

We propose an algorithm that for a range 𝐼 and a set of bit indices 𝐵 computes two border ranges
forming 𝐼𝐵 in time 𝑂 (𝑤) (see Algorithm 1 in [33]). The correctness of this algorithm is not obvious and
is proved in [33] by Lemma 3.4 and Theorem 3.5. Note that we can operate on subranges as on regular
ranges since the intersection of two subranges can be verified in a constant time.

The encoding of a 𝑤bit regular range consists of 2 ·𝑤 − 2 ternary bit strings for the prefix expansion
method [13] and 2 · 𝑤 − 4 for the SRGE method [15] in the worst case. The following theorem shows
that, in the worst case, the number of ternary bit strings in the encoding of a |𝐵 | bit subrange is almost
the same as in the encoding of a regular |𝐵 | bit range for both prefix expansion and SRGE.
Theorem. A subrange 𝐼𝐵 can be encoded by at most 2 · |𝐵 | − 2 ternary bit strings using prefix expansion
or SRGE encoding.

RR representations. In RR we follow the same classification process as in SAXPAC but now each
group G𝑖 implements rule disjointness on a subset of subranges (at most one per field) defined by B𝑖 =
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{𝐵1, 𝐵2, . . . , 𝐵𝑘 }, where 𝐵 𝑗 is a subset of bit indices of 𝑗 th field (see Figure 4c). Note that 𝐵 𝑗 can be
empty meaning that the corresponding field does not participate in the lookup table. The falsepositive
checks in RR representations is done on all filter fields. In Figure 4, the number of ternary entries in
the encoding of the RR representation is 60 times smaller than the number of ternary strings in the K
encoding if ranges are encoded by the prefix expansion.

Problem (RR construct, RRC). For a given range encoding method and a rangebased classifierK find
the RR representation R of K minimizing the encoding size of R in bits or in ternary bit strings.

Even in the case of a 𝛽 = 1, the RRC problem is intractable that can be shown by the reduction from
SetCover [45]. Since SAXPAC representations are included in the set of RRC solutions, the resulting
encoding of any SAXPAC representation is no smaller than the encoding of optimal RR representation.
To solve the RRC problem we propose the greedy heuristic that starts with the same assignment of K
rules into multiple groups as in SAXPAC, but now for every rangebased field a subrange preserving
ruledisjointness property is selected to minimize the total encoding size in bits or in ternary entries.

Evaluations. In the evaluation study we compare the total encoding size in bits and in ternary bit strings
of constructed SAXPAC representations and RR representations for synthetically generated classifiers.
In our experiments we vary a number of fields in a classification rule and a range width in bits. The
evaluations show that the difference between the encoding size of RR representation and the encoding
size of SAXPAC representation rapidly increases with growth of the number of fields in a rule and the
range width. In particular, for a classifier on six 32bit ranges, the total number of ternary strings in
the encoding of the RR representation can be up to 137 times small than in the encoding of SAXPAC
representation. See Section 5 in [33] for more details.

4.1.2 Combined representations of multiple policies

As wementioned before, classes allow objectoriented representations of packet classifiers (policies) that
ease at least their declaration. Classes are reused by different policies that allow us to construct combined
representations maintaining same class instances for different policies. Sharing class instances can sub
stantially reduce the total size of policy representations. In this work we propose methods constructing
combined representations of a given set of policies P. These representations do not increase the number
of classification lookups.

Definition of policybased representations. Classes represent an intermediate level of abstraction: a
class 𝑐 is a set of filters represented by ternary bit strings. A header 𝐻 matches a class 𝑐 if 𝐻 matches
at least one filter in 𝑐. To define a policy 𝑃 one needs to specify a sequence S(𝑃) of classes in 𝑃 and
associate an action with each class in S(𝑃). For an incoming header 𝐻, the action of a first matched class
in S(𝑃) is returned (or the policy default action if there are no such classes). The policy 𝑃 in P where
the classification of 𝐻 should be performed is retrieved from internal switch data structures; in this case,
we say that 𝐻 is coming in the context of the policy 𝑃. Our goal is to construct a combined policy 𝑃comb

with minimum number of filters classifying each 𝐻 incoming in the context 𝑃 ∈ P into the same action
as 𝑃. In this project, we consider combined representations consisting of one combined policy and show
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Class Filters Action

𝑐3
01**

𝐴1*1*0
𝑐2 **00 𝐴2
𝑐1 10** 𝐴3
𝑐4 00** 𝐴4 𝒄1

𝒄2

𝒄3

𝒄4

(a) (b)
Figure 5: (a) a policy 𝑃 with S(𝑃) = 𝑐3, 𝑐2, 𝑐1, 𝑐4; (b) partial order ≺𝑃: 𝑐3 ≺𝑃 𝑐1, 𝑐3 ≺𝑃 𝑐2, 𝑐3 ≺𝑃 𝑐4,
𝑐2 ≺𝑃 𝑐1, 𝑐2 ≺𝑃 𝑐4.

that representations with multiple combined polices do not provide additional savings in the number of
filters.

Class disjointness. Two classes 𝑐 and 𝑐′ are disjoint (𝑐 ⊥ 𝑐′), if there are no headers matching both 𝑐

and 𝑐′, otherwise, they intersect. Due to class disjointness, a permutation of classes in S(𝑃) can lead to
an equivalent policy yielding the same action as 𝑃 on every header. For instance, in Figure 5a swap of
𝑐4 and 𝑐1 in S(𝑃) lead to an equivalent policy. To define permutations of S(𝑃) leading to policies that
are equivalent to 𝑃, we introduce the following partial order ≺𝑃 of classes in S(𝑃) (see Figure 5b). We
say that 𝑐𝑖 ≺𝑃 𝑐 𝑗 if at least one of the following conditions is satisfied: (1) 𝑐𝑖 intersects with 𝑐 𝑗 and 𝑐𝑖

appears before 𝑐 𝑗 in S(𝑃); (2) there is a class 𝑐𝑘 ∈ 𝑃 such that 𝑐𝑖 ≺𝑃 𝑐𝑘 and 𝑐𝑘 ≺𝑃 𝑐 𝑗 (transitivity).
Consider a policy 𝑃′ obtained from 𝑃 by permutation of classes in S(𝑃). If ≺𝑃′ coincide with ≺𝑃 then 𝑃

and 𝑃′ are equivalent. The proposed below methods construct 𝑃comb by partial orders of policies in P.

Ideal representations. Let C be a set of all classes appearing in policies in P. In the optimal case, the
combined policy 𝑃comb contains only one instance of every class from C, we call such 𝑃comb as ideal.
For a given P, we identify conditions guaranteeing the existence of ideal representations and explain
how to construct an ideal 𝑃comb.

If any two different classes in C do not match the same headers, we can construct an ideal policy
𝑃comb that contains all classes from C in any order. A header 𝐻 can be looked up in 𝑃comb instead of
a configured policy 𝑃𝑖, and if the first matched class 𝑐 belongs to 𝑃𝑖, the action of 𝑐 in 𝑃𝑖 is returned.
Otherwise, the classification result is the default action in 𝑃𝑖. Note that, the pairwise disjointness of
all classes in C is not necessary for the existence of ideal 𝑃comb. To deal with more general structural
properties, we must guarantee that for a header 𝐻 incoming in the context of 𝑃𝑖, a first matched class
𝑐 ∈ 𝑃comb belongs to 𝑃𝑖. To implement this requirement, we prepend each filter of a class 𝑐 in 𝑃comb

with the ternary policy prefix pp(𝑐), and each header 𝐻 incoming in the context of 𝑃𝑖 with the binary
header prefix pp𝑖 satisfying the following property: pp(𝑐) matches pp𝑖 if and only if 𝑐 ∈ 𝑃𝑖. One of the
possible variants of pp(𝑐) and pp𝑖 satisfying the defined above property can be the following: pp(𝑐) is
a ternary bit string of length |P | such that pp(𝑐)𝑖 = ∗ if 𝑐 ∈ 𝑃𝑖 and pp(𝑐)𝑖 = 0 otherwise; pp𝑖 is a bit
string 0 . . . 010 . . . 0 of length |P | that has a 1 only at position 𝑖 (see Figure 6a).

Now we define condition that still guarantee the existence of ideal representations and show how to
build them. For this purpose, we introduce a notion of the joint graph 𝐺 jnt for a set of policies P over
classes C; this is a directed graph 𝐺 jnt(P) = (C, 𝐸 jnt), where 𝐸 jnt contains an edge from 𝑐𝑖 to 𝑐 𝑗 for
𝑐𝑖, 𝑐 𝑗 ∈ C if and only if 𝑐𝑖 ≺𝑃 𝑐 𝑗 for at least one policy 𝑃 ∈ P (see Figure 6b).
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Figure 6: (a) P = {𝑃1, 𝑃2}, ideal 𝑃comb and policy prefixes; (b) 𝐺 jnt(P).
Theorem. For a given set of policies P, there exists an ideal 𝑃comb if the corresponding 𝐺 jnt is acyclic.

This theorem implies an algorithm constructing an ideal 𝑃comb: we take a topological order of classes
in 𝐺 jnt and prepend each class by a policy prefix as described above.

Nonideal representations. For the cases when 𝐺 jnt is not acyclic we construct combined policy con
taining duplicated class instances. In the following we say that a sequence S defining the order of class
instances in 𝑃comb is compatible with a policy 𝑃𝑖 ∈ P if there exists a subsequence S′𝑖 of S that consists
of a single instance of every class in 𝑃𝑖 and for any two classes 𝑐 𝑗 , 𝑐𝑡 ∈ 𝑃𝑖, if 𝑐 𝑗 ≺𝑃𝑖 𝑐𝑡 then 𝑐 𝑗 appears
before 𝑐𝑡 in S′𝑖. A sequence S of the constructed 𝑃comb should be compatible with all policies in P. Only
instances of classes from S′𝑖 participate in the classification by policy 𝑃𝑖, i.e., in the corresponding 𝑃comb

only for them the 𝑖th bit of the policy prefix is set to ∗, while for all other instances the 𝑖th bit of the policy
prefix is set to zero. Clearly, the number of filters in classes should be taken into account during class
duplications. We denote by W+(S) the total number of filters in duplicated class instances in S.
Problem (Policy Sequence Packing, PSP). Given a set of policies P, find a sequence of classes S com
patible with all policies in P that minimizes W+(S).
Theorem. Unless P = NP, there is no polynomial algorithm for the PSP problem with a constant ap
proximation factor on W+(S).

We propose algorithms AllOrOne and CliqueShare solving PSP. These algorithms exploits solu
tion of the Weighted Feedback Vertex Set (WFVS) problem [36], which is NPcomplete. The feedback
vertex set is a set of vertices in a vertexweighted directed graph 𝐺 = (𝑉, 𝐸) such that the removal of
these vertices makes 𝐺 an acyclic; the WFVS problem asks to find a feedback vertex set of minimal
total weight. For instance, the work [38] proposes an algorithm for WFVS with approximation factor
𝑂 (log |𝑉 | log log |𝑉 |), but there are other alternatives [37]. We denote by 𝛼(𝐺) the approximation factor
of an algorithm for the WFVS problem on a graph 𝐺. Note that WFVS problem is not harder than PSP.

AllOrOne. Recall that, the main reason for class duplications are cycles in the joint graph. Firstly,
AllOrOne constructs𝐺 𝑗𝑛𝑡 ; then finds a feedback vertex set𝑉wfvs in𝐺 𝑗𝑛𝑡 withminimal total weight, where
vertex weight equals the number of filters in the corresponding class; and then constructs S by 𝑉wfvs. An
induced subgraph on vertices that are not in 𝑉wfvs is acyclic, therefore, the corresponding classes appear
only once in S. For a class 𝑐 ∈ 𝑉wfvs, S contains a separate 𝑐 instance for each policy containing 𝑐.
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AllOrOne correctly solves the PSP problem and its approximation fact is at most 𝛼(𝐺 jnt) · ( |P | − 1) (see
Theorem 9 and Theorem 10 in [35]).

Theorem. The approximation factor of the AllOrOne algorithm is at least |P | − 1.

CliqueShare. The efficiency of an algorithm based onWFVS heavily depends on the information about
S provided by FVS. In the AllOrOne algorithm this information is very limited: FVS only provides the
set of classes appearing in Smore than once. To overcome this limitation, we propose another algorithm
CliqueShare: for each class 𝑐, FVS in CliqueShare provides the pairs of policies containing 𝑐 that
do not share the instance of 𝑐 in S. In the CliqueShare algorithm we construct another graph 𝐺pair

allowing to operate with a finer resolution. For each class 𝑐 and each pair 𝐴 of policies containing 𝑐,
𝐺pair contains a vertex 𝑐𝐴. For each 𝑃𝑖 and any two classes 𝑐1 ≺𝑃𝑖 𝑐2, 𝐺pair has an edge (𝑐𝐴1 , 𝑐𝐴

′
2 ) for

all pairs 𝐴, 𝐴′ containing 𝑃𝑖. At the beginning, CliqueShare finds a feedback vertex set 𝑉wfvs in 𝐺pair

with minimal total weight. If 𝑐𝐴 is in 𝑉wfvs then the resulting S contains different instances of 𝑐 for the
policies 𝑃𝑖, 𝑃 𝑗 ∈ 𝐴. A set of policies can share the same instance of a class 𝑐 if for any two policies from
this set, the corresponding vertex for a class 𝑐 in 𝐺pair is not in 𝑉wfvs, we call such sets as admissible
subsets. For each class 𝑐, CliqueShare finds a partition of the set of policies containing 𝑐 into minimal
number of admissible subsets.

Theorem. CliqueShare correctly solves the PSP problem.

Theorem. CliqueShare has an approximation factor of at most 𝛼(𝐺 𝑝𝑎𝑖𝑟) ⌊ |P |2
4 ⌋.

Theorem. The approximation factor of CliqueShare is at least ⌊ |P |2
4 ⌋.

The approximation factor of CliqueShare is quadratic on |P | and worse than for AllOrOne for all
|P | > 3. But on practice, CliqueShare significantly outperforms AllOrOne since it operates with a
better resolution.

Local optimizations. Both AllOrOne and CliqueShare algorithms can be further improved by two
additional optimizations. These algorithms construct an auxiliary acyclic graph 𝐺∗, whose topologi
cal order of vertices forms the resulting S. The first optimization GreedyGluing iteratively shrinks
pairs of vertices in 𝐺∗ corresponding to the same class while 𝐺∗ remains acyclic. At every iteration,
GreedyGluing peeks vertices with the maximum weight. The time complexity of GreedyGluing is
𝑂 (𝑛3), where 𝑛 is the number of vertices in 𝐺∗.

The second optimization comes from the fact that the proposed algorithms do not usually guarantee
that S will be a local minimum solution, i.e., it might happen that one can remove some class instances
from the resulting S and still get a valid sequence for 𝑃comb. We propose a LocalDescent post optimiza
tion that is defined in the following way: given S, try to remove class instances in S one by one, while S
is a valid solution.

Dynamic updates. Although economic models rarely change, support of dynamic updates in repre
sented policies can be important in some deployment scenarios. We support two basic operations on
policies in P: (1) delete(𝑃, 𝑐), remove a class 𝑐 from a policy 𝑃; (2) insert(𝑃, 𝑐, 𝑐𝑠𝑢𝑐𝑐), add a class 𝑐 to
a policy 𝑃 such that 𝑐 appears in S(𝑃) just before 𝑐𝑠𝑢𝑐𝑐. After each operation 𝑃comb should be updated
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properly. To support fast and efficient dynamic updates we propose method modifying 𝑃comb after each
operation in time 𝑂 (|S| + ∑

𝑃∈P ( |𝑃 | + 𝐷 (𝑃))), where |S| is a number of class instances in S, |𝑃 | is a
number of classes in 𝑃 and 𝐷 (𝑃) is the number of intersecting class pairs in 𝑃 (see Section 6 in [35]).

Combined representations consisting of multiple 𝑃combs. Here, we consider representations consist
ing of multiple 𝑃combs. In this case, due the to single lookup constraint, every input policy correspond to
only one combined policy in the resulting representation. Hence, the representations consisting of multi
ple 𝑃combs do not allow to reduce the number of maintained filters compared to representations consisting
of a single 𝑃comb. In particular, usage of multiple combined policies does not allow to construct an ideal
representation maintaining only one instance of every class if there is no ideal 𝑃comb representing the
given set of policies.

Theorem. For a given set of policies, if there exists an ideal representation consisting of multiple com
bined policies, then there is an ideal representation consisting of a single 𝑃comb.

However, the usage of multiple combined policies allows to reduce lengths of extra prefixes in con
structed combined policies. In the general case, the number of policies corresponding to the same com
bined policy in the constructed representation addresses a tradeoff between the maximum length of an
extra prefix and the maximum possible reduction of filters in duplicated class instances. Theorem 6 in
[35] defines a method allowing to construct an ideal representation with multiple 𝑃combs minimizing the
number of policies in P represented by the same 𝑃comb.

Evaluation. In the evaluation study, we compare total number of filters in all policies in P with the
number of filters in the corresponding combined representations constructed by CliqueShare, AllOrOne,
the algorithm WSCS that constructs the shortest weighted common supersequence [46] of all class se
quences defining policies in P, and the algorithm MajorityMerge proposed in [46] with (3, 1)look
ahead extensions [47, 48]. For each considered algorithm we also evaluate its version extended by addi
tional optimizations. In particular, we extend all algorithms by LocalDescent, and additionally extend
graphbased algorithms AllOrOne and CliqueShare by GreedyGluing.

We generate inputs with different values of the following main characteristics: (1) number of in
tersecting classes, (2) number of policies that contain a class, (3) total number of policies. The evalu
ation study confirms the usefulness of classbased abstractions in the optimization of policy classifiers
both based on sequences and partial orders of classes, but the latter performs much better. The algo
rithm CliqueShare with LocalDescend and GreedyGluing optimizations significantly outperforms
all other evaluated algorithms. Moreover, CliqueShare without local optimizations outperforms WSCS
and MajorityMerge even if they followed by LocalDescend optimization, and constructs class se
quences with almost the same value of 𝑊+(S) as AllOrOne with LocalDescend and GreedyGluing.
See Section 7 in [35] for more details.

4.1.3 Approximate classifiers with controlled accuracy

In this project we consider approximate classification allowing to further minimize the number of rules
in a given classifier by sacrificing the classification accuracy. The classification errors are controlled in
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𝑅5 : *1*0→ 5
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𝑅4 : 1000→ 4
𝑅5 : *1*0→ 5
𝑅6 : *01*→ 6
𝑅1 : 0*10→ 2
𝑅24 : 100*→ 2
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(𝑐) 𝑅3, 𝑅4 can be in G or S

Figure 7: Tradeoff between accuracy and required memory in approximate classifiers.

the following way: each classification rule 𝑅𝑖 has an action set A𝑖 such that each action in A𝑖 can be a
classification result of a header classified by 𝑅𝑖. In this work, we consider classifiers whose filters are
ternary bit strings. In the following we say thatK is an exact classifier if for each rule 𝑅𝑖 ∈ K,A𝑖 consists
of a single element (i.e., K is a regular packet classifier); otherwise K is an approximate classifier.

We say that an approximate classifierK′ obtained after the optimization of a given approximate clas
sifierK is approximately equivalent toK if for every header 𝐻, the action set of the rule inK′ classifying
𝐻 is a subset of the action set of the rule in K classifying 𝐻. In the following we propose methods that
construct approximately equivalent classifiers minimizing the number of classification rules.

Motivating examples. We begin with two motivating examples that introduce the idea of approxi
mated representations. First, consider a common situation when the rules of a classifier map headers to
a quantitative characteristic, e.g., desired latency, which is further aggregated into service classes which
the packets are classified into. E.g., on Figure 7a values 13 are mapped to the Gold class; 46, to Silver.
The classifier in Figure 7a is irreducible, i.e., no smaller classifier maps exactly the same headers to the
same classes. However, let us consider “borderline” rules between service classes. Suppose that we can
allow packets falling under 𝑅4, which currently maps to Silver but has value 4, very close to the lower
bound of the Gold class, to be associated with either Gold or Silver classes. In this case we can per
form further optimizations, associating 𝑅4 with Gold or Silver to better reduce the classifier; Figure 7b
shows how 𝑅4 can be merged with 𝑅2 into 𝑅24 that maps to Gold. We can take the approximation one
step forward. Since 𝑅3 has value 3, which is very close to the upper bound of the Silver class, we can
allow 𝑅3 to associate with Silver (Figure 7c), and classifier optimization can now exploit this additional
flexibility, merging 𝑅3 with 𝑅5 to get 𝑅53. Note that even in this specific example, not only borderline
rules between different classes may be extended with additional actions. Although 𝑅6 maps to 6, very
far from the lower bound of the Gold class, it might still be allowed to extend 𝑅6 with the Gold option
due to some additional considerations (for instance, if we know a priori that required bandwidth for the
traffic classified by 𝑅6 is relatively small compared to the total volume of Gold traffic).

The second motivating example is of a different nature, showing that approximate classifier repre
sentations are a much more general tool. The scalability problem of forwarding tables (FIBs) is a largely
unsolved problem to date [49]. One can run a thirdparty process that estimates the “quality” of different
paths for the header space covered by a given traffic matrix. It turns out that by exploiting approximate
representations and extending the actions of already computed FIBs with acceptable alternatives (based
on the “quality” of estimated paths), we can often reduce the classifier size (see Figure 2 in [39]).
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Rule Filter A
𝑅1 01*0 {𝐴1}
𝑅2 1110 {𝐴2, 𝐴3}
𝑅3 0110 {𝐴3}
𝑅4 0000 {𝐴1, 𝐴4}

𝑅1 01*0 {𝐴1}
𝑅2 1110 {𝐴2, 𝐴3}
𝑅4 0000 {𝐴1, 𝐴4}

Rule Filter A
𝑅1 01*0 {𝐴1, 𝐴3}
𝑅2 1111 {𝐴2}
R3 *110 {A2, A3}
𝑅4 01** {𝐴1, 𝐴4}

𝑅2 1111 {𝐴2}
𝑅3 *110 {𝐴3}
𝑅4 01** {𝐴1}

Rule Filter A
𝑅1 01*1 {𝐴1, 𝐴4}
𝑅2 1111 {𝐴2}
R3 *110 {A3, A4}
𝑅4 01*0 {𝐴1, 𝐴4}

𝑅1,4 01** {𝐴4}
𝑅2 1111 {𝐴2}
𝑅3 *110 {𝐴3, 𝐴4}

(a) (b) (c)
Figure 8: Illustration of the generalized optimization operators: (a) forward subsumption; (b) backward
subsumption; (c) resolution.

Generalized optimization operators. Optimization methods minimizing the size of classifiers [28, 29,
30] usually can be reduced to methods minimizing the size of Boolean expressions. Existing heuristics
include a set of basic operators applied to a classifier while possible. They consist of two major blocks:
basic operators and an optimization process that constructs a sequence of applied operations reducing the
classifier. Usually, three basic operators are considered in the scope of packet classifiers [50] since they
have the right balance between operational complexity and applicability. These basic operators decide
when a rule can be removed or replaced by another rule. We generalize them for the approximate case.
In the following we say that a rule 𝑅𝑖 covers 𝑅 𝑗 if all headers matching 𝑅 𝑗 also match 𝑅𝑖.

Forward Subsumption F (𝑅𝑖). This operator removes all unreachable rules and does not depend on
the structure of action sets. Formally, a rule 𝑅𝑖 ∈ K can be removed if there exists a rule that covers 𝑅𝑖

and appears inK before 𝑅𝑖. Since forward subsumptions do not depend on actions, the resulting classifier
is approximately equivalent to the original one. In Figure 8a, 𝑅3 is removed since 𝑅1 covers it.

Backward Subsumption B(𝑅𝑖). Sometimes a rule can still be removed if it is covered by a rule
appearing after 𝑅𝑖 in K. Formally, 𝑅𝑖 ∈ K can be removed if the following conditions hold: (1) there
is a rule 𝑅 𝑗 such that 𝑅 𝑗 covers 𝑅𝑖, 𝑅 𝑗 appears in K after 𝑅𝑖, and A 𝑗 ∩ A𝑖 ≠ ∅; (2) A𝑡 ∩ A𝑖 ≠ ∅ for
every rule 𝑅𝑡 ∈ K that intersects with 𝑅𝑖 and is located inK between 𝑅𝑖 and 𝑅 𝑗 ; after applying backward
subsumption, we set A𝑡 := A𝑡 ∩ A𝑖. If several 𝑅 𝑗 satisfies the first condition, we choose 𝑅 𝑗 appearing
in K first. In Figure 8b, 𝑅1 can be removed by backward subsumption since 𝑅1 is covered by 𝑅4, even
though 𝑅1 intersects with 𝑅3 since 𝑅1 and 𝑅3 have intersecting action sets; after applying this backward
subsumption action sets A3 and A4 are properly modified.

Resolution R(𝑅𝑖, 𝑅 𝑗 ). This operator comes from propositional proof theory: in propositional logic,
an expression (𝑥∧𝐶) ∨ (𝑥∧𝐶) is equivalent to𝐶. Two rules 𝑅𝑖, 𝑅 𝑗 (𝑖 < 𝑗) can be combined and replaced
by a new rule 𝑅𝑖, 𝑗 (in place of 𝑅𝑖) if: (1) filters 𝐹𝑖 and 𝐹𝑗 coincide in all bit indices except 𝑘 , and the
𝑘th bit is not ∗ in 𝐹𝑖 or 𝐹𝑗 (2) the set A′

𝑖 = A𝑖 ∩ A 𝑗 ∩
∩

𝑡:𝑖<𝑡< 𝑗 and 𝑅𝑡 intersects with 𝑅 𝑗
A𝑡 (intersection of

action sets over all intersecting rules) is nonempty; after applying resolution we assign A′
𝑖 to 𝑅𝑖, 𝑗 . In

Figure 8b, filters of 𝑅1 and 𝑅4 differ only in the last bit; we can apply resolution on 𝑅1 and 𝑅4 since
A1 ∩ A3 ∩ A4 ≠ ∅

In general, we can choose a single action for every rule in an approximate classifier, and each such
combination will be an exact classifier. In this way we could exploit basic operators minimizing ex
act classifiers. The problem is not only the exponential number of different exact classifiers but also that
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generalized versions of the basic operators extend their applicability. We show the following two approx
imate classifiers, where generalized operators can achieve better results than even bruteforce search over
all exact classifiers:

Rule Filter A
𝑅1 010* {𝐴1, 𝐴2}
𝑅2 0**0 {𝐴1}
𝑅3 **0* {𝐴2}
𝑅4 01** {𝐴1, 𝐴2}

Rule Filter A
𝑅1 00*1 {𝐴1}
𝑅2 11*0 {𝐴2}
𝑅3 **0* {𝐴1, 𝐴2}
𝑅4 10*0 {𝐴2}
𝑅5 01*1 {𝐴1}

In the first classifier, 𝑅1 can be removed by a backward subsumption: 𝑅4 covers 𝑅1, and all necessary
conditions hold. On the other hand, in neither of the four possible exact specializations of a first classifier
we can reduce 𝑅1 or any other rule. In the second classifier two resolutions R(𝑅1, 𝑅5) and R(𝑅2, 𝑅4)
can be applied, but in any exact specialization only one of them remains.

Properties of operation sequences. An optimization process consists of a set of introduced above basic
operators and a heuristic that chooses an operation sequence consisting of applied operations. We study
properties of operation sequences. By definition, each applied operation removes exactly one rule, so
after applying the operation sequence S on a classifier K, the optimized classifier has |K | − |S| rules.
Therefore, considered heuristics maximizes a length of S. A combinatorial search of longest operation
sequences is a hard problem even in the case of exact classifier. We show that this problem becomes even
more complex in the case of approximate classifiers.

Firstly, we consider a set of operations O applicable to the initial classifier that does not contain con
flicting operations using the same rule. The longest operation sequence containing only operations in O
provide us a lower bound on the length of the optimal operation sequence. Operations in O implicitly
depend on each other; for example, a resolution operation can create a new possible rule that will in
tersect with another rule in a backward subsumption. The following theorem shows that in the case of
exact classifier, we can apply all operations in O regardless of these implicit dependencies. Despite the
popularity of Boolean minimization, to the best of our knowledge we know of no prior work where this
result was proven.

Theorem. In the case of exact classifiers, there is an operation sequence containing all operations in O.

Corollary. The length of an optimal operation sequence in the case of exact classifiers is at least the size
of biggest O; moreover, this lower bound can be computed in time 𝑂 (𝑁2 · 𝑙 + 𝐶1.5

R ), where 𝐶R is the
number of resolutions applicable in the original classifier.

In the approximate case, O can increase compared to the exact case since generalized operations are
applicable more often. But unlike the exact case, an operation sequence of length |O| is not guaranteed
to exist. Consider the following approximate classifier:

Rule Filter A
𝑅1 011* {𝐴1}
𝑅2 11*1 {𝐴1, 𝐴2}
𝑅3 *11* {𝐴1, 𝐴2}
𝑅4 01*1 {𝐴2}
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In this classifier we can apply resolution R(𝑅2, 𝑅4) or backward subsumption B(𝑅1), but we cannot
apply both. In general, the complexity of constructing the longest operation sequence on O arises from
backward subsumptions.

Theorem. In the approximate case, there is an operational sequence containing all forward subsumptions
and resolutions from O.

If O has backward subsumptions then finding the longest sequence of operations from O turns into
an intractable problem.

Theorem. In the approximate case, finding a longest sequence of applicable backward subsumptions
from O is NPcomplete problem, and it is not approximable up to a constant factor in polynomial time.

Now we consider general operation sequences containing operations that are non necessary in O.
Any operation sequence (including longest) can be modified according to the following lemma.

Lemma. For an operation sequence S, there exists another operation sequence S′ that satisfies the
following: (1) S′ consist of the same operations, but a backward subsumption B(𝑅) can be changed to
a forward subsumption F (𝑅); (2) resolutions and forward subsumptions are applied before backward
subsumptions; (3) for each pair of backward subsumptionsB(𝑅𝑖),B(𝑅 𝑗 ) (𝑖 < 𝑗),B(𝑅 𝑗 ) is applied before
B(𝑅𝑖); (4) for each rule 𝑅𝑖, its final action set A𝑖 obtained after applying S is a subset of the action set
A′

𝑖 obtained after applying S′.

This lemma can be used for the development of heuristics finding longest operation sequences. Also,
after the proposed transformation of the operation sequence S additional operations may be applied even
if S before the transformation can not be extended by any other operation. Hence, this transformation
can be also used as a post optimization (see Example 6 in [39]).

Evaluation. We evaluate the heuristic aBM applying introduced above minimization operators. Firstly,
aBM applies forward subsumptions and resolutions while possible, then backward subsumptions. The
aBM algorithm has been evaluated on on five IPv4 FIB classifiers used in real systems and the classifiers
generated by Classbench [40] framework. The action sets of rules in the considered classifiers were
generated synthetically according to packet forwarding and QoS use cases. Generally, evaluations fully
support our basic idea and theoretical results: allowing for a small error in the actions of a classifier can
lead to significant space reductions, often comparable to the reduction in the best case when all rules
have the same action. See Section 7 in [39] for more details.

4.2 Robust Distributed Monitoring of Traffic Flows

In this section we describe an approach proposed in the paper ”Robust Distributed Monitoring of Traffic
Flows” (see [51]). To reduce memory requirements in a single network element, this paper proposes
methods supporting distributed flow packet counters.

Flow 𝑓 enters the network in source switch 𝑆 and exits in destination switch 𝐷. At switch 𝑆, the
flow consists of | 𝑓 | packets 𝑝0, 𝑝1, …, 𝑝 | 𝑓 |−2, 𝑝 | 𝑓 |−1. The corresponding packet counter 𝑐 calculates | 𝑓 |.
In the proposed distributed approach, 𝑐 is divided into two chunks 𝑐1 and 𝑐2 maintained by 𝑆 and 𝐷,
respectively; 𝑐1 consists of 𝑛 bits. Network noise might drop or reorder 𝑓 packets before they arrive to
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𝐷. In the following we propose methods that support 𝑐1 and 𝑐2 in consistent states under network noise.
After the termination of 𝑓 , the proposed algorithms recover | 𝑓 | by 𝑐1 and 𝑐2; while 𝑓 is in a progress,
𝑐2 allows to obtain a realtime lower bound on the number of packets in 𝑓 that source 𝑆 has already
send. Communication between counter chunks is inband via packets of the monitored unidirectional
flow. Source 𝑆 piggybacks at most 𝑡 control bits on each packet.

Partial network noise. Firstly we consider two extreme cases of network noise: (1) packet reorder
ing without loss and; (2) packet loss without reordering. In the first case, the following simple solution
robustly computes | 𝑓 |: the source switch counts packets in 𝑓 and, only when local counter chunk 𝑐1 over
flows, marks a control bit in the sent packet; the destination switch increments its counter chunk 𝑐2 only
upon receiving a packet with the marked control bit. This solution is fully resilient to packet reordering
and greatly vulnerable to packet loss: it might massively underestimate | 𝑓 | upon losing a packet with
the marked control bit. In the case of packet loss without reordering, the source switch can set a control
bit in each sent packet to the most significant bit of local counter chunk 𝑐1 and then increment 𝑐1. The
destination switch increments its counter chunk 𝑐2 only upon receiving a packet where the control bit is
set differently than in the previously received packet. This solution is resilient to loss of up to 2𝑛−1 − 1
consecutive packets, but is highly vulnerable to packet reordering, e.g., when packets 2𝑛−1 − 1 and 2𝑛−1

of the flow arrive to 𝐷 in reverse order, 𝐷 incorrectly increments its counter chunk 𝑐2 thrice instead of
once: upon receiving packets 2𝑛−1, 2𝑛−1 − 1, and 2𝑛−1 + 1.

General network noise. In [51] we have proposed Algorithm 1 supporting robust computation when
network noise comprises both reordering and loss of packets. This algorithm employs sync bits, a com
mon 𝑡bit portion of counter chunks in 𝑆 and 𝐷, to synchronize the two counter chunks. The sync bits
correspond to the 𝑡 most significant bits in 𝑐1 and 𝑡 least significant bits in 𝑐2, which means that they
make up the middle bits in the resulting merged twochunk counter 𝑐. When switch 𝑆 receives packet 𝑝,
the switch writes the sync bits from 𝑐1 into header ℎ[𝑝] of packet 𝑝 and increments its 𝑛bit counter
chunk 𝑐1. When packet 𝑝 arrives to 𝐷, the destination switch computes the difference between ℎ[𝑝] and
the 𝑡 sync bits in counter chunk 𝑐2 by modulo 2𝑡 . If this difference is between 1 and 2𝑡−1, switch 𝐷 adds
it to 𝑐2. To recover | 𝑓 | after termination of 𝑓 , Algorithm 1 sets the 𝑛 most significant bits of the resulting
counter 𝑐 to 𝑐2, and then adds to 𝑐 the difference between 𝑐1 and the 𝑛 least significant bits of 𝑐 calculated
by modulo 2𝑛.

Resilience of any distributed solution is subject to fundamental feasibility limits, e.g., no such solution
is able to handle loss of all packets. We employ two parameters to constrain packet reordering and packet
loss: reordering parameter 𝑅 captures the maximal distance of packet reordering, i.e., the destination
switch can receive packet 𝑝 𝑗 before packet 𝑝𝑖 only if 𝑗 ≤ 𝑖 + 𝑅, and loss parameter 𝐿 is the limit
on consecutive packet losses, i.e., the destination switch receives at least one packet from any interval
𝑝𝑖, . . . , 𝑝𝑖+𝐿 . The following theorem states the tolerance of Algorithm 1 to the network noise.

Theorem. Algorithm 1 computes | 𝑓 | correctly if: 𝐿 + 𝑅 < 2𝑛−1packets and 𝑅 ≤ 2𝑛−1 − 2𝑛−𝑡packets.

Parameter 𝑡 controls a tradeoff between the reordering resilience and perpacket communication
overhead. Setting 𝑡 to 𝑛 provides the largest reordering resilience, which is only 14% larger than with
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𝑡 = 4 bits. Setting 𝑡 to 1 bit reduces Algorithm 1 to the solution proposed for the network noise without
packet reordering. Hence, we recommend setting 𝑡 to 2, 3 or 4 bits in practice. Algorithm 1 is highly
resilient to network noise in practical settings. For example, by allocating only 𝑛 = 8 bits for the counter
chunk in switch 𝑆 and using 𝑡 = 2 of them as sync bits, Algorithm 1 guarantees its correct computation
of | 𝑓 | under any reordering 𝑅 < 64 packets and 𝐿 + 𝑅 < 128 packets, which constitute significant levels
of network noise. Moreover, doubling the value of 𝑡 from 2 to 4 bits raises the value of 𝑅 to 112 packets.

Impact of noise representation. Here we propose an alternative representation that bounds not only
stretch but also frequency of network noise: we partition the flow at switch 𝑆 into groups of 2𝑘 consecutive
packets and introduce span(𝛾, 𝑘) as a packet sequence where each packet is followed by a packet from
the same group or 𝛾 subsequent groups (𝛾 > 0). Formally, span(𝛾, 𝑘) is defined as a sequence of packets
𝑝𝑧𝑖 from flow 𝑓 with the following properties: (1) indices 𝑧𝑖 form an increasing sequence; (2) switch 𝐷

receives all packets 𝑝𝑧𝑖 ; (3) 𝐷 receives 𝑝𝑧𝑖 before 𝑝𝑧 𝑗 if 𝑖 < 𝑗 ; (4)
⌊ 𝑧𝑖+1

2𝑘

⌋
−
⌊ 𝑧𝑖

2𝑘

⌋
≤ 𝛾 for every 𝑖, i.e.,

𝑝𝑧𝑖+1 is at most 𝛾 groups of 2𝑘 packets away from 𝑝𝑧𝑖 at switch 𝑆; (5)
⌊ 𝑧0

2𝑘

⌋
≤ 𝛾 and

⌊
| 𝑓 |−1

2𝑘

⌋
−
⌊ 𝑧𝑟−1

2𝑘

⌋
≤ 𝛾,

which represent boundary conditions for the first and the last packets in the span. If span(𝛾, 𝑘) exists,
condition 4 ensures that packet reordering and loss cannot affect all 𝛾 · 2𝑘 packets from 𝛾 consecutive
groups. With this representation of network noise, the maximum extent of packet reordering is still 𝑅,
and span(𝛾, 𝑘) bounds packet loss so that to imply 𝐿 ≤ (2𝛾 + 1) · 2𝑘 − 1.

This network noise representation enables Algorithm 2 (see [51]), that operates correctly under more
relaxed conditions compared to Algorithm 1. Algorithm 2 sets 𝑘 to 𝑛 − 𝑡 and differs from Algorithm 2
only in the procedure updating 𝑐2; now switch 𝐷 updates 𝑐2 only when the difference between ℎ[𝑝] and
the 𝑡 sync bits in counter chunk 𝑐2 does not exceed 𝛾 by modulo 2𝑡 .

Theorem. Algorithm 2 computes | 𝑓 | correctly if:

𝑅 ≤ 2𝑛 − (𝛾 + 1) · 2𝑛−𝑡 packets and ∃ span(𝛾, 𝑛 − 𝑡). (1)

This theorem exposes a variety of tradeoffs. As with our original representation of network noise, a
larger 𝑡 value increases not only the maximum extent of reordering resilience but also the overlap between
𝑐1 and 𝑐2. Moreover Algorithm 2 accommodates more relaxed traffic patterns under the same reordering
constraint for a larger value of 𝑡.

An increase in 𝛾 tightens the maximum extent of packet reordering and relaxes the existence con
ditions for span(𝛾, 𝑘). Hence, parameter 𝛾 implements a tradeoff between the constraints on packet
reordering and loss. Setting 𝛾 to 1 leads to maximal reordering 𝑅 = 2𝑛 − 2𝑛−𝑡+1 packets. With 𝛾 = 2𝑡−1,
Algorithm 1 is identical to Algorithm 2, and the following theorem shows that our first representation of
network noise is a special case of the second one.

Theorem.When 𝛾 = 2𝑡−1, conditions 1 imply conditions 2.

Settings with 𝛾 ≥ 2𝑡−1 are useful when loss is more frequent than reordering. When span(𝛾, 𝑛 − 𝑡)
does not exist, Algorithm 2 underestimates | 𝑓 |, and we derive a bound on this underestimation:
Theorem.When there is no span(𝛾, 𝑛 − 𝑡), and the total of 𝑋 packets are lost, Algorithm 2 computes | 𝑓 |
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with an underestimation of at most 2𝑡𝑋
2𝛾+1−2𝑡 packets if:

𝑅 ≤ 2𝑛 − (𝛾 + 1) · 2𝑛−𝑡 packets and 𝛾 ≥ 2𝑡−1 groups. (2)

When the constraint on 𝑅 is satisfied, and there is no span(𝛾, 𝑛− 𝑡), Algorithm 2 with 𝑡 = 2 sync bits
and 𝛾 = 2 groups underestimates the flow size by at most 4𝑋 packets. With 3 sync bits and 𝛾 = 6 groups,
the underestimation is at most by 1.6𝑋 . When 𝛾 = 2𝑡 − 1 groups, Algorithm 2 does not tolerate any
reordering and increases its loss resilience to 𝐿 < 2𝑛 − 2𝑛−𝑡 packets. When loss is unbounded, and there
is no reordering, Algorithm 2 with such values of 𝛾 underestimates the flow size by at most 𝑋

1−2−𝑡 packets.
From the practical perspective, conditions 2 make Algorithm 2 more robust to reordering and loss

than Algorithm 1. For example, when the source chunk contains 8 bits and 𝛾 = 1 group, the settings with
2 and 3 sync bits support 𝑅 ≤ 128 packets and 𝑅 ≤ 224 packets if 𝐷’s packet sequence contains span(1,
64) and span(1, 32), respectively. For 𝑛 = 8 bits, 𝑡 = 3 bits, and 𝛾 = 6 groups, Algorithm 2 computes the
flow size correctly when there exists span(1, 192) and 𝑅 ≤ 32 packets.

Evaluation. Evaluations follow the same approach as those for VL2 [42], pFabric [43], and pHost [44].
Specifically, we perform simulations on realistic traffic traces generated from the datamining distribution
of flow sizes [42], where the number of flows is 106, and the maximum number of packets in a flow
equals 2

3 · 106 packets, which requires a 20bit counter. In the evaluated scenarios, a 7bit (or sometimes
even a 6bit) perflow sourcecounter chunk is sufficient to maintain distributed packet counter correctly
for each flow. Moreover, even in the case of 5bit sourcecounter chunks, Algorithm 2 and Algorithm 1
correctly compute the number of packets in 99.3% and 95.8% of the flows that contain at least 25 packets.
Besides, when Algorithm 2 computes | 𝑓 | imprecisely, the computed value almost always lies in interval
[| 𝑓 | − 𝑋, 1.02 · | 𝑓 |], where 𝑋 is a number of lost packets. See Section 7 in [51] for more details.

5 Conclusion

This dissertation explores fundamental problems in the design of network elements, following the spe
cific goals and objectives introduced in Section 1.2. We have made important contributions in efficient
representations of packet processing programs and robust distributed traffic monitoring.

First, to minimize the encoding size of rangebased classifier representations, we introduced a notion
of subranges allowing to operate on ranges with perbit resolution and overcome constraints of represen
tations constructed with perfield resolution. A subrange is a basic element of the proposed equivalent RR
representations preserving rule disjointness on a subset of bits. We have shown that RR representations
provide substantial saving in required TCAM memory.

Second, we have proposed novel combined representations for multiple classifiers sharing the same
classification patterns. We have studied the case when each classification pattern can be stored only once
regardless of the number of classifiers containing it. In the general case we have proposed algorithms
minimizing the number of duplicated filters in the constructed combined representations. The effective
ness of these algorithms has analytical guarantees and is supported by the evaluation study.

Third, we have generalized the classical packet classification problem, introducing a new abstraction
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of approximate classifiers, where users control the accuracy by labeling in advance which filters can be
assigned to which actions. We have designed optimization methods exploiting this additional flexibility
in actions to optimize the classifier size even more. The approximate classifiers exploit an interesting
and unexplored tradeoff between required resources and accuracy of results.

Fourth, to reduce the memory requirements in a single switch we propose a distributed approach im
proving scalability of perflow traffic monitoring by exploiting resources of the whole network. Instead
of giving up the monitoring accuracy, the approach enabled scalable exact reconstruction of packet flow
counters by involving network elements having spare resources. Tomake distributed execution of a state
ful monitoring task robust against network noise, we adhered to the openloop paradigm that introduced
no extra packets and communicated flow state inband by piggybacking few control bits on packets of
the monitored flows. We develop algorithms for exact robust distributed computation of the number of
packets in a flow with analytically established conditions guaranteeing their correctness. This approach
can be further extended to maintain realtime values of telemetry functions (e.g., packet loss).

In this thesis we develop methods improving the efficiency of packet processing programs and reduc
ingmemory requirements in a single switch. Our results can significantly improve computational capabil
ities of the entire network and each involved element. More advanced services and networkwide behav
iors require implementation of more expressive and efficient packet processing engines. This dissertation
shows the feasibility of such implementations even on existing network infrastructure.
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