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Relevance of the topic and problem statement

The active development of computer and information technologies,

observed at the moment, leads to an increasingly rapid increase in the

requirements for information transmission systems. The main requirements

for modern telecommunication systems are: throughput (in terms of the

amount of data transmitted per unit of time), reliability (the probability

of correct recovering and processing of data) and the supported number

of active system users. In addition, with the increasing digitalization of

modern society, security issues are also becoming extremely relevant, that

is, secure data transmission over (primarily) non-secured communication

channels. Meeting of these requirements is impossible without forward

error-correcting methods.

In early telecommunication systems, algebraic codes (for example,

BCH codes, Reed-Solomon codes, Reed-Muller codes, etc.) were used

as forward-error correction codes. These codes were used jointly with

their decoders up to half the code minimal distance (Bounded Distance

Decoders - BDD). However, the coding theory based on algebraic codes

with BDD is no longer able to satisfy all scenarios that are used in

modern systems for processing, transmitting and storage of information.

At the same time, an active qualitative jump in the development

of information technology, observed since the early 1990s, opened up the

possibility of implementing long codes, the implementation of which had

previously been difficult due to high complexity. It is the new available
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computing power that caused active research in the field of constructing

long codes, for which effective polynomial decoding algorithms that practically

implement maximum likelihood decoding exist.

In particular, in many cases Low-Density Parity-Check codes (LDPC

codes) became in demand. Such classes of codes as turbo codes, polar

codes, etc. were also developed. For these classes of codes, probabilistic

decoding methods are used, the theory of which is far from its completion.

The problem of the joint choice of codes and methods for their decoding

becomes relevant. It should be especially noted that in probabilistic

decoding such metrics as the structure of cycles in a bipartite code

graph (Tanner graph), the structure of stopping sets, etc. play no less

important role than such classical metrics as the minimum distance

and the spectrum of weights for algebraic codes. Therefore, the task

of constructing code designs that not only have good minimal distance

and spectral properties, but also have a good structure of cycles in a

graph, subcodes, etc., becomes relevant.

As noted above, one of the key requirements for modern telecommunication

systems is the reliability of transmitted data. For example, systems that

use in optical communication, allow the loss of one data packet out

of 1015. This means that in order to select a code-candidate for such

systems, it is required to carry out at least 1016 — 1018 iterations of

its simulation to obtain the required error probability per block 10−15.

It is obvious that this kind of simulation leads to significant time and
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overhead costs, and in some cases it is not feasible in practice. In this

regard, the task of constructing sufficiently accurate analytical estimates

that make it possible to evaluate the effectiveness of a given code without

or with a minimum amount of simulation modeling becomes especially

relevant.

The first chapter of the dissertation is devoted to the solution of

the problem of constructing effective classes of LDPC codes, as well as

the problem of developing a mathematical apparatus for studying the

corrective properties of convolutional codes.

Another essential requirement is throughput of the system, which

is directly related to the decoding time complexity. In other words,

the task of minimizing the delay in the transmission of a packet of

information becomes important for a number of applications. First of

all, such applications are the industrial Internet of Things (IIoT), control

systems, broadband transmission of video content, various applications of

augmented and virtual reality, etc. Approaches to solving this problem

in relation to polar codes are considered in the second chapter of the

dissertation.

An additional requirement, which becomes more and more significant

with the increase in the density of data transmission networks, is to

enable a large number of devices/users of the system to transmit data to

the base station with a given level of reliability and delay. An example of

a system where the requirement for the number of active users is critical
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is the Internet of Things (IoT) (up to one million devices per square

kilometer). It is clear that traditional ”point-to-point” communication

systems, which assume a single communication line between the transmitter

and receiver, will be ineffective for such scenarios. In this regard, it

became necessary to develop non-orthogonal non-coordinated multiple

access methods that allow only synchronization of blocks. To analyze

the effectiveness of a particular multiple access method, it is necessary

to evaluate its throughput in terms of the amount of information that a

given user can transmit in the network with a given restriction on the

number of other users and some other system parameters. The solution

to the problem of constructiong multiple access systems is given in the

third chapter.

Finally, in recent years, the requirement to ensure the security of

data transmission has become more and more critical. This is due to

the fact that digital technologies are increasingly integrade in our lives,

making many areas of human life, the normal functioning of organizations

and entire sectors of the economy dependent on the normal functioning

of a number of information systems and applications. It should be noted

that at the moment the problem of security is not only not completely

resolved, but in entire industries, such as the Internet of Things, there

is no common understanding of how protection should be organized.

In addition, a certain concern is also caused by the fact that the vast

majority of traditional methods for protecting information transmitted
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over open communication channels can no longer be considered reliable,

due to the perspective possibility of hacking them using a quantum

computer. In this regard, it becomes relevant to develop such promising

methods of cryptographic data protection, which would be quite easy to

implement, but which would also not lend themselves to cryptanalysis

using quantum algorithms. The development of post-quantum methods

of cryptographic information protection based on the McEliece system

was carried out in the fourth chapter of the work.

A significant contribution to solving the problems of constructing

families of high-performance codes, developing effective methods for their

encoding, decoding and researching their properties, developing multiple

access methods, as well as researching and construction code—based

cryptosystems, was made in our country by V. B. Afanassiev, A. M. Barg,

L. A. Bassalygo, E. L. Bloch, S. V. Bezzateev, I. E. Bocharova, E. M.

Gabidulin, I. I. Dumer, K. Sh. Zigangirov, V. A. Zinoviev, V. V. Zyablov,

G. A. Kabatyansky, V. D. Kolesnik, E. A. Kruk, B. D. Kudryashov, E. T.

Mironchikov, D. S. Osipov, M. S. Pinsker, Yu. Polyansky, P. S. Rybin,

Yu. L. Sagalovich, V. M. Sidelnikov, V. R. Sidorenko, F. I. Solovieva,

P. V. Trifonov, S. V. Fedorenko, A. A. Frolov, S. O. Shestakov, N. A.

Shekhunova. Abroad — E. Arikan, M. Baldi, E. Berlekamp, R. Blahut, A.

Vardy, S. Johnson, R. Gallagher, V. Guruswami, T. Kasami, R. Ketter,

S. Koudekar, S. Kumar, R. McElice, J. Messi, T. Richardson, M. Sudan,

I. Tal, T. Tanaka, R. Urbanke, M. Fossorie and many others.
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The objective of the dissertation

The classical coding theory was developed in the direction of creating

new classes of codes with good parameters (rate, spectrum, code distance)

in relation to some bounds. The decoding algowithms, were created,

focuse on the implementation of the error correction capabilities of these

codes with the least possible complexity. Meanwhile, the development of

the theory and technology of using codes (communications, data storage

systems, information security systems) has led to the formulation of the

problem of joint selection of codes and decoding methods focused on use

in a specific applied task.

The objective of this dissertation is to construct and analyze signal

code constructions and algorithms for their decoding for non-metric channel

models and data transmission scenarios.

The objects of research are linear codes, multiple access systems

and information security systems based on linear codes, and the subject

of research is methods for designing of linear codes and methods for

their decoding, methods for constructing multiple access systems and

estimating their capacities, as well as methods for constructing and

analyzing information security systems based on error-correcting codes.

To achieve these goals, the following tasks are solved in the work:

1. Development of new designs of LDPC codes based on combinatorial

constructions and permutation matrices that allow encoding and

decoding these codes with moderate complexity, as well as estimating
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the exponent of the error probability of some regular constructions

of LDPC codes, with their fixed length .

2. Development of a mathematical apparatus for studying the correction

properties of convolutional codes, which is based on the analysis

of the properties of the spectrum of active distances, as well as the

study of the properties of local erasures correction by convolutional

codes.

3. Construction of high-performance and low-resource decoding schemes

for polar codes, which are based on list decoding successive cancellation

algorithms with information symbol inversion and fast list decoding

of polar subcodes.

4. Development of effective methods of non-orthogonal multiple access,

focused on the uncoordinated transmission of short data packets

from devices to the base station, estimation of the throughput

for the proposed transmission method, as well as the construction

of code structures to resolve collisions that occur with the above

transmission method.

5. Development of methods for ensuring secure data transmission in

multiple access systems.

The degree of research topic elaboration

An analysis of the current stage of elaboration of the problems
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formulated above should take into account the requirements that are

currently placed on information transmission systems. Compliance of the

current progress in research with the practical requirements that are set

for the developed systems for the transmission, processing and storage of

information will make it possible to characterize the degree of elaboration

of the problem.

Every year, information transmission systems become more and

more complicated, which is dictated by both new scenarios that have

appeared recently (data transmission within Internet of Things devices,

video streaming, virtual and augmented reality, etc.), and increased volumes

of transmitted data. But, the more complex and universal the system,

the higher the requirements for it.

If we consider as an example the transmission of data over cellular

communication networks of the 5-th generation (5G standard) [1], then

we can distinguish 3 main transmission scenarios for which all the above

problems are relevant:

∙ Massive Machine-to-Machine Communication (mMTC). This application

is characterized by the ability to connect a very large number of

simple low-power devices. The key requirement for this scenario is

the support of a large number of simultaneously operating devices

in the network (up to 1 million devices per 1 sq. km [43]) and the

simplicity of the information transmission protocols used.

∙ Ultra-Reliable Low-Latency Communication (URLLC) — focuses
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on providing a highly reliable data transmission with very low

latency. The key requirement in this case is the data transfer delay,

which should not exceed 1 ms. (10 times less than in LTE standart)

[8], which also requires a sufficiently high probability of correct

recovery of a data packet.

∙ Enhanced Mobile Broadband (eMBB) — focuses on supporting

ever-increasing data rates and system performance [63]. The main

requirement for this scenario is the data transfer throughput. In

particular, it is 50 times higher than in the LTE standard [67].

The requirements formulated above define the key stack of technologies

that are used in the implementation of the data transmission system

used for a particular transmission scenario. And it is in the context of

the requirements of each of the scenarios that one should analyze the

applicability of a particular data transmission scheme, as well as the

current status of its development.

In particular, if we speak about the transmission of large amounts of

data between a small number of devices/users, then we can talk about the

”point-to-point” transmission scenario, where data is transmitted along

one line from the transmitter to the reciver. The key task that needs

to be solved when transmitting information using the ”point-to-point”

scheme is to ensure the maximum transmission rate with a low error

probability.
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The code structures used in this type of transmission are Polar

codes, LDPC codes, various concatenated structures both based on the

above-mentioned codes and based on algebraic codes, convolutional codes,

etc.

LDPC codes were first proposed by R. Gallagher in 1960 in his PhD

thesis [32]. In the same work, the author proposed practically applicable

algorithms for decoding of LDPC codes: the bit-flipping algorithm and

the "belief propagation"algorithm. Due to the insufficient level of development

of computer technology, LDPC codes did not find wide application immediately

after their discovery and were forgotten until the end of the 1990s.

Active research of LDPC codes resumed in the late 1990s, when

they were ”rediscovered” by D. McKay in his article [46]. Since then,

LDPC codes have become one of the most popular areas for research in

the field of error-correcting codes.

To date, some designs of LDPC codes (in particular, quasi-cyclic

rate-adaptive LDPC codes [56], [45]) have involved the 5G standard as

error-correcting codes for the link layer of the URLLC scenario (data

transmission with high reliability and low latency) [45], [44], to 5G EMBB

[33], [53]. Other practical applications of LDPC codes include the IEEE

802.11n/ac (WiFi) [62] standard, the DVB-S2 digital television standard

[25] and many others. At the same time, it should be noted that the

currently used code structures are obtained by optimizing some target

functional (for example, the density evolution method or the P-EXIT
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chart method), which in turn indicates a lack of constructive methods for

constructing highly efficient code structures with guaranteed properties.

Along with the construction of LDPC codes, an important and

urgent task is to theorelically study the decoding error probability. This

is due both to the fact that it is not always possible to simulate a

long LDPC code to the required error probability, and to the fact that

obtaining bounds on the error decoding probability allows one to estimate

the effect of using LDPC codes as components of concatenated code

structures.

There is a few papers where the non-asymptotic behavior of LDPC

codes was considered. [52] explored the behavior of finite-length LDPC

codes in the “start of the waterfall” region (signal-to-noise ratios where

the frame-error-rate begins to decrease). In [31], [58], [68], various combinatorial

techniques were used to describe decoding errors. This approach allowed

the authors to obtain estimates for the average error probability per

block and per bit when using iterative decoding algorithms. Most of the

work discussed above deals only with the binary erasure channel and low

complexity decoding algorithms (eg, bit-flipping or “belief propagation”).

Only a small number of works are devoted to channels with errors.

Thus, analyzing the degree of elaboration of the problem of constructing,

decoding and analyzing the efficiency of LDPC codes, it should be noted

that although today a large number of constructions of long LDPC codes

and algorithms for their decoding have been proposed, the development
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of algebraic and combinatorial methods for constructing LDPC codes

that allow their efficient decoding by “belief propagation” algorithms, as

well as problems of theoretical estimation of the correcting capacity of

LDPC codes of finite lengths are still relevant.

Another class of codes that are used in modern telecommunications

standards are Polar codes.

This class of codes was proposed by Arikan in [15]. The main result

of this work is that it has been strictly proved that polar codes can

reach the capacity of any symmetrical discrete memoryless channels with

a binary input alphabet when decoded by the successive cancellation

algorithm (SC), provided that the length of code tends to infinity.

The main disadvantage of SC decoding is the relatively low efficiency

(in terms of error rate per block) for a fixed code length.

The main effort of researchers was aimed at finding more efficient

decoding algorithms for polar codes that would allow realizing their

potential corrective properties. In particular, [51; 61] proposed a list

variant of SC. [10; 30; 35; 36; 38] have proposed a generalized decoding

approach for polar codes, which makes it possible to reduce the number

of decoding operations without significant degradation of performance.

Another area of research is aimed at solving the problem of the space

complexity of decoding. The bit-flipping SC algorithm was first introduced

in [7], and a generalization of this algorithm for list decoding was proposed

in [19].
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Analyzing the degree of elaboration of the problem of constructing

efficient and low-resource algorithms for decoding of Polar codes, it should

be noted that basically the researchers solved two parallel problems —

reducing the space complexity of list decoders by increasing the computational

complexity (decoders based on bit-flipping) and reducing the computational

complexity either due to the growth space (stack algorithms), or by fast

decoding of the generalized nodes of the Polar code tree. At the same

time, the problem of joint space-time optimization of polar code decoders

is rather poorly developed.

In addition to block codes, there are also convolutional codes that

are more efficient in some applications. Convolutional codes were proposed

by P. Elias in 1955 [27]. In 1967, E. Viterbi proposed a relatively simple

algorithm for decoding convolutional codes that realizes the maximum

likelihood [65] approach and minimizes the probability of an error per

block. In 1974, the BCJR [54] decoding algorithm was proposed to minimize

the probability of a bit (symbol) error. Systematic Recursive Convolutional

Codes are the main component of [18] Turbo Codes widely used today

in telecommunication standards [13]. Usage of convolutional codes as

components, and not as independent code structures, determines the

direction of research, primarily related to the theoretical analysis of the

correction capacity of these codes. The key mathematical apparatus in

this case is Markov chains [4; 39; 66]. However, it should be noted that

the use of this apparatus leads to rather rough estimates of the efficiency
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of convolutional codes. In this regard, the task of constructing a new

mathematical apparatus for the theoretical analysis of the efficiency of

convolutional codes, which, on the one hand, would give fairly accurate

estimates, and, on the other hand, would be computationally efficient

and realizable in practice, becomes relevant.

It is not always possible or efficient to organize a transmission

system according to the ”point-to-point” scenario. In particular, for the

scenario of mMTC discussed above, this would mean the presence of

about 1 million single lines between user devices and the base station

that receives information from these devices. In this and similar cases, a

different paradigm is preferable: multiple access methods [3]. In this case,

it is assumed that users use a single line (data transmission channel) to

send information to the base station (another user or network node).

Depending on how the model of multiple access to a single frequency

time resource (data transmission channel) is organized, various methods

of multiple access are distinguished. First of all, these methods are divided

into orthogonal and non-orthogonal.

Orthogonal multiple access methods imply channel division between

users: it can be frequency (FDMA) [49], time (TDMA) [50], frequency

time (TFDMA) [21] and code division (CDMA) [37]. Orthogonal multiple

access methods are used in IEEE 802.16 (WiMAX) [2], IEEE 802.11ax

(wireless LAN) [5], IEEE 802.20 [20], 4G LTE downlink [23] and others.

Non-orthogonal multiple access methods imply no sharing of channel



16

resources between users. Instead of dividing resources, such systems resolve

collisions that occur during the transmission of information from different

users to the base station. It turns out that with this approach, it is

possible to significantly increase the amount of transmitted traffic compared

to orthogonal access methods with the same quality of service [22].

One of the earliest examples of a non-orthogonal multiple access

system is the ALOHA [6] network. To date, there are many models of non

orthogonal multiple access, primarily differing in channel access methods

and collision resolution algorithms. In particular, if the device has the

ability to listen to the channel (carrier), then the Carrier Sense Multiple

Access (CSMA) methods [9] are distinguished.

Non-orthogonal multiple access techniques have become an integral

part of modern telecommunications standards. In particular, they are

part of the link layer protocols in 5G (mMTC) [55], the new TV broadcasting

standard in the US ATSC 3.0 [12], are used in uplink from devices to

the base station in the 4G LTE standard [14] and others. It is obvious

that in all future information transmission systems that must ensure

the simultaneous operation of a large number of users, non-orthogonal

multiple access methods will be used to access the radio resource.

Note that most of the well-known code structures that are used

in classical multi-user channels, such as code division based (CDMA),

[59] rate sharing, [40] interleaves, involve coordination of transmission

between users. In addition, the parameters of such schemes, such as
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the separating sequence, code rates, Tanner graphs, etc., depend on the

number of users in the system. Coordinated transmission and additional

restrictions entail the complexity of the architecture of the multiple

access network and communication protocols. Thus, classical multiple

access systems turn out to be inapplicable for scenarios where short data

packets are expected to be exchanged between a large number of users

with limited computing resources (scenarios of mMTC and the Internet

of Things). For these scenarios, it is required to develop special simple

data exchange protocols that provide for the lack of coordination between

devices.

It should also be noted that the development of multiple access

systems must be accompanied by the development of asymmetric cryptography

methods used to encrypt data in these systems. This is primarily due to

the fact that when using a common communication channel, the user

should not be able to read the information that another user sent to the

base station. This prevents the transmission of the shared key that is

used in symmetric encryption schemes and generally makes the use of

symmetric ciphers difficult in this scenario. Therefore, to organize secure

data transmission, an approach is more efficient when all users can use a

single message encryption key, but only the base station has the ability

to decrypt. Thus, we come to the methods of asymmetric cryptography.

Methods of error-correcting coding have long been used in cryptography.

With their help, some of the first public-key cryptosystems [48] and
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digital signature systems [41] were built. However, in practice, code-based

cryptosystems are used much less frequently than algebraic cryptosystems

based on [60] factorization and [26] discrete logarithm problems. Although

code cryptosystems outperform algebraic encryption/decryption in time

[64], their use is largely limited by a number of objective and subjective

factors.

Firstly, algebraic systems arose somewhat earlier than code-based

systems and immediately went through numerous tests of their security.

The latter circumstance is in the absence of evidence-based security of

public-key cryptosystems a certain security guarantee.

Secondly, the first code-based cryptosystems (the McEliece system)

were characterized by the presence of a public key that was significantly

longer than for algebraic systems (for example, the RSA system).

Later, the research of code-based cryptosystems made it possible

to significantly reduce the size of the public key [57], [11], and the

development of new methods for solving the factorization problem [42]

made it possible to increase the length of the public key of algebraic

cryptosystems so that these values of public keys became comparable

[16].

It should be noted that there is a common feature of all studies

aimed at reducing the size of the public key in code-based cryptosystems.

The essence of the improvements is that the original Goppa code is

replaced by another class of codes that allow a more compact representation.
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At the same time, the security of the McEliece cryptosystem and all

such improvements is not based on the NP-hard problem of maximum

likelihood decoding, since within the framework of the McEliece cryptosystem

it is supposed to correct only errors with weight up to 𝑑/2, where 𝑑 —

minimum code distance. Such algorithms are called decoding to half of the

minimum distance or decoding HMD. Note that it is not known whether

decoding an HMD is NP-hard (or not). Some estimates of HMD decoding

complexity can be found in [47], [24]. At the same time, there are no

studies aimed at developing such cryptosystems in which the security

of the scheme is determined not by low-weight error vector decoding

(HMD), but by the complexity of maximum likelihood decoding.

Author’s personal contribution

All results and provisions submitted for defense were obtained by

the author personally.

Author has developed a concept for the synthesis of parity-check

matrices for LDPC codes, that combines the use of some given algebraic

structure with deterministic properties (minimal distance and properties

associated with the structure of cycles in the Tanner graph) with circulant

permutation matrices. Author analyzes the relationship between the minimum

distance of such codes and the property of circulant matrices. Based on

the obtained results, methods were proposed for choosing matrices of

cyclic shifts that guarantee a strict increase of the minimum distance.

Analyzing the degree of elaboration of the problem of constructing
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efficient and low-resource algorithms for decoding of polar codes, the

author proposed a new class of decoders that combine the approach with

bit-flipping and fast list decoding of polar code subtrees.

Author proposes a new mathematical methodology for studying the

error-correcting properties of convolutional codes, based on the spectrum

of active distances, which made it possible to obtain analytical estimates

of the distribution of error packet lengths at the output of the Viterbi

decoder, as well as the error probability per block.

Author has developed a new model of data transmission in non

orthogonal multiple access systems based on a vector disjunctive channel

and obtained an estimate of its capacity.

Author proposed a number of modifications of the original McEliece

cryptosystem, the distinguishing feature of which is the reduction of the

problem of decoding an encrypted message to the problem of decoding

a linear code by maximum likelihood.

Personal contributions are also reflected in a sufficient number of

publications in peer-reviewed and indexed publications in which the

applicant is the main author.

Scientific novelty

In this dissertation, new constructions of LDPC codes are proposed.

These code constructions are based on an approach that involves the

simultaneous use of two constructions: a small matrix built by algebraic

and/or combinatorial methods (base matrix) and permutation matrices
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that are used to obtain the required code length. In particular, Steiner

triple systems, as well as repetition codes, are considered as algebraic

constructions in this dissertation. Using this approach, it was possible to

construct new families of high-rate (when using Steiner triple systems)

and low-rate (when using a repetition code) codes that allow efficient

storage and also show high efficiency (in terms of the error probability per

block, depending on the signal-noise ratio) when they are decoded by the

"belief propagation"algorithm. In addition, for regular LDPC codes, a

new approach is proposed for estimating their error probability exponent

during maximum likelihood decoding. This approach is based on the use

of Hayman’s theorem, which is used to find the roots of a polynomial by

numerical methods.

A new mathematical apparatus for the study of convolutional codes

is proposed. This approach is based on the concept of the spectrum

of active distances. It is shown how the use of this apparatus allows

estimating the distribution of error packet lengths at the output of the

Viterbi decoder, as well as theoretically estimating the probability of an

error per block when transmitting information through a binary symmetric

channel without simulation of convolutional codes.

A new algorithm for decoding of Polar codes based on list decoding

with bit-flipping and fast list decoding of some subcodes of Polar code is

proposed. This algorithm is based on a new method for constructing a

critical set (a set of information symbols, the inversion of which is most
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likely to lead to correct decoding), proposed in the dissertation work,

a new method for constructing a critical set. It should be especially

noted that this method of constructing a critical set is suitable for both

vector (with subcode decoding) and symbolic decoding, and only the

simplest operations are used in the calculations. The developed decoding

algorithm is not inferior to the classical Tala-Vardi decoder, while its

space and computational complexity is significantly lower.

A new method for organizing non-coordinated non-orthogonal multiple

access is proposed, which is focused on the transmission of short data

packets from multiple devices to a base station. For this method, estimates

for the throughput are obtained, and it is also shown how the known

constructions of interleaved binary codes and Reed-Solomon codes can

be used to resolve collisions that occur during data transmission.

New designs of a public key cryptosystems have been developed.

These constructions are based on the well-known McEliece cryptosystem

which is based on the difficult task of decoding a linear code with an

arbitrary structure. The approach to building this kind of cryptosystem

is new — in contrast to existing approaches, the main idea of which is

to replace the Goppa code with another code structure that allows to

compactly describe the public key, the approach proposed in the thesis

involves changing the structure of the public key. The main purpose of

this change is to complicate the attack on information sets, which is

considered one of the most effective for code-based cryptosystems. In
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the dissertation work, a number of cryptosystems based on the approach

described above are proposed. In addition, a new scientific problem of

searching for code structures for which it is possible to give a polynomial

description of the set of correctable errors of weight greater than half the

code distance is formulated. In addition, an efficient polynomial error

correction algorithm from a given set is required.

All results obtained were new at the time of their publication.

Research methodology and methods

The dissertation research is based on the methodology of systems

analysis and on the methods and theory of design telecommunication

systems, theories of mathematical modeling, discrete mathematics, mathematical

analysis, information theory, coding theory, probability theory and mathematical

statistics.

Practical usefulness

The constructions of LDPC codes proposed in the thesis, decoding

algorithms and constructions of critical set for Polar codes can be used

in existing and future information transmission systems that use error

correcting codes. In particular, the use-cases may be: ultra-reliable low

latency communications (URLLC) or enhanced mobile broadband (eMBB).

Both transmission scenarios are provided by the 5G mobile communication

standard. In addition, the proposed algorithm for decoding of Polar

codes, having a low delay, can claim to be implemented in promising

communication standards for scenarios where the requirements for reliability
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and delay are decisive when choosing a code structure and its decoding

algorithm.

The methods proposed in this work for evaluating the efficiency of

LDPC codes and convolutional codes can be used in designing concatenated

and generalized concatenated code structures in which the above schemes

use as inner or outer codes. In particular, for generalized error locating

codes (GEL codes currently used in some optical communication systems)

[69], [28], [34] this will allow estimating the error probability for the entire

scheme, without simulation.

The non-orthogonal multiple access methods proposed in the paper,

as well as asymmetric cryptographic primitives, can be used to organize

secure and reliable communication in information transmission systems

where a large number of users does not allow efficient organization of

orthogonal multiple access. An example of a concept involving a large

number of devices and their non-orthogonal access to a joint communication

channel is the Internet of Things, and the corresponding data transfer

scenario is Massive Machine-to-Machine Communication (5G mMTC),

which implies the presence of up to one million devices per square kilometer.

In addition, the researchers note that the problem of security is one of

the key risk factors for the widespread implementation of the Internet of

Things [29], [17].

The following main results and provisions are submitted

for defense:
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1. The developed approach to the construction of LDPC codes, which

is based on the joint use of some given algebraic structure (Steiner

triple systems, repetition codes) with deterministic properties and

permutation matrices, makes it possible to obtain ensembles of

LDPC codes with a guaranteed minimum distance, which improves

the performance of codes with a low probability of error.

2. The developed method for estimating the exponent of the error

probability of regular LDPC codes, when decoding them by the

maximum likelihood, makes it possible to build a lower bound on

the probability of erroneous decoding of a given class of codes,

thereby demonstrating their ”limiting” corrective properties.

3. The developed mathematical apparatus for studying the properties

of convolutional codes, based on the spectrum of active distances,

makes it possible to estimate the probability of erroneous decoding

of convolutional codes in a binary symmetric channel for any input

error probabilities without simulation.

4. The developed local erasure correction algorithm for convolutional

codes, which reduces the erasure correction problem to solving

a system of linear equations over a finite field, implements the

potential correction properties of convolutional codes.

5. A fast algorithm for decoding polar codes based on the construction

of a critical set of inversions of information symbols and fast list
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decoding of some special subcodes of polar codes has the efficiency

of a symbol-by-symbol list decoder, but at the same time has

significantly less spatial and computational complexity.

6. The proposed method for organizing non-coordinated non-orthogonal

multiple access in a disjunctive vector channel allows for non-coordinated

transmission of short bursts of bits to a base station with a significantly

higher bandwidth than slotted ALOHA.

7. Information protection methods based on the McEliece system,

using modified public keys that make it difficult to analyze them

using decoding by information sets, have significantly shorter public

keys than in the original McEliece system.
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General conclusions of the research

1. The proposed constructions of LDPC codes based on the general

approach - the joint use of some given algebraic structure with

deterministic properties (minimal distance and properties associated

with the structure of cycles in the corresponding Tanner graph) and

permutation matrices used to obtain codes of the required length,

allow us to obtain long codes with a given estimated minimum

distance, which suggests a fairly low ”error-floor” level. At the

same time, the correction capacity of the obtained codes are not

inferior to LDPC codes, which are based on optimization by the

density evolution method or P-EXIT charts. At the same time,

the algebraic approach used in the construction of codes makes

it possible to optimize the procedures for storing of parity-check

matrices.

2. The approach proposed in the research, which makes it possible

to estimate the error probability exponent of regular LDPC codes

when decoding these codes by the maximum likelihood, allows us to

conclude that, despite the widespread practical use of LDPC codes

in applications, their potential correction capacity characteristics

are inferior to arbitrary binary codes.
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3. The mathematical apparatus proposed in the research for studying

the error correction capacity of convolutional codes, based on the

spectrum of active distances, made it possible to obtain analytical

estimates of the distribution of error packet lengths in the output

of the Viterbi decoder, as well as the error probabilities per block.

On the basis of the study, it can be concluded that the analytical

method proposed in the dissertation work for estimating the performance

of convolutional codes makes it possible to obtain accurate values

of the error probability per block at low input error probabilities,

for which it is difficult to obtain results by simulation. In this case,

the proposed method has linear complexity in the code length and

does not depend on the error probability of the channel.

4. Based on the analysis of the new criterion for constructing a critical

set proposed for Polar codes, which is used as part of a list decoder

based on bit-flipping, a class of metrics was obtained that allow

both symbolic and vector calculations. In particular, it was shown

how the obtained method for constructing a critical set can be

extended to the case of generalized list decoding of Polar codes,

where at each stage, instead of symbolic decision, a decision is made

immediately on a group of symbols that form an easily decodable

subcode of Polar code. Studies of the generalized bit-flipping list

decoder developed on the basis of the proposed metric have shown

that both the symbolic and generalized decoders based on the new
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metric are not inferior in their performance to the best Polar code

decoders to date, while having significantly less implementation

complexity.

5. Studies of a new data transmission model in non-orthogonal multiple

access systems based on a vector disjunctive channel and estimation

of its capacity have shown that the efficiency of the proposed

transmission model is significantly higher than that of the slotted

ALOHA model.

6. The problem of resolving collisions that arise when transmitting

data from a group of users to a base station in the proposed

channel model was formulated. Studies of the properties of codes

that can be used to resolve collisions have revealed the advantages

of using interleaved binary and non-binary codes compared to

classical binary and non-binary codes without interleaving. At the

same time, the error-correction capacity of the proposed code structures

are significantly inferior to the potential one of codes that lie on

the limit of the capacity of a disjunctive vector channel.

7. A number of modifications of the original McEliece cryptosystem

were proposed, the main feature and distinguishing feature of which

is that, in contrast to the classical approach, where the Goppa

code is replaced by another class of codes that allow a compact

description of the public key, in this dissertation it is proposed
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to modify the the structure of the public and private keys, which

leads to the fact that in order to extract information about the

encrypted message, it is necessary to solve the decoding problem

in code coset, which, in other words, is equivalent to searching

for an error vector that has not the smallest possible weight. An

analysis of the properties of the developed cryptosystems showed

that the most effective method of attacking the classical McEliece

cryptosystem - information set decoding — is inapplicable to them.

In view of this, it is possible to significantly reduce the length of

the public key while maintaining a given level of security of the

cryptosystem.
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