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Abstract

Closeness centrality is a class of distance-based measures in the net-
work analysis literature to quantify reachability of a given vertex (or
a group of vertices) by other network agents. In this talk, we consider
a new class of critical edge detection problems, where given a group
of vertices that represent an important subset of network elements of
interest (e.g., servers that provide an essential service to the network),
the decision-maker is interested in identifying a subset of critical edges
whose removal maximally degrades the closeness centrality of those
vertices. We develop a general optimization framework, where the
closeness centrality measure can be based on any non-increasing func-
tion of distances between vertices, which, in turn, can be interpreted as
communication efficiency between them. Our approach includes three
well-known closeness centrality measures as special cases: harmonic
centrality, decay centrality and k-step reach centrality. Furthermore,
for quantifying the centrality of a group of vertices we consider three
different approaches for measuring the reachability of the group from
any vertex in the network: minimum distance to a vertex in the group,
maximum distance to a vertex in the group, and the average centrality
of vertices in the group. We study the theoretical computational com-
plexity of the proposed models and describe the corresponding mixed
integer programming formulations. For solving medium- and large-
scale instances of the problem, we first develop an exact algorithm
that exploits the small-world” property of real-life networks, and then
propose two conceptually different heuristic algorithms. Finally, we
conduct computational experiments with real-world and synthetic net-
work instances under various settings, which reveal interesting insights
and demonstrate the advantages and limitations of the proposed mod-
els and algorithms.


