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I. GOALS, RESULTS AND PREREQUISITES 

The first goal is to study and study the construction and functioning of institutions for the 

protection of constitutional rights and freedoms of the person on the Internet, which, due to the 

limited time resources, are not considered or touched on very superficially when studying general 

courses of constitutional law in Russia. 

The second goal is a deeper in comparison with general courses the study of problems caused both 

by the legal regulation of social relations arising in the regulation and protection of constitutional 

rights and freedoms on the Internet, and law enforcement practice in the relevant field. 

The third Goal is to teach future masters of jurisprudence the basics of self-identification of 

relevant scientific and practical problems arising in the implementation of constitutional rights and 

freedoms on the Internet, their "diagnosis", as well as descriptions and methods of proposals for 

their solution; orientation among the extensive regulatory legal and scientific literature. Within the 

framework of this goal, it is supposed to hear reports on the stages of preparing a master's thesis. 

Competence of the student, formed as a result of the development of 

discipline 

As a result of the development of the first part of the course, the student must: 

 to pass fundamentals of public law regulation and protection of constitutional 

rights and freedoms of a person on the Internet; 

 to find legal problems in the implementation of the constitutional rights and 

freedoms on the Internet; 

 possess skills drafting complaints and petitions to domestic and international 

bodies for the protection of constitutional human rights and freedoms on the Internet. 

 

The study of this discipline is based on the following disciplines: 

 Constitutional law of Russia. 

 International law 

 Information law. 

 



II. LEARNING THEMES AND CONTENTS 

Topic 1. Introduction to the course. Internet governance and human rights in 

international law. 
1. Overview of the activities of international organizations in the formation and 

development of the information society. 

2. World Summit on the Information Society. Geneva and Tunis stages. 

3. International Forum on Internet Governance under the auspices of the UN. 

4. The UNESCO Information for All Program in the implementation of human 

constitutional rights and freedoms in the information society. 

5. Civil Society Organizations in Internet Governance 

 

Topic 2. Foreign experience of using the Internet in the implementation of 

constitutional rights and freedoms of citizens. 

1. Internet and the problem of universalization of human rights. 

2. The relationship of legal and informational culture in the implementation of 

constitutional rights and freedoms on the Internet. 

3. The problem of jurisdiction on the Internet. 

4. Various approaches to the use of the Internet in the implementation and protection 

of human rights and freedoms. 

5. The role of information ethics in the implementation of rights and freedoms on the 

Internet. 

 

Topic 3. Evolution of the legislation of the Russian Federation in the field of human 

rights in the context of the development of the information society. 

1. Legal consolidation of the formation of an information society in Russia. 

2. The legislation of the Russian Federation on information and its influence on the 

implementation of constitutional rights and freedoms of citizens. 

3. Legislative initiatives aimed at streamlining relations on the Internet. 

4. Human and citizen rights and freedoms on the Internet: reflected in judicial 

practice. 

5. Information culture of Internet users and its reflection in law enforcement 

practice. 

 

Topic 4. The right to access information on the Internet: a positive approach. 

1. Experience in the formation and practical experience in the implementation of e-

government in foreign countries. 

2. The concept of the formation of e-government in the Russian Federation. 

3. Provision of public services on the Internet. 

4. The evolution of the concept of e-government. 

5. Directions of e-government development in the Russian Federation. 

 

Topic 5. The right to access information on the Internet: a negative approach. 

1. The fundamental importance of the principle of accessibility of information for the 

realization of the rights and freedoms of citizens in the information society. 
2. The right to access information on the Internet: technical and ideological role. 
3.  Access to information on the activities of state and local authorities in the Russian 

Federation on the Internet 
4. Access to information on the activities of the courts of the Russian Federation on the 

Internet 
5.        The relationship of the right of access to information on the Internet and other 

constitutional rights. 



 

Topic 6. The Internet and the exercise of personal rights and freedoms of citizens. 
1. Realization of the rights to life and health. 

2. The implementation of the right to privacy. 

3. The exercise of the right to defend one’s honor and dignity, to privacy of 

correspondence, telephone conversations, postal and other communications. 

4. Realization of freedom of thought and speech, the right to search, collect, store 

and disseminate information in any legal way. 

5. Freedom of conscience and religion 

 

Topic 7. Internet and the exercise of political rights and freedoms of citizens 
1. The implementation of the right to manage the affairs of the state. 

2. The implementation of the electoral rights of citizens. 

3. Realization of freedom of assembly. 

4. The exercise of the right of association. 

5. Realization of the right of citizens to apply personally and collectively to the 

bodies of state power and local self-government 

 

  

Topic 8 . Internet and the realization of economic rights and freedoms of citizens 
1. Realization of the right to free enterprise 

2. Realization of private property rights 

3. Domain disputes in the aspect of the implementation of constitutional rights and 

freedoms of citizens 

 

Topic 9 . The Internet and the implementation of social rights and freedoms of 

citizens. . 
1. The implementation of labor rights of citizens. 

2. The implementation of the right to health and medical care. 

3. Realization of the right to a favorable environment. 

 

Topic 10. The Internet and the implementation of cultural rights and freedoms of 

citizens. 

  

1. Realization of copyright and other intellectual property rights. 

2. Realization of the right to education. 

3. Realization of freedom of literary, artistic and other types of creativity. 

III. GRADING 

The final control is made in the form of an exam on the main issues of studying the training course 

at the end of the third module. 

The final score on a 10-point scale consists of the resulting score, 

obtained by the formula of the average weighted, taking into account the weights introduced: 

Attendance and creative activity at the seminars - 0, 5 

Exam - 0.5 

Thus, the final grade is determined by the formula: 

Oresult. = (0, 5 x O act. ) + (0.5 x O spec . ) 
  

IV. GRADING METHODOLOGY AND EXAMPLES 

8.1 Themes of tasks and forms of current control                   



Current control is carried out in the process of conducting seminars in the forms of testing in the 

framework of seminars, scoring according to the results of oral presentations, prepared reports. 
  

8.2 Questions to assess the quality of mastering the discipline          
Approximate list of questions for the exam 
  

1. Internet - to the definition of the concept. 

2. The legal dimension of the information society. 

3. Evolution of the concept of "information society". 

4. "Technical" and "humanitarian" approach to regulating the Internet. 

5. Human rights and freedoms in the information society. 

6. Overview of the activities of international organizations in the formation and 

development of the information society. 

7. World Summit on the Information Society. Geneva and Tunis stages. 

8. International Forum on Internet Governance under the auspices of the UN. 

9. The UNESCO Information for All Program in the implementation of human 

constitutional rights and freedoms in the information society. 

10. Civil Society Organizations in Internet Governance 

11. Internet and the problem of universalization of human rights. 

12. The relationship of legal and informational culture in the implementation of 

constitutional rights and freedoms on the Internet. 

13. The problem of jurisdiction on the Internet. 

14. Various approaches to the use of the Internet in the implementation and protection 

of human rights and freedoms. 

15. The role of information ethics in the implementation of rights and freedoms on the 

Internet. 

16. Legal consolidation of the formation of an information society in Russia. 

17. The legislation of the Russian Federation on information and its influence on the 

implementation of constitutional rights and freedoms of citizens. 

18. Legislative initiatives aimed at streamlining relations on the Internet. 

19. Human and citizen rights and freedoms on the Internet: reflected in judicial 

practice. 

20. Information culture of Internet users and its reflection in law enforcement 

practice. 

21. The fundamental importance of the principle of accessibility of information for 

the realization of the rights and freedoms of citizens in the information society. 

22. The right to access information on the Internet: technical and ideological role. 

23. Access to information about the activities of state and local authorities in the 

Russian Federation on the Internet. 

24. Access to information about the activities of the courts of the Russian Federation 

on the Internet. 

25. The relationship of the right of access to information on the Internet and other 

constitutional rights. 

26. The Internet and the realization of personal rights and freedoms of man and 

citizen. 

27. The Internet and the realization of political rights and freedoms of man and 

citizen. 

28. The Internet and the realization of economic rights and freedoms of man and 

citizen. 

29. The Internet and the realization of social rights and freedoms of man and citizen. 



30. The Internet and the realization of cultural rights and freedoms of man and citizen. 

8.3           Seminar Activity 
The course includes students' reports, rated on a 10-point scale, solving practical problems 

in seminars. They are rated according to the criterion of activity in seminars on a ten-point scale. 

Subject reports consistent with the teacher. 

 

V. RESOURCES  

 
1. OBLIGATORY READINGS 

Scherbovich A.A. An attempt to incorporate the personal and political rights of users in the 

light of the basic principles of Internet governance. Monograph. M .: TEIS, 2016. - 144 p. 

Scherbovich A.A. Charter of Human Rights and Principles on the Internet in terms of the 

realization of social, economic and cultural rights. Monograph. M.: TEIS, 2016. - 14 4 p. 

Scherbovich A.A. The implementation of constitutional rights and freedoms on the 

Internet. Monograph. M.: TEIS, 2015. - 148 p. 

Scherbovich A.A. Freedom of speech on the Internet: constitutional and legal 

aspect. Monograph. M.: TEIS, 2013. - 160 p. 

J. Kurbaliya. Internet Governance / J. Kurbalijya; The focal point of the national domain of 

the Internet. - M., 2016. - 197 p. 
 

2. COMPLEMENTARY READINGS 

Gorodov O. Information law: Textbook. M.: Prospect, 2007. 242 p. 

Sergo A. Internet and law. M .: Bestseller, 2003. 269 p. 

Tereshchenko L.K. Commentary on the Federal Law "On Communications" (article by 

article). ZAO Yustitsinform, 2005. 

Fatyanov A.A. Legal support of information security in the Russian Federation: Proc. 

allowance. M.: Yurist, 2001. 412 p. 

Voynikanis E., Yakushev M. Information. Own. Internet: tradition and novels in modern law. 

M .: Volters Kluver, 2004. 

Kalyatin V.O. The law of the Internet. M.: Infra-M, 2004. 480 p. 

Kopylov V.A. Information law. M., 1997. 

 
  

3. Professional databases, information reference systems,  

and online resources (e-learning resources) 



Item 

number 

Name Access conditions 

  Professional databases, information and reference systems 

1.1 Consultant Plus And from the internal network of the 

university (contract) 

22 Electronic library system Urayt URL: https://biblio-online.ru/ 

  Internet resources (electronic educational resources) 

33. Open education 

  

URL: https://openedu.ru/ 

VI. Material and technical support of the discipline 

Remote discipline support 
Communication with students in the learning process will be carried out using the HSE 

LMS system. http://lms.hse.ru/ 
A projector is used for lectures and seminars. 

  

  

Program author: Ph.D. A.A. Scherbovich                                                                                                                              

  
 

https://translate.google.com/translate?hl=ru&prev=_t&sl=ru&tl=en&u=http://lms.hse.ru/

