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1 Introduction
Dissertation relevance. Data acquisition and data processing are essential
steps in all scientific experiments. In many areas of natural sciences, modern
experiments increasingly rely on complex detectors and automated processing
pipelines. For instance, in High Energy Physics (HEP) and astrophysics, data
gathering and processing, at least, its initial stages, are performed solely in an
automatic manner, that involve large computing farms — Large Hadron Col-
lider is capable of producing millions of events per second, each of which requires
complex analysis and must be processed immediately [1, 2], modern observato-
ries rely on a large number of detectors and produce significant amounts of data,
e.g., the Square Kilometre Array [3] employs computing farms with around 100
PFLOPS of processing power [4].

Data collected in modern experiments are complex and often involve thou-
sands or more dimensions. Figure 1 demonstrates structure of some LHC de-
tectors, for example, CERN CMS detector [1] consists of multiple subdetectors,
each employing complicated electronics and software; the typical raw size of an
event in the detector is around 0.5 Mb [2] with the event rate exceeding 1 GHz.
The Square Kilometre Array radio telescope employs more than 250 000 dual
dipole antennas, which produce more than 2.5 Pb/s of raw data [5]. Machine
Learning, with its profound ability to efficiently handle complex data, became
an essential tool in data processing [6–12].

(a) CERN CMS [1]. (b) CERN LHCb [13].

Figure 1: Examples of High Energy Physics detector layouts.

Data quality monitoring (DQM) is an integral part of data acquisition. The
main goal of DQM is to verify the validity of the collected data, i.e., ensuring
that data are collected under the nominal conditions determined by the ex-
periment. In this work, deviations from these nominal conditions are referred
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to as anomalies and include human errors, detector malfunctions [14, 15], and
external events, such as seismic activity [16] or even clouds [17, 18]. Not ac-
counting for such abnormal states of operation leads to corrupted data, which,
in turn, might alter conclusions of the experiment or even lead to false discov-
eries1 completely undermining the primary purpose of the experiment [22]. For
instance, the Laser Interferometer Gravitational-Wave Observatory [16] uses an
extremely sensitive optical setup; therefore, it has to account for various types
of noise, including environmental ones [23], in addition to ”glitches” in the
setup [24]. In geoscience, man-made objects can alter results of hyper-spectral
imaging complicating analysis of soil composition [25]. Data quality monitor-
ing extends beyond natural sciences; for example, in medicine, various artifacts
present in MR spectroscopic images interfere with the automatic processing of
these images, leading to unreliable diagnoses [26]. In climatology, unsuitable
configuration, poor maintenance of observation stations, instrument misread-
ing, inaccurate data digitization, and post-processing were identified as causes
of misleading and erroneous results [27]. As with data processing in general,
data quality monitoring increasingly relies on Machine Learning methods since
accounting for anomalous behavior can only increase the complexity of data
analysis [14, 24, 28–30].

In practice, data quality monitoring is often split into two tasks: online
and offline DQM. Online DQM tends to focus on anomalies associated with
the machinery and operates on raw or minimally processed data [14,15,31,32].
The structure of data depends on the detector and varies significantly from one
experiment to another. Offline DQM checks more subtle irregularities, includ-
ing inspection of results of data processing pipelines [30, 33, 34]. Offline DQM
typically analyses processed and aggregated data2. This division, however, is
not strict, and some experiments might employ additional stages.

Moreover, a similar task is considered — discovery of differences between
observations/experimental data and expected outcomes/theory. From the per-
spective of Machine Learning, such a task is the same as DQM, since disagree-
ment between observations and a theory is an anomaly with respect to the

1For example, claims by the OPERA experiment [19] about neutrinos traveling at superluminal speed [20]
were explained by instrumental sources afterward [21].

2One of the popular methods in offline DQM is to compare estimates of well-known quantities against their
nominal values [22,35].
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theoretical predictions. For example, observations of the Higgs boson [36, 37]
are an irregularity in the invariant mass distribution of so-called background
(predictions of the best theoretical model not accounting for the Higgs boson).
Black-hole mergers [38] are observed as oscillations that are unexpectedly strong
under the background-noise model. Machine Learning becomes especially rel-
evant for searching anomalies without a concrete underlying hypothesis, e.g.,
search for new physics [39–45].

Search for disagreements between theory and observations is usually treated
separately from DQM due to differences in nature of the causes of deviations
and different levels of data processing3. As the primary concern of this work
is Machine Learning methods, we do not make distinctions between data qual-
ity monitoring and search for disagreements between theory and observations,
treating both tasks as anomaly detection problems [40–45].

Terminology. In this work, any state of operation that deviates from the
nominal conditions determined by the experiment is referred to as an anomalous
state, and data observed during such state — as anomalous or, simply, an
anomaly. Additionally, we consider any discrepancy between observations and
theoretical predictions as an anomaly.

Note that this terminology is slightly different from definitions used in areas
of Machine Learning, such as Outlier Detection. The latter defines anomalies or
outliers as observations that appear to be inconsistent with the remainder of the
set in which it occurs [46,47], in other words, outliers are significantly different
from normal samples by definition. However, in the case of data quality moni-
toring, anomalous status is not defined relative to normal data but by the state
of operation, including the state of the detector and the environment. Thus,
while anomalous states are quite likely to produce observations that are signif-
icantly different from normal data, i.e., outliers, they can also be potentially
indistinguishable from normal samples. For example, the CERN LHCb exper-
iment employs an array of silicon microstrips that registers energetic particles
passing through [48]: if a portion of these strips becomes unresponsive, obser-
vations might still be consistent with observations obtained under the nominal

3For example, in Higgs boson analysis numerous events, each containing around 0.5 Mb of information,
are reduced into several one-dimensional histograms [36]. At the same time, monitoring of the same detector
operates with much more granular data [14].
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conditions because, in some rare but possible events, particle trajectories do
not intersect these unresponsive strips.

To avoid ambiguity, when it is not clear from the context, we refer to the task
of detecting anomalies as defined in the previous paragraph simply as anomaly
detection, including both: anomaly detection in data quality monitoring and
search for disagreements between theory and observations.

Object and goals of the dissertation. The main difficulty behind data
quality monitoring lies in the properties of anomalous data. Some anomalies
might not be distinguishable from normal samples, especially considering that
data quality monitoring is often performed on a reduced set of measurements
(features in Machine Learning terminology) or over a set of aggregated statis-
tics [27, 30, 34]. It is essential that DQM algorithms account for such cases
by assigning proper class probability estimates or scores lower than those for
unambiguously normal data. Moreover, it is often possible to label such data
correctly upon examining additional information. This difficulty is especially
pronounced when searching deviations from theoretical predictions as discrep-
ancies are expected to be minor [39].

Additionally, some types of anomalies or alternative hypothesis might be
known in advance, and, therefore, must be accounted for to address the previous
issue regarding ambiguous samples adequately [30]. At the same time, even
if a sample of anomalies is available, it is often not possible to assume that
this sample is statistically representative, as taking into account all sources of
anomalous behavior is impossible in practice [47]. Thus, anomaly detection
algorithms should be robust to novel types of anomalies when it is possible.
From the perspective of Machine Learning, this often puts anomaly detection
problems into the limbo between supervised and unsupervised learning [49].

As was mentioned above, due to the nature of anomalies, data quality mon-
itoring systems tend to operate on raw or minimally processed data. Many
modern detectors have a unique setup and, thus, a unique structure of the col-
lected data. It leads to another practically important task — collecting data
for training anomaly detection algorithms. Two potential approaches can be
employed:

• manual labeling;
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• automatic sample generation, most often, by means of computer simula-
tions;

or a combination of both.
The first approach often requires a large amount of manual labor [30, 34];

thus, algorithms capable of assisting experts are often desirable. Such algo-
rithms can perform a significant portion of the work, thus allowing either to
reduce costs of manual labeling or to increase the number of labeled samples.

The second approach exploits the fact that a large number of experiments,
especially in natural sciences, employ computer simulations [50–55]. Such sim-
ulators are usually based on physics laws expressed in a computational form
like differential or stochastic equations. Those equations relate input or ini-
tial conditions to the observable quantities under conditions of parameters that
define physics laws, geometry, or other valuable property of the simulation.
Computer simulations are capable of producing vast numbers of examples of
nominal behavior (and, potentially, simulate some known instances of abnor-
mal behavior), which can be used for training anomaly detection algorithms.
Computer simulations are especially relevant for searching for minor differences
between theoretical predictions (in this case, outputs of the simulation) and ob-
servations [42, 45].

Nevertheless, parameters of these simulations often require fine-tuning —
search for parameters such that outputs of the simulation match values observed
in practice [56–58]. The major challenge of fine-tuning computer simulations is
computational cost as often fine-tuning procedures require large sample sizes,
while computer simulations tend to be computationally demanding [59].

The goal of this dissertation is to develop Machine Learning algorithms to
address major tasks of data quality monitoring and anomaly detection, namely:

• data collection:

– reducing human labor;

– assisting manual labeling;

– fine-tuning of computer simulations;

• anomaly detection that takes into account known anomalies.

In order to achieve these goals, the following stages have to be completed:
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• demonstrating that Machine Learning methods can be successfully ap-
plied for assisting manual labeling in DQM settings and evaluating these
methods on data from large experimental setups;

• developing methods for assisting manual analysis of anomalous samples
and evaluating these methods on data from large experimental setups;

• reducing computational costs of general-purpose fine-tuning methods;

• developing anomaly detection methods that combine properties of binary
and one-class classification approaches and comparing their performance
to that of state-of-the-art algorithms.

Figure 2 depicts relations between methods considered in this work.

normal
training	samples

normal	and	anomalous
training	samples

adaptive
divergence

for	fine-tuning
(section	2.4)

simulation expert
decisions

anomaly
detection

anomaly
inspection

anomalies

active	learning
for	DQM

(section	2.3)

inference	of
anomaly
sources

(section	2.2)

OPE	and	EOPE
classification
(section	2.1)

Figure 2: Main steps of data quality monitoring systems and corresponding
contributions.

Structure of the dissertation. The second chapter provides a detailed
overview of the main results. In Section 2.1, anomaly detection algorithms
are considered, and the author introduces a novel family of general-purpose
anomaly detection methods capable of operating under constraints and assump-
tions that are frequently imposed by DQM. First, it is argued that current
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state-of-the-art Machine Learning methods do not adequately address the most
common case of DQM: a large, statistically representative set of nominal exam-
ples and either non-representative or small set of anomalous samples. A family
of methods is introduced to combine the main features of two-class and one-
class classification methods. Proposed methods cover a wide range of problems:
traditional binary classification, traditional one-class classification, and the in-
termediate cases, including highly imbalanced classification problems, making it
perfectly suitable for DQM-related problems. Additionally, the proposed meth-
ods’ main properties are strictly proven, and their performance is evaluated on
a number of popular benchmark data sets. This contribution corresponds to
the ”anomaly detection” step in Figure 2.

In Section 2.2, the author proposes a novel Deep Learning algorithm that,
under some assumptions, infers sources of anomalies, e.g., can point to a par-
ticular subsystem that displays faulty behavior. The main advantage of the
proposed method is that it does not require labels for each subsystem and re-
lies only on global labels, i.e., does not need any additional preparations for
training. Such an algorithm further improves the quality of DQM as these
algorithms assist investigations into the potential causes of anomalies. This
contribution corresponds to the ”anomaly inspection” step in Figure 2.

Section 2.3 considers manual data labeling for training anomaly detection
algorithms, and an active learning algorithm for assisting experts is introduced.
The proposed algorithm gradually learns on the manually labeled data and
makes automatic decisions for samples similar to those with an expert label.
The performance of the method is evaluated on a real case that involves DQM
data from the CERN CMS experiment. This contribution corresponds to the
”expert decisions” step in Figure 2.

Section 2.4 is dedicated to the major issue behind the automatic generation
of nominal samples through computer simulations — fine-tuning of the simula-
tions. The attention is focused on the high computational costs of fine-tuning
procedures. The author introduces a novel family of adaptive divergences, and
a novel class of fine-tuning algorithms based on these divergences formulated
explicitly to reduce the computational burden. The performance of the pro-
posed methods is evaluated on various tasks, including a realistic example with
Pythia event generator. This contribution corresponds to the ”simulation” step
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in Figure 2.

Related work. Anomaly detection is the cornerstone of data quality moni-
toring. Current state-of-the-art methods can be divided into three categories,
namely, supervised and unsupervised approaches and learning from positive
and unlabeled data (PU learning).

Supervised approaches consider anomaly detection as a binary classification
problem4. Such methods demonstrate good performance in cases with relatively
frequent anomalies [14,28,30]. However, as shown in our recent work [49], binary
classification methods are unreliable when supplied with small or unrepresen-
tative training samples.

Unsupervised one-class classification methods [60–64] are widely used for
anomaly detection when anomalies are rare or available training samples are
not representative, i.e., do not cover the whole range of possible anomalies.
Some unsupervised methods are based on reconstruction error [30,63] with the
main idea that a model trained to reconstruct normal samples is unlikely to
properly reconstruct anomalies, especially, if the model is trained as a genera-
tive one [65–67]. Other one-class classification methods make use of restricted
classifiers [60–62, 64]. Support Vector Data Description (SVDD [68]) and a re-
lated method, one-class Support Vector Machine (one-class SVM [62]), employ
a soft-margin objective similar to that of conventional SVM but additionally
minimize the area classified as the normal class. As for all kernel-based meth-
ods, the major downside of SVDD and one-class SVM is their high computa-
tional complexity [69], which makes them impractical to train on large data
sets5. Several anomaly detection methods are based on similar ideas: Deep
SVDD [61] employs a severely restricted neural network to learn a non-trivial
basis for the linear (non-kernel) version of SVDD, likewise, one-class Neural
Network [60] learns the basis by training an auto-encoder. Methods based on
decision trees [70] employ heuristics associated with decision tree training pro-
cedures, and, like all decision-tree based algorithms, struggle in cases with a

4In some cases, the anomalous class is divided into several classes (see, for example, [29]), which, technically,
results in a multiclass classification problem. This work focuses only on two classes: normal and anomalous.
Nevertheless, our methods can be easily adapted to multiclass cases by introducing an additional classifier for
anomalous instances.

5For instance, two benchmark data sets considered in our work [49] contain more than 106 samples.
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high degree of dependencies between features (a relevant comparison can be
found in [60, 61, 71]).

One-class classification methods tend to show good performance on data
sets with non-overlapping or insignificantly overlapping classes. However, the
main disadvantage of one-class classification methods for anomaly detection is
that they ignore available anomalous samples; thus, they are unable to make re-
liable predictions in cases when supports of classes are significantly overlapping,
labeling ambiguous samples as normal ones.

Learning from positive and unlabeled data [72] is a field closely related
to anomaly detection. The problem statement of PU learning is somewhat
similar to that of DQM — binary classification with labeled positive samples
and an unlabeled mixture of negative and positive samples. However, there are
substantial differences between OPE and PU learning settings: this dissertation
focuses primarily on the case of a non-representative anomalous sample rather
than on incomplete label information; nevertheless, some analogies might be
drawn. Most notably, some PU learning approaches consider unlabeled part
of the data set as the negative class, which resembles ‘one against everything’
approach considered in this work [73, 74].

Another primary task of data quality monitoring is the analysis of anomalies.
In this dissertation, the author considers determining the origin of anomalies,
i.e., identifying subsystems that display faulty behavior. Generally, such tasks
are in the domain of causal inference; a comprehensive overview of causal in-
ference can be found in [75]). As noted in the overview: ”behind every causal
conclusion there must lie some causal assumption that is not testable in observa-
tional studies.” To the best of the author’s knowledge, assumptions considered
in this dissertation are not addressed anywhere else in the literature, mostly
because these assumptions include the absence of subsystem-level labels.

The third primary DQM-related task is collecting training data for anomaly
detection algorithms, for which two approaches are considered: manual labeling
and the use of computer simulations. The problem of minimization of human
labor in manual data labeling belongs to the domain of active learning — an
area of Machine Learning concerned with training on a stream of data or with
expert feedback. Active learning considers a wide range of problem statements
varying by, e.g., available sampling procedures or underlying data model [76].
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A general overview of active learning can be found in [76]. In the context of
data quality monitoring, the most relevant approach is the so-called minimiza-
tion of data collection. The core idea behind this technique is to make decisions
for unambiguous samples automatically, request expert labels for others, sub-
sequently updating the model [77]. The ambiguity of a sample is determent
by various heuristics, e.g., measuring disagreement of a committee of classi-
fier [78], by using ”conflict” and ”ignorance” metrics [79] or employing fuzzy
classifiers [80].

Computer simulations often require adjustment of their parameters to a
particular experimental setup, i.e., fine-tuning. Fine-tuning methods can be
split into several categories. The first category employs heuristics for match-
ing ground-truth distributions and output of the simulation [56, 57, 81]. The
major drawback of these methods is the need for special features that are care-
fully constructed to satisfy assumptions behind a particular heuristic, which
might not always be possible in practice. The second category is closely related
to generative models, in particular, to Generative Adversarial Networks [82],
and likelihood-free inference [58,83–86]. This category includes general-purpose
methods, which can be applied practically to any simulation. However, these
methods generally rely on adversarial learning [58] or similar approaches [83],
which makes them computationally expensive. To the best of our knowledge,
our work [87] is the first one that explicitly addresses the computational com-
plexity of fine-tuning methods, in particular, for cases with non-differentiable
computationally heavy simulations.

Scientific novelty. The main contributions of this dissertation are the fol-
lowing.

• A novel family of algorithms for anomaly detection is introduced. Un-
like traditional one-class classification methods, proposed methods com-
bine properties of two-class and one-class methods and are capable of
addressing problems under a wide range of assumptions on the nature of
anomalies.

• A novel method for inferring sources of anomalies is introduced and eval-
uated on data from a large experimental setup, namely, the CERN CMS
experiment. The algorithm relies on assumptions that are often met for
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DQM systems and do not require additional subsystem-level labels for
training.

• The considered active learning approach for assisting manual labeling is
demonstrated to significantly reduce the amount of human labor on data
from a large experimental setup, namely, the CERN CMS experiment;

• A novel family of divergences is introduced, allowing for a significant
acceleration of fine-tuning procedures with respect to the number of calls
to the target simulation.

It should also be noted that the main results of this work can be applied or
easily adopted to settings outside DQM.

• Novel anomaly detection methods introduced in this dissertation, namely
(1 + ε)-class classification, are general-purpose methods designed to ad-
dress a wide range of problems, for instance, they can be easily adapted
for tasks outside DQM, for training on imbalanced data sets [49] or for
increasing robustness of classification methods [88].

• The proposed method for inferring sources of anomalies is a general-
purpose method that relies on assumptions non-specific to DQM and can
be applied in industrial settings that are consistent with these assump-
tions.

• Adaptive divergences are not inherently dependent on the absence of gra-
dient information or computational complexity of simulation; thus, they
can be employed in general-purpose adversarial learning — consider, for
instance, [89–91].

Practical value. The results of this work are directly applicable to data
quality monitoring systems and allow for:

• improving quality of anomaly detection by taking into account known
anomalous samples;

• solving a wide range of anomaly detection problems;

• automatic assistance in analyzing anomalies;
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• significant reduction in computational costs of fine-tuning algorithms.

• considerable reduction of human labor required for manual data quality
monitoring systems;

Methodology and research methods. The research methods involved prob-
ability and statistics, functional analysis, application and analysis of Machine
Learning methods, knowledge of Machine Learning methods in particle physics,
and astrophysics. The algorithms were developed in Python programming
language [92], using numpy [93], scipy [94], scikit-learn [95], tensorflow [96],
pytorch [97] and many other packages. All numerical experiments are repro-
ducible, and the code of the experiments is available publicly; references are
provided in the corresponding works.

Publications and approbation of the research. The results presented in
this dissertation are based on the following publications.

First-tier publications:

• (1 + epsilon)-class Classification: an Anomaly Detection Method for
Highly Imbalanced or Incomplete Data Sets / M. Borisyak, A. Ryzhikov,
A. Ustyuzhanin, D. Derkach, F. Ratnikov, O. Mineeva // Journal of Ma-
chine Learning Research. — 2020. — Vol. 21, no. 72. — P. 1–22.
(Scopus Q1);
Contributions of the dissertation’s author: combination of main proper-
ties of binary and one-class classification methods and the corresponding
loss function, derivation of energy approximation of the loss function,
theoretical proofs for asymptotic cases, efficient training algorithms, ex-
perimental studies on various benchmark data sets. The dissertation’s
author is the main author of the publication.

• Adaptive divergence for rapid adversarial optimization / M. Borisyak, T.
Gaintseva, A. Ustyuzhanin // PeerJ Computer Science. — 2020. — May.
— Vol. 6. — P. e274. (Scopus Q1);
Contributions of the dissertation’s author: introduction of the adaptive
divergences and formulation of several instances of adaptive divergences,
efficient training algorithms for several widely used classification models,
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theoretical proofs, experimental studies for several realistic scenarios. The
dissertation’s author is the main author of the publication.

Second-tier publications:

• Deep learning for inferring cause of data anomalies / V. Azzolini, M.
Borisyak, G. Cerminara, D. Derkach, G. Franzoni, F. De Guio, O. Koval,
M. Pierini, A. Pol, F. Ratnikov, F. Siroky, A. Ustyuzhanin, J-R. Vlimant.
// Journal of Physics: Conference Series. — 2018. — sep. — Vol. 1085.
— P. 042015. (Scopus Q3);
Contributions of the dissertation’s author: introduction of the loss func-
tion for the ”fuzzy-and” network, theoretical proof, the preliminary ex-
perimental study on a CERN CMS data set.

• Towards automation of data quality system for CERN CMS experiment
/ M. Borisyak, F. Ratnikov, D. Derkach, A. Ustyuzhanin // Journal of
Physics: Conference Series. — 2017. — oct. — Vol. 898. — P. 092041.
(Scopus Q3).
Contributions of the dissertation’s author: application of active learning to
data quality monitoring systems, the experimental study on a CERN CMS
data set. The dissertation’s author is the main author of the publication.

2 Main results

2.1 Anomaly detection
Anomaly detection algorithms are at the core of any data quality monitoring
system. As was discussed above, anomaly here means any deviation from the
nominal conditions of the experiment. Note that this definition is different
from the one that is the most widely used in unsupervised learning. The key
difference is that an anomaly here can be potentially represented by the same
feature vector as some nominal state; in other words, distributions of anomalous
and nominal conditions potentially have overlapping supports.

In our recent work [49], we argue that such relaxed assumptions are more
relevant for practical settings than the traditional ones [47]. For instance, data
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quality monitoring is often performed on a reduced set of observable quanti-
ties, for example, in another work [34], anomaly detection algorithm receives
several statistics aggregated over a considerable number of events, which makes
anomalies present only in a few events practically indistinguishable from an
unlikely but possible series of events under nominal conditions. Additionally,
in some instances, conditions of the experiment are not fully observed, which
potentially leads to some anomalies producing the same values for observable
quantities as under some nominal conditions. For example, the CERN LHCb
tracker consists of a large number of silicon microstrips that record particles
traveling through; if a small group of these strips becomes unresponsive (which
is an anomaly), readings from the tracker might be consistent with some rare
but possible events, e.g., with ones that do not interact with this group of
microstrips.

Nominal conditions of experiments in natural sciences are often defined by
a narrow set of states. Moreover, examples of nominal behavior are plentiful,
while anomalies are relatively rare; for instance, the CERN CMS experiment
reports 2% of anomalous samples [30]. Combined with the previous statements,
this leads to the following assumptions under which we consider generalized
anomaly detection problems:

• the distribution of anomalies might not be perfectly separable from the
distribution of nominal states;

• some types of anomalies might not be present in the training sample.

Under settings described above, it is crucial to correctly identify ambiguous
instances as data quality monitoring policy might require an additional exam-
ination of such cases, e.g., taking into account more detailed information or
delegating the decision to an expert.

Here, we consider neural networks as the primary model for our methods.
Among other popular methods, algorithms based on decision trees are known
to struggle in cases with a high degree of dependencies between features (a
relevant comparison can be found in [60, 61, 71]), which is a typical case in
DQM settings; SVM-based methods [98] are practically challenging to apply
due to their high computational complexity [69].
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Technically, the anomaly detection problem, as stated above, is a classi-
fication problem. Let X be a Banach space representing space of possible
observable states of the experiment. A Bayes optimal classifier is given by
f ∗ : X → [0, 1]:

f ∗(x) =
P (x | C+)P (C+)

P (x | C+)P (C+) + P (x | C−)P (C−)
; (1)

where C+, C− denote nominal and anomalous classes and (with the abuse of
notation) corresponding posterior distributions.

Traditionally, binary classifiers are trained by minimizing cross-entropy loss
function:

L2(f) = −P (C+) E
x∼C+

log f(x)− P (C−) E
x∼C−

log (1− f(x)) ; (2)

where Ex∼C denotes conditional average — Ex [· | C].
Notice, that optimal classifier (1) is undefined outside supp C+ ∪ supp C−,

and, in general, a function f ∗ that minimizes L2 can take any value for x /∈
supp C+ ∪ supp C−. In case of limited sample sizes, this leads to a complete
lack of guarantees on outputs of a trained classifier in areas not covered by the
training set. Predictions in such areas might depend on a particular architecture
of the neural network, initial weights of the network, or even on a particular
sequence of mini-batches.

This behavior goes against our assumptions that some types of anomalies
might not be present in the training set and, therefore, any x /∈ C+ must be
classified as an anomaly, i.e., f ∗(x) = 0.

In work [49] we propose adding a uniform distribution U to the anomalous
class, where suppU ⊆ X is a compact set that covers supports of both original
classes. In this case, loss function (2) becomes:

L1+ε(f) =
1

2

(
L+(f) + γ L−(f) + (1− ε)L0(f)

)
; (3)

L+(f) = − E
x∼C+

log f(x);

L−(f) = − E
x∼C−

log(1− f(x));

L0(f) = − E
x∼U [Ω]

log(1− f(x));

with the solution:

f ∗1+ε(x) =
P (x | C+)

P (x | C+) + (1− ε)C + γ P (x | C−)
; (4)
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(a) two-class classification (b) OPE classification (c) one-class classification.

Figure 3: Demonstration of the main idea behind OPE loss. Samples are uni-
formly distributed within areas bounded by the circles: the left one as positive
class, the right one as negative. One-class solution was obtained by setting
γ = 1, and ε = 0. Training samples are not shown for visual clarity.

where: C = const is a probability density of the uniform distribution U , ε ∈
[0, 1] regulates the impact of the regularization term L0, and γ should be ideally
such that

γ + (1− ε) = 2 · P (C−)
P (C+)

;

if the prior probabilities are known. We refer to loss function (3) as One Plus
Epsilon loss or OPE loss.

It can be seen from Equation (4), that for ε = 1, optimal classifier recovers
binary solution (1), while under ε = 0 and γ = 0, optimal classifier becomes
a monotonous transformation of P (x | C+) which corresponds to a one-class
solution. Intermediate values of ε allow us to introduce desirable property of
one-class classification, f(x) = 0 for x /∈ supp C+, into solution of the binary
classification. In other words, regularization term L0 introduces a bias towards
a one-class solution, which makes the optimal classifier properly defined outside
supports of both original classes, at the same time, for ε close to 1, has little
impact otherwise. Figure 3 illustrates this phenomenon on a synthetic data set:
while two-class classification correctly estimates probabilities in the intersection
of two classes, it also assigns a positive label to instances outside the support
of the positive class, at the same time, one-class classification provides correct
predictions outside the support of the positive class, but completely ignores the
negative class; a classifier trained with OPE loss provides correct predictions
everywhere.

Algorithm 1 shows training procedure based on OPE loss, to which we
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refer as brute-force OPE. While OPE loss theoretically leads to a solution
with desirable properties, brute-force OPE shows the main weakness of this
approach: mini-batch estimations of ∇L0(f) can be extremely noisy if X is a
high-dimensional space or if f is a high-capacity model, which is usually the
case for neural networks. The variance of gradient estimations directly influ-
ences convergences of stochastic gradient optimization procedure, which might
render regularization term L0 practically ineffective.

Algorithm 1: Brute-force OPE
Input: normal data, anomalous data—samples from C+, C−, the

latter might be absent; fθ—a classifier with parameters θ.
Hyper-parameters: γ—the ratio of class priors; ε—the strength of

the regularization.
while not converged do

sample normal data {x+i ∼ normal data}mi=1;
sample known anomalies {x−i ∼ anomalous data}mi=1;
sample pseudo-negative samples {x0i ∼ U [Ω]}mi=1;
∇L+ ← −

∑
i∇θ log fθ(x

+
i );

∇L− ← −
∑

i∇θ log(1− fθ(x
−
i ));

∇L0 ← −
∑

i∇θ log(1− fθ(x
0
i ));

θ ← Adam
(
∇L+ + γ∇L− + (1− ε)∇L0

)
end

To combat high variance of gradient estimations for the regularization term,
we propose a different regularization term:

LE(g) =

∫
Ω

exp(g(x))dx;

where: g(x) = σ−1(f(x));

σ(χ) =
1

1 + exp(−χ)
;

to which we refer as energy regularization, and to the corresponding loss func-
tion as energy OPE or EOPE.

In work [49], we show that LE leads to solutions with the same desirable
properties, i.e. the following loss function:

LE
1 (g) =

1

2

[
E

x∼C+
log (1 + exp(−g(x))) + (1− ε)LE(g)

]
(5)
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leads to a one-class solution.
More formally, this property is captured by the following theorem.

Theorem 1 Let (X , ‖ · ‖) be a Banach space, P (x)—a continuous probability
density function such that Ω = suppP is an open set in X . If continuous
function g∗ : Ω → R minimizes LE

1 (defined by Equation 5) with P (x | C+) =
P (x), then there exists a strictly increasing function s : R → R, such that
g∗(x) = s(P (x)). Moreover, limy→0 s(y) = −∞ if infΩ P = 0.

Proof of Theorem 1 can be found in the corresponding contribution [49].
The major advantage of LE regularization is that, unlike L0, gradients of

LE can be estimated much more precisely:

∇LE(g) =
1

Z

∫
Ω

exp(g(x))∇g(x) = E
x∼Pg

∇g(x). (6)

Equation (6) is based on a property that is widely used in application to en-
ergy models. Therefore, most of the algorithms for training energy models are
also applicable here, most notably, contrastive divergence with Markov Chain
Monte-Carlo sampling and Deep Directed Generated Networks [99]. This ef-
fectively introduces a family of methods. Algorithm 2 outlines the general
procedure for training models with EOPE loss, Figures 4 and 5 demonstrate
the results of the proposed OPE algorithms on a toy data set.

Additionally, we notice that EOPE is robust to imperfect sampling proce-
dures, and propose an approximate but computationally cheap sampling pro-
cedure, that shows performance comparable to exact MCMC procedures.

Proposed algorithms were evaluated on a number of popular benchmark
tasks, including natural images (MNIST, CIFAR-10, Omniglot), anomaly detec-
tion data sets (KDD-99), and High Energy Physics data sets (HIGGS, SUSY).
All data sets were augmented to reflect considered anomaly detection prob-
lems: for multiclass problems, one of the classes was selected as normal, the
rest were labeled as anomalous, and only some of the anomalous classes were
present in the training data set. For binary classification problems, the num-
ber of anomalous samples used for training was varied. The performance of
proposed algorithms was compared to several state-of-the-art one-class classi-
fication, semi-supervised, and traditional binary classification methods. The
results are presented in Figures 6 – 8. Experiments indicate that proposed
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Algorithm 2: Energy OPE
Input: normal data, anomalous data—samples from C+, C−, the

latter might be absent; gθ—a classifier with parameters θ.
Hyper-parameters: γ—the ratio of class priors; ε—the strength of

the regularization; MCMC—a Monte-Carlo
sampling procedure.

while not converged do
sample normal data {x+i ∼ normal data}mi=1;
sample known anomalies {x−i ∼ anomalous data}mi=1;
sample pseudo-negative examples
{x0i ∼ MCMC [x 7→ exp(g(x))]}mi=1;
∇L+ ←

∑
i∇θ log(1 + exp(−gθ(x+i ));

∇L− ←
∑

i∇θ log(1 + exp(gθ(x
−
i )));

∇LE ←
∑

i∇θgθ(x
0
i );

θ ← Adam
(
∇L+ + γ∇L− + (1− ε)∇LE

)
end

methods either outperform baseline methods or achieve comparable results.
Firstly, as expected, the performance of OPE and EOPE methods improves
with the addition of known negative samples and quickly approaches the per-
formance of binary classification on full (balanced) datasets. Secondly, OPE
and EOPE methods demonstrate the best relative performance for data set
with significantly overlapping classes (Figures 6 and 7). Overall results show
that OPE and EOPE are well suited for solving anomaly detection problems in
data quality monitoring.
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Figure 4: Comparison of OPE and EOPE losses with varying ε, and, for illus-
tration purposes, γ = 1 − ε. For ε < 1, all losses lead to similar solutions. It
appears that EOPE penalizes positive predictions stronger than OPE loss.
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(a) Two-class classification (b) Deep SVDD

(c) Brute-force OPE (d) HMC EOPE

(e) RMSProp EOPE (f) Deep EOPE

Figure 5: Comparison of different methods on a toy example: positive exam-
ples (marked as ’x’) are sampled from the Moons data set, negative examples
(marked by black circles) are sampled uniformly from a circle of radius 1

2 . For
visual consistency negative logarithm of Deep SVDD output is displayed.
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one class 100 1000 10000 1000000
Robust AE 0.530± 0.002 0.530± 0.002 0.530± 0.002 0.530± 0.002 0.530± 0.002

Deep SVDD 0.497± 0.006 0.497± 0.006 0.497± 0.006 0.497± 0.006 0.497± 0.006

cross-entropy - 0.496± 0.017 0.529± 0.007 0.566± 0.006 0.858± 0.002

semi-supervised - 0.498± 0.003 0.522± 0.003 0.603± 0.002 0.745± 0.005

brute-force OPE 0.499± 0.009 0.500± 0.009 0.520± 0.003 0.572± 0.005 0.859± 0.001

HMC EOPE 0.491± 0.000 0.523± 0.005 0.567± 0.008 0.648± 0.005 0.848± 0.001

RMSProp EOPE 0.498± 0.002 0.494± 0.008 0.531± 0.008 0.593± 0.011 0.861± 0.000

Deep EOPE 0.531± 0.000 0.537± 0.011 0.560± 0.008 0.628± 0.005 0.860± 0.001

Figure 6: Results on HIGGS data set. The first row indicates the number of
anomalous samples used in training.

one class 100 1000 10000 1000000
Robust AE 0.394± 0.012 0.394± 0.012 0.394± 0.012 0.394± 0.012 0.394± 0.012

Deep SVDD 0.541± 0.022 0.541± 0.022 0.541± 0.022 0.541± 0.022 0.541± 0.022

cross-entropy - 0.658± 0.033 0.736± 0.021 0.757± 0.036 0.871± 0.006

semi-supervised - 0.715± 0.020 0.766± 0.009 0.847± 0.002 0.876± 0.000

brute-force OPE 0.648± 0.035 0.678± 0.025 0.729± 0.029 0.757± 0.036 0.871± 0.006

HMC EOPE 0.472± 0.000 0.738± 0.019 0.770± 0.012 0.816± 0.006 0.877± 0.000

RMSProp EOPE 0.443± 0.038 0.714± 0.019 0.760± 0.016 0.807± 0.004 0.877± 0.000

Deep EOPE 0.468± 0.118 0.670± 0.054 0.746± 0.024 0.813± 0.003 0.878± 0.000

Figure 7: Results on SUSY data set. The first row indicates the number of
anomalous samples used in training.

one class 1 2 4 8
Robust AE 0.972± 0.006 0.972± 0.006 0.972± 0.006 0.972± 0.006 0.972± 0.006

Deep SVDD 0.939± 0.014 0.939± 0.014 0.939± 0.014 0.939± 0.014 0.939± 0.014

cross-entropy - 0.571± 0.213 0.300± 0.182 0.687± 0.268 0.619± 0.257

semi-supervised - 0.315± 0.258 0.469± 0.286 0.758± 0.171 0.865± 0.087

brute-force OPE 0.398± 0.108 0.667± 0.175 0.394± 0.261 0.737± 0.187 0.541± 0.257

HMC EOPE 0.786± 0.200 0.885± 0.152 0.919± 0.055 0.863± 0.094 0.958± 0.023

RMSProp EOPE 0.765± 0.216 0.824± 0.237 0.770± 0.213 0.941± 0.048 0.960± 0.021

Deep EOPE 0.602± 0.279 0.767± 0.245 0.548± 0.279 0.763± 0.217 0.786± 0.267

Figure 8: Results on KDD-99 data set. The first row indicates the number of
original classes randomly selected as the anomalous class, at most 1000 examples
are sampled from each original class.
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2.2 Inference of anomaly sources
In most real-world applications, detection of an anomaly is followed by an
investigation into the causes of the anomaly. In complex experiments, detectors
typically consist of several subdetectors [1,15], each reading its own set of values,
and it is useful to infer the subset of subdetectors affected by a particular
anomaly [100].

Additionally, the following assumption can be safely made: measured val-
ues can be split into groups such that an anomaly affecting a subset of these
groups does not affect values from the other groups. We refer to such groups
as channels. Typically, each subdetector corresponds to its channel since an
anomaly in a subdetector does not interfere with the operations of the others.

In the corresponding contribution [100], we consider the problem of inferring
a subset of channels affected by a given anomaly. Additionally, we assume that
channel-level labels, i.e., an indicator if an anomaly is affecting a particular
channel, are not available, only global labels are given, i.e., an indicator of the
presence of an anomaly in at least one unspecified channel.

For each individual channel we introduce a neural network and combine
outputs of these network with the following activation function:

φ(x) = exp

(
n∑

j=1

f j(xj)− n

)
; (7)

where: xj ∈ X j — a feature vector corresponding to the j-th channel, f j :

X j 7→ [0, 1] — network associated with the j-th channel.
Then the joint network is trained to minimize cross-entropy loss of φ with

respect to global labels.

Theorem 2 Given that fraction of anomalous samples is less than 1/2, number
of channels n ≥ 4 and for each channel j ∈ {1, . . . , n}:

suppP (xj | Aj) ∩ suppP (xj | Āj) = ∅;

where Aj and Āj denote presence and absence of anomalies affecting channel
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j, then a solution {gj : X 7→ [0, 1]}ni=1 that minimizes cross-entropy loss:

L[φ] = − 1

N

N∑
i

[
yi logφ(xi) + (1− yi) log(1− φ(xi))

]
; (8)

φ(x) = exp

(
n∑

j=1

f j(xj)− n

)
; (9)

decomposes anomalies into affected channels, i.e., for each channel j:

gj(xj) =

1, if Āj;

0, otherwise.
(10)

Reference to a proof of the theorem can be found in the corresponding contri-
bution [100].

Informally, Theorem 2 states that under particular assumptions, a trained
network recovers subsystem-level labels. The intuition behind the proof is the
following. In the case of normal samples, the loss is minimized when all neu-
ral networks output 1, similarly, in case of an anomaly, when networks corre-
sponding to channels affected by the anomaly output 0. The most notable case,
however, is when a network is presented with an anomaly that does not affect
its channel: since channels are independent, such a case is indistinguishable
from a normal one based on features from the channel. However, the activation
function is constructed in such way that, under theorem’s assumptions, the
penalty for predicting 1 in such case is always offset by the gains from correct
predictions in normal cases, thus, forcing the network to always predict 1 when
no anomaly is present in its channel, even if the anomaly is present elsewhere.

The proposed method was evaluated on a manually labeled CERN CMS
data set; the main quality metrics are presented in Figure 9. First, as expected,
outputs of the networks are concentrated around 0 and 1, only in rare cases
in between. Second, all networks correctly identify normal samples with high
accuracy. Additionally, for a significant portion of anomalous samples, all net-
works report anomaly; however, it should be noted that predicting 1 for an
anomalous sample does not necessarily indicate an error. In order to further
assess the performance of the method, outputs of each network were valuated
against labels for individual subdetectors (Figure 10): outputs of each network
are highly predictive of anomalies in subdetectors related to its channel, at the
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Figure 9: Results of the proposed method on CERN CMS data: data samples
are referred to as lumisections, luminosity of a lumisection indicates importance
of the latter.

same time, much less predictive or independent from anomalies in subdetectors
unrelated to the corresponding channel. For instance, anomalies in ”muons”
subdetector are strongly correlated with outputs of the network that corre-
sponds to the ”muon” channel, and the correlation is significantly lower for
other channels. Note that positive performance against subdetectors unrelated
to a channel is expected as some anomalies affect multiple channels simultane-
ously. In general, outputs of the network are in agreement with the domain
expertise.
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Figure 10: Results of the proposed method on CERN CMS data: rows represent
data channels as defined above, columns — physical detector subsystems, colors
indicate ROC AUC of the predictions for the corresponding channel against
manual labels for the corresponding subsystem. Note that some subsystems
might depend on data from multiple channels, other subsystems, or external
data.

2.3 Manual labeling assistance
Methods proposed above rely on manually labeled data for training, and, due
to high dimensionality, they typically require large training samples. In natural
sciences, manual data labeling is often a non-trivial and labor-consuming task.
For example, in the CERN LHCb experiment, an expert needs to check several
dozens of histograms and plots before making a decision regarding a single
sample [35].

To address this issue, we consider an active learning system that aims at as-
sisting experts by making automated decisions when predictions are certain [77].
In cases when predictions are uncertain, the system delegates decision to the
expert, the sample is appended to the training data set, and the underlying
classifier is retrained. A prediction is certain if the score of the underlying clas-
sifier is higher than threshold τL (‘certainly normal’) or lower than τP (‘certainly
anomalous’), where the thresholds are determined by employing cross-validation
and comparison against external constraints on acceptable pollution rate P0

(fraction of anomalous samples among classified as certainly normal) and loss
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Algorithm 3: Active learning system for manual labeling assistance.
Input: L0 ∈ R, P0 ∈ R — constraints on loss and pollution rates
τL, τP ← 0, 1;
classifier← (x 7→ 1/2);
X,Y ← ∅,∅;
for i = 1, . . . , N do

xi ← new sample;
pi ← classifier(xi);
if pi > τL then

automatically label xi as normal sample;
else if pi < τP then

automatically label xi as anomalious sample;
else

yi ← request expert label;
X,Y ← (X, xi), (Y, yi);
compute predictions P on X with k-fold cross-validation;
// thresholds for acceptable loss and pollution rates
τL ← max{τ | L̂τ(P, Y ) ≤ L0};
τP ← min{τ | P̂τ(P, Y ) ≤ P0};
retrain classifier;

end
end

rate L0 (fraction of normal samples classified as certainly anomalous) [78]. The
procedure is outlined in Algorithm 3.

The system was evaluated on open CERN CMS data; results are shown in
Figure 11: Notice, that under the most severe constraints (pollution and loss
rates less than 10−4) the system is able to save at least 20% of manual labor,
and even a mild relaxation of the constraints (pollution and loss rates less than
10−3) increases this quantity to more than 50%.

Note that the system learns from manually labeled data and gradually re-
places experts; thus, performance improves over time, as demonstrated in Fig-
ure 12. On the first iterations, the system requests expert labels for most
samples; however, as the size of the training set increases, the system’s pre-
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(a) Manual work. (b) Rejected luminosity.

Figure 11: Performance of active learning on open CERN CMS data. Plots
shows fraction of manually labeled samples (left) and luminosity (right) as
functions of measured loss and pollution rates.

dictions become more reliable, which is reflected in gradually decreasing the
number of requests for expert assistance.

In conclusion, this study demonstrates that methods for minimization of
data collection can significantly decrease costs associated with manual label-
ing. In turn, this allows either to reduce costs of training anomaly detection
algorithms or to improve the performance of these algorithms by training them
on a larger data set.

Figure 12: Fractions of manually labeled samples (solid line) and luminosity
(dashed line) for each iteration (data chunk).
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2.4 Simulation tuning
Anomaly detection methods rely on the assumption that normal training sam-
ple is large. Since most of the complex experiments use unique setups and,
therefore, operate with unique data, obtaining sufficiently large training data
set is a challenging task. This is especially problematic since data quality mon-
itoring operates with raw or minimally-processed data (see, for example, [14]).

One of the primary sources of training data for anomaly detection algorithms
is computer simulations. Many natural science experiments employ such simu-
lations; in some areas, such as High Energy Physics, they play an essential part
in the experiment. For example, Pythia event generator [101,102] is widely used
in CERN experiments and simulates outcomes of proton-proton collisions. An-
other simulation, GEANT [103], is responsible for simulating detector response
and is often used in tandem with event generators. Typically, event generators
simulate outcomes of the experiment under nominal settings, as taking into
account a wide range of possible anomalies is burdensome. Nevertheless, simu-
lated anomalies can also be taken into account by anomaly detection algorithms
introduced above.

Additionally, computer simulations play a vital role in searching for dif-
ferences between theoretical predictions and observations as they practically
represent theoretical models [42].

The major problem that occurs when attempting to train Machine Learning
algorithms on simulated data is that most of the simulations contain parameters
that are not precisely known for the experiment [56, 57]. A mismatch between
simulation parameters and the ground-truth ones might result in degraded per-
formance of anomaly detection methods trained on such data. Such a mismatch
is especially problematic since events from poorly tuned simulation might po-
tentially be similar to anomalous behavior or completely negate any attempt
at analyzing differences between theoretical predictions and observations [44].

Multiple approaches attempt to circumvent mismatch between simulation
and observations by correcting for the differences, including transfer learn-
ing [104], training classifier invariant to certain features [105] and using con-
trol variables [106]. For the purposes of training anomaly detection models,
some methods are not applicable (e.g., control variables [106]); others lack any
guarantees crucial for anomaly detection (e.g., transfer learning [104] and piv-
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oting [105]).
The most straightforward way to incorporate simulation data is to find

values of simulation’s parameters such that outputs of the simulation closely
match values observed in the real world. This process is usually referred to
as fine-tuning. The number of simulation parameters is typically small, e.g.,
in work [57], authors consider around 20 parameters. Moreover, fine-tuning
is often performed on processed data, e.g., standard tune for Pythia event
generator is performed on around 400 features [56]. Thus, in practice, fine-
tuning requires far less real data samples than training an anomaly detection
algorithm on unprocessed or minimally processed data, at the same time offering
a source of a priori normal samples that do not require manual labeling.

Recent developments in generative models, namely Generative Adversarial
Networks [82], offer a general procedure for fine-tuning simulations. One of
the significant obstacles in applying adversarial optimization procedures is the
absence of gradient information as simulations often involve sampling random
variables and can not be simply differentiated. A recent publication [58] ad-
dresses this problem and introduces Adversarial Variational Optimization that
combines black-box optimization, namely Variational Optimization, and adver-
sarial learning, allowing to tune non-differentiable generators to match observed
data. We refer to any fine-tuning procedure that utilizes adversarial learning
as Adversarial Optimization (AO).

Adversarial Optimization aims to minimize a divergence D between the
ground-truth distribution P and a distribution Qθ produced by a simulation
with parameters θ:

D(P,Qθ)→θ min . (11)

AO employs adversarial divergences, i.e., divergences that can be expressed
as a minimization problem. For instance, one of the most popular choices, the
Jensen-Shannon divergence, can be expresses as:

JSD(P,Q) = log 2−min
f∈F

L(f, P,Q); (12)

where: F is the set of all functions X → [0, 1] and L is the cross-entropy
loss function. In the work [87], we focus on the Jensen-Shannon divergence;
however, every result can be applied to most of adversarial divergences employed
in practice, e.g., the Wasserstein distance.
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However, in complex experiments, simulations tend to be computation-
ally heavy. For instance, the simulation of a single proton collision event in
the CERN ATLAS detector takes several minutes on a single core CPU [59].
Due to relatively high dimensionality, at least, high for black-box optimization
methods, the amount of samples required for standard AO methods is large,
which leads to heavy computational burdens. For example, in our work [87],
we consider a simplified version of a real fine-tuning problem with only a single
optimized parameter: with 64 · 103 samples solution of Adversarial Bayesian
Optimization is only about 10 times closer to the ground-truth than the initial
guess. The number of samples required for fine-tuning is expected to be signif-
icantly larger in more practical settings with a higher number of parameters.

In the corresponding contribution [87], we propose a novel family of diver-
gences, namely adaptive divergences, that is specifically designed to lower the
number of simulation calls. An adaptive divergence is constructed from a family
of pseudo-divergences.

Definition 1 A function D : Π(X )× Π(X )→ R is a pseudo-divergence, if:

(P1) ∀P,Q ∈ Π(X ) : D(P,Q) ≥ 0;

(P2) ∀P,Q ∈ Π(X ) : (P = Q)⇒ D(P,Q) = 0;

where Π(X ) — set of all probability distributions on space X .

We also require a producing family of pseudo-divergences to satisfy the
following properties.

Definition 2 A family of pseudo-divergences D = {Dα : Π(X )× Π(X ) → R |
α ∈ [0, 1]} is ordered and complete with respect to Jensen-Shannon divergence
if:

(D0) Dα is a pseudo-divergence for all α ∈ [0, 1];

(D1) ∀P,Q ∈ Π(X ) : ∀0 ≤ α1 < α2 ≤ 1 : Dα1
(P,Q) ≤ Dα2

(P,Q);

(D2) ∀P,Q ∈ Π(X ) : D1(P,Q) = JSD(P,Q).

The following definitions introduce two types of ordered and complete with
respect to Jensen-Shannon divergences.
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Figure 13: Synthetic examples. (A) and (D): ground-truth distributions and
example configurations of generators. Both generators are rotated versions of
the corresponding ground-truth distributions. (B) and (E): JSD — Jensen-
Shannon divergences estimated by Gradient Boosted Decision Trees; linear AD
and logarithmic AD — adaptive divergences based on the same models as JSD
with linear and logarithmic capacity functions. (C) and (F): JSD — Jensen-
Shannon divergences estimated by fully-connected Neural Networks.

Definition 3 A model family M = {Mα ⊆ F | α ∈ [0, 1]} is complete and
nested, if:

(N0) (x 7→ 1/2) ∈M0;

(N1) M1 = F ;

(N2) ∀α, β ∈ [0, 1] : (α < β)⇒ (Mα ⊂Mβ).

Theorem 3 If a model family M = {Mα ⊆ F | α ∈ [0, 1]} is complete and
nested, then the family D = {Dα : Π(X )× Π(X )→ R | α ∈ [0, 1]}, where:

Dα(P,Q) = log 2− inf
f∈Mα

L(f, P,Q), (13)
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is a complete and ordered with respect to Jensen-Shannon divergence family of
pseudo-divergences.

Definition 4 If M is a parameterized model family M = {f(θ, ·) : X → [0, 1] |
θ ∈ Θ}, then a function R : Θ→ R is a proper regularizer for the family M if:

(R1) ∀θ ∈ Θ : R(θ) ≥ 0;

(R2) ∃θ0 ∈ Θ :
(
f(θ0, ·) ≡ 1

2

)
∧ (R(θ0) = 0).

Theorem 4 If M is a parameterized model family: M = {f(θ, ·) | θ ∈ Θ} and
M = F , R : Θ → R is a proper regularizer for M , and c : [0, 1] → [0,+∞)

is a strictly increasing function such, that c(0) = 0, then the family D = {Dα :

Π(X )× Π(X )→ R | α ∈ [0, 1]}:

Dα(P,Q) = log 2− min
θ∈Θα(P,Q)

L(f(θ, ·), P,Q);

Θα(P,Q) = Argmin
θ∈Θ

LR
α (θ, P,Q);

LR
α (θ, P,Q) = L(f(θ, ·), P,Q) + c(1− α)R(θ);

is a complete and ordered with respect to Jensen-Shannon divergence family of
pseudo-divergences.

Definitions 3 and 4 provide a straightforward way to construct families of
pseudo-divergences in practice. For example, a complete and nested family of
models can be implemented as a sequence of neural networks with a strictly
increasing number of units in each layer.

In general, the most relevant cases of ordered and complete with respect to
Jensen-Shannon divergence families of pseudo-divergences produced by varying
‘capacity’ of the underlying classifier f , where ‘capacity’ might mean the num-
ber of units in a neural network or strength of the regularization applied during
training. Thus, we refer to parameter α as the capacity of pseudo-divergence
Dα with respect to the family D or simply as the capacity of the pseudo-
divergence if the family is clear from the context. The important property of
pseudo-divergences defined in such manner is that low-capacity classifiers tend
to require a small number of samples to be properly trained; therefore, esti-
mation of pseudo-divergences built from low-capacity classifiers requires fewer
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Algorithm 4: A general procedure for computing an adaptive diver-
gence by grid search

Input: D = {Dα | α ∈ [0, 1]} — ordered and complete w.r.t.
Jensen-Shannon divergence family of pseudo-divergences;
ε — tolerance;
P , Q — input distributions.

α← 0;
while Dα(P,Q) < (1− α) log 2 do

α← α + ε;
end
return Dα(P,Q)

samples than high-capacity pseudo-divergences. It should be noted that while
it is tempting to use low-capacity pseudo-divergences instead of proper diver-
gences, their usage does not guarantee convergence of Adversarial Optimization
due to Property (P2). At the same time, if a pseudo-divergence D(P,Q) > 0

for some P and Q, this automatically means JSD(P,Q) ≥ D(P,Q) > 0 and,
therefore, Q is not the solution of the fine-tuning problem.

Adaptive divergence exploits the fact, that one can reject some simulation
parameters based on computationally cheap pseudo-divergences.

Definition 5 If a family of pseudo-divergences D = {Dα | α ∈ [0, 1]} is or-
dered and complete with respect to Jensen-Shannon divergence, then adaptive
divergence ADD produced by D is defined as:

ADD(P,Q) = inf {Dα(P,Q) | Dα(P,Q) ≥ (1− α) log 2} . (14)

The following theorem, combined with the observation that AD(P,Q) ≥ 0,
states that adaptive divergence is a divergence, therefore, guarantees that AO
converges on simulation parameters such that simulation’s distribution matches
distribution of real data.

Theorem 5 If ADD is an adaptive divergence produced by an ordered and com-
plete with respect to Jensen-Shannon divergence family of pseudo-divergences
D, then for any two distributions P and Q: JSD(P,Q) = 0 if and only if
AD(P,Q) = 0.
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Algorithm 5: Boosted adaptive divergence
Input: XP , XQ — samples from distributions P and Q;

B — base estimator training algorithm;
N — maximal size of the ensemble;
c : Z+ → [0, 1] — capacity function;
ρ — learning rate;

F0 ← 1/2;
i← 0;
L0 ← log 2;
for i = 1, . . . , N do

if Li > c(i) log 2 then
Fi+1 ← Fi + ρ ·B(Fi, XP , XQ);
Li+1 ← L(Fi+1, XP , XQ);
i← i+ 1;

else
return log 2− Li;

end
end
return log 2− LN ;

A proof can be found in paper [87].
Algorithm 4 outlines a general procedure for computing an adaptive diver-

gence with grid search. Figure 13 demonstrates several variants of adaptive
divergence on synthetic examples.

As can be seen from the definition, adaptive divergence ‘switches’ between
pseudo-divergences depending on distribution P and Q: when P and Q are
distant, ADD tends to select low-capacity pseudo-divergences; when Q ap-
proaches P , adaptive divergence employs high-capacity pseudo-divergences,
with a proper divergence D1 = JSD reserved to ‘prove’ equality of distribu-
tions. This property allows adaptive divergence to sample from the simulation
less in cases when the simulation significantly deviates from the ground-truth
data without sacrificing the convergence properties of AO.

Additionally, we introduce computationally efficient procedures for estimat-
ing adaptive divergence in cases:
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Algorithm 6: Adaptive divergence estimation by a regularized neural
network

Input: XP , XQ — samples from distributions P and Q; fθ : X → R
— neural network with parameters θ ∈ Θ; R : Θ→ R —
regularization function; c — capacity function;
ρ — exponential average coefficient; β — coefficient for R1

regularization; γ — learning rate of SGD.
Lacc ← log 2

while not converged do
xP ← sample(XP );
xQ ← sample(XQ);
ζ ← c

(
1− Lacc

log 2

)
;

g0 ← ∇θ [L(fθ, xP , xQ) + ζ ·R(fθ)];
g1 ← ∇θ‖∇θfθ(xP )‖2;
Lacc ← ρ · Lacc + (1− ρ) · L(fθ, xP , xQ);
θ ← θ − γ (g0 + βg1);

end
return log 2− L(fθ, XP , XQ)

• families of pseudo-divergences that satisfy Definition 3 with underlying
model based on gradient boosting — Algorithm 5;

• families of pseudo-divergences that satisfy Definition 4 with underlying
model based on neural networks with dropout regularization or an explicit
regularization term — Algorithm 6.

Introduced algorithms were evaluated on one toy example and two realistic
fine-tuning problems involving Pythia [101,102] event generator and two black-
box optimization algorithms, namely, Bayesian Optimization with Gaussian
Processes [107,108] and Adversarial Variational Optimization [58]. Main results
are presented in Figures 14 and 15; additional figures can be found in the original
paper [87]. As can be seen from the figures, black-box optimization methods
with adaptive divergence find solutions about an order of magnitude closer to
the ground-truth within the same budget on the number of simulation calls.

In conclusion, adaptive divergence reduces the computational burden as-
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Figure 14: Pythia hyper-parameter tuning, CatBoost. (A) The convergence
of Bayesian Optimization on: Jensen-Shannon divergence (marked as JSD),
adaptive divergences with a linear capacity function (marked as linear AD),
and a logarithmic capacity function (logarithmic AD). Each experiment was
repeated 100 times; curves are interpolated, median curves are shown as solid
lines, bands indicate 25th and 75th percentiles. (B) Distribution of computa-
tional costs per single optimization step measured by the number of calls to the
generator requested for divergence estimation; each optimization step requires
exactly one divergence estimation; note logarithmic scaling of the x-axis.

sociated with fine-tuning, which, in turn, allows to significantly reduce any
mismatch between observations and the simulation. Note, that such mismatch
directly translates to a bias of anomaly detection algorithms trained on sim-
ulation data and complicates search of subtle disagreements between theory
and observations. Therefore, fine-tuning procedures that employ adaptive di-
vergences directly impact the overall performance of data quality monitoring.
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Figure 15: Pythia-alignment, Neural Networks. (A) Convergence of Adver-
sarial Variational Optimization on: adaptive divergence produced by l2 reg-
ularization (AD, l2), dropout regularization (AD, dropout), and the baseline
divergence with constant R1 regularization (marked as JSD). Each experiment
was repeated 20 times; curves are interpolated, median curves are shown by
solid lines, bands indicate 25th and 75th percentiles; steps-like patterns are
interpolation artifacts. (B) Distribution of computational costs per single op-
timization step measured by the number of calls to the generator requested for
divergence estimation; each optimization step requires exactly one divergence
estimation; note logarithmic scaling of the x-axis.

3 Conclusion
Data quality monitoring and anomaly detection methods play an essential role
in natural science experiments. Machine Learning approaches to DQM and
anomaly detection become increasingly relevant as the complexity of the exper-
iments increases, and theoretical models become increasingly accurate.

In this dissertation, the author focused on the main tasks behind data qual-
ity monitoring and the search for discrepancies between theoretical predictions
and observations. First, anomaly detection algorithms were considered — the
author extended the problem statement of traditional anomaly detection and:

1. introduced a family of novel anomaly detection methods, namely OPE
and EOPE classification, capable of taking into account known examples
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of anomalies, thus, covering the whole spectrum of problems between
one-class and binary classification cases; strictly proved main properties
of these methods; demonstrated performance on several common bench-
marks, including ones from experimental physics.

Second, to further improve the capabilities of DQM systems, the author:

2. introduced a novel method for identifying channels affected by an anomaly
without need for channel-level labels at the training time; strictly proved
main properties of the method; evaluated the algorithm on data collected
by a large detector, namely the CERN CMS detector.

Third, to collect training data for anomaly detection algorithms and enable
search for subtle differences between theory and observations, two potential
sources of labeled samples were considered, namely, manual labeling and com-
puter simulations. As a result, the author:

3. evaluated an active-learning-based algorithm on data collected by a large
detector, namely the CERN CMS detector; demonstrated significant ben-
efits of the approach in practical DQM settings;

4. introduced a novel family of divergences, namely adaptive divergences,
that allows to significantly accelerate fine-tuning of computer simulations;
strictly proved the main properties of adaptive divergences; evaluated
performance on a realistic fine-tuning problem.

Moreover, all novel methods proposed in this dissertation are applicable
outside natural science experiments; notably, OPE and EOPE classification
methods, are general-purpose and can be applied for any anomaly detection
problems; the method for inferring sources of anomalies relies on assumption
non-specific to DQM and can be applied in industrial settings; adaptive diver-
gences are not constrained to fine-tuning procedures and can be employed in
any adversarial learning scenario.
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