On the Impossibility of an Invariant Attack on Kuznyechik

Denis Fomin

HSE University
E-mail: dfomin@hse.ru

Abstract Currently numerous cryptographic systems are based on SP-networks.
These primitives are supposed to be secure but recent investigations show that
some attacks are possible. The aim of this work is to study how secure the Rus-
sian standardized block cipher Kuznyechik over invariant attacks. We study
the already known decompositions of its permutation and show the ways of
constructing invariant subsets. A new approach to invariant attacks is pre-
sented and it proves that there are no subsets based on S-Box properties that
are invariant under round functions of Kuznyechik.
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1 Introduction

Invariant attacks are some of the best known approaches to studing crypto-
graphic algorithm security based on its structural properties. Modern crypto-
graphic primitives have a round based structure, and several algorithms have
been broken using this type of attack [1-3].

A lot of researches focus on the cryptographic properties of the Russian
standardized block cipher Kuznyechik, [4-6]. At the same there is no proof
of any practical attacks on it. The authors [4] have suggested that recently
founded decompositions of the permutation of Kuznyechik may lead to some
attacks on it. In this work we propose a new approach to generalizing invariant
attacks based on S-Box properties of the algorithm and analyse the resistance
of the Kuznyechik block cipher on it. In particular, the algebraic properties
of the permutation structure was analyzed using computer evaluations. It is
shown that the structure of the permutation cannot be used for proprosed
variant of invariant attacks.

2 Preliminaries

Let F; be a finite field of characteristic 2 with ¢ = 27 elements, Fy — an n-
dimensional vector space over Fy. The additive group (F,, ®) is homomorphic



to the group (F%,®) with exclusive-or operator &. By GL,,(q) we denote a
group of n x n invertible matrices over [Fy.

Block cipher design is based on Shannon’s principles of confusion and dif-
fusion [7]. Function F': Fy* — I} of key-alternating substitution-permutation
networks (SP-networks or SPN) is composed of a layer of substitution boxes
(S-boxes), and a layer of bit permutations. Let

Fg(z) = F(z) © K = X[K] (F (2))

be a round function (incuding the key addition), F'(z) = L o S(z), z € F",
where

- S ]an — ]F;na S(IE) = S(Ila s axm) = (71'(1‘1), s aﬂ—(zm));
~ L:FP 5 F" L(z) =2 L, L € GLy(q), L = (Ii,)) li; € F;.

mxXm?’

Such an SP-network will be denoted as SPN*.
According to [3] the core idea of a nonlinear invariant attack is to find a
function g: Fi* — F3 so that there are many keys K:

g(Fk(z)) =g(z@k)Dc=g(z)Dg(k)®c Ve e F"
In particular, if there is a subset G of Fi* so that
{Fr(z+a), v € G} =G, where a,b € F" (1)

for a lot of keys K, the function g is an indicator function of the subset G.

This idea can be generalized as follows. Let G C Fi*, r € N and

Fgiy, 0 0Fg,(9) =6

for a set of vectors of keys {(Kj,..., K;y,)}. The set G can be used to apply
an invariant attack. The problem is how to find a way to construct such a
subset. The easiest way to do it is to use the invariants of functions S and L.
This paper proposes a different approach, which involves in constructing an
invariant for a round transformation, which, in general, is not an invariant of

SorL.
Let A and B be a pair of families of sets

A:{A17A27-"7Aea}7 AZ qu7

B:{BlvB27"'vBeb}7 B’L g]Fq

and for any ¢ € {1,...,e,} there is j € {1,...,ep} so that 7 (4;) C B;.

If families A™ and B™ are the Cartesian product of families A and B
correspondingly, then for any element A; x ... x A4; & A™, there is an
element B, x ... X B;, € B™ so that

S(A;, x...xA;,)=(m(4;,) x...x7(A4;,)) CBj, X...x B,

m



Suppose that set G is a subset of family A™ and r = 0. That means that
there is a key K so that the following diagram is true:

Ailx...xAimilex...xBij C ﬂ)A“ -XAim- (2)
eBnm ec cA™

An obvious consequence of this diagram is the following

Proposition 1 Let F': Fi' — Fi* be a round function of a key-alternating
SPN*. If there is a key K so that the diagram (2) is true, then the family

C:LS(AZI X ... XAim>

has a form Cy, x ... x Cy, , where Cy;, j € {1,...,m} is a subset of a Fy.

m?

Using the same idea we can generalise this approach for r > 0. Let & =
(V, E) be an oriented graph, with vertices

Vv:{‘AZl X--~><A7Lm|Aij QFq,jE{L...,m}}.

An edge (Ai'l X X Ay A X xAi;;L) is in F if and only if there is a key
K so that
FK(Al/IXXAl;n):AZ’I/XXAlZL

The generalization of an invariant attack is possible if there is a cycle in &.
If diagram (2) is true then there is a loop in @, if |E| = 0 then the attack is
impossible. If there is a cycle of length r 4+ 1 in & then the following diagram
is true:

S L X[Ki]
Ay x ... x A, =B, x...xB;, =C, x...xC, —

%Aol x...onmyi...M)Ah X...xA, . (3)

Then A;, x ... x A;,, € G and

FK O~-~OFKi(Ai1X-~-XAim):Ai1X-~-XAim~

i+r

Using the graph representation and the fact that L € GL,,(q) the following
proposition can be easily proved.

Proposition 2 Let F: F' — Fi* be a round function of a key-alternating
SPN*, A" = Ay x ... x Ay and A" = Ay x ... x Ajn be two vertices of the
same cycle of graph &,

B'=S(4'), ¢'=1S(4"), B"=S(4"), " =LS(A").

Then
—B/:Bj{X...XBj;n, BH:Bji/X...XBj%GBm,
—C/:Cl/ X...XC[/,C”:CZ//X...XCW eF,
1 m 1 m q
7|AZ'1 :”':|Ai;n :|Bji :...=|B‘;n :|Cl’1 :"':|Clin7




- |4s

= [As]-

Proof Let’s cosiser the cycle (3) of graph G. Obviously |C,
v=1,...,m. Moreover:

= |A0'u

for any

‘ij 2 |Ajv y U= 17"'ama
and because of the form of L:
|Clv| > |ij|, v,w=1,...,m.

Then for any A4;, x ... x A, in the cycle (3) and for any v =1,...,m
|Ai,| < |Bj,| <1C | = [Ao, | <. < A |-

Let’s prove that |C},| = |C,|. The remaining equalities can be proved
similarly:
|Ol1| = ‘A01| <...< ‘A71| < |Bj1| < |Cl2|a
|Cl2| = ‘A02| <. < ‘Ai2| < |Bj2| < |Cll|'
Using these cardinality relations it is possible to show on algebraic structure
of vertices in cycles of &.

Theorem 1 Let F': Fi* — F" be a round function of a key-alternating SPN*,
A; X ... x Ay is a vertex of a cycle of graph &,

i’ﬂl
- S(Azl X...XAim):le X...XBjm,
—L(Bj, x...x B, )=C, x...xCp,.
Then

1. Ai, = a;,+A;., Bj, =b;.+B;., Ci, = ¢, +C,_ are some cosets in (Fy, ),
z=A{1,...,m}, where a;_,b; ,c;, € F1, A;_, B;., C;, are some subgroups
of (Fg,®);

2. for any z € {1,...,m} there is ¢ € Fy where w(c ® Cy,) is a coset of a
subgroup of (Fq, ®).

z

Proof To prove this theorem we show that for every j,, z € {1,...,m} set
B,, is a coset b;, + B;_ in (Fy, ®) of the subspace B; . For the sets C; the
proof can be done in the same way. Then A,_ is also a coset in (F,, @) of some
subspace of the second part of the theorem is obvious.

Without losing generality, let us consider z = 1.

Cl1 = { Z bv . lv,ll
v=1

Let v/,v” be arbitrary numbers in set € {1,...,m} and z, € B; , v €
{1,...,m}. Using the fact that |C,| = |B;,| for any v € {1,...,m} the fol-
lowing equations are true:

b, € B;,, ve{l,...,m}}.

G, = Z Ty oty D Yor Lo 1y | Yor € Biv’ ,
vell,..,mp\{v'}



Cll = Z Ty * lv,ll ® Yy - lv”,ll Yo S Biv//
ve{l,...m}\{v"}

Then the set
C' (zor) = { o Lt ® Yo lr | Yo € B, }
is equal to the set
C" (xy) = { v - lor o @ Yorr - Lo | Yo € By } -
To facilitate further prove, let us write these sets in the following form:

/
C (xv”) = Biv/ : lv’,w D xyr - lv”,un

o (.’L’v’) = Bivu . lv”,w D Ty - lv’,'uw
Then
C/ (x'u”) = C// ({L‘v/) A LTy € Biv” Tyt € Biv”’ (4)
Using (4) we have that

(Bz’u + xv’) . lv’ﬂu = (Bz;’ + xv”) . lv”7w-

Then
Bi, ®x1 =B, ®x2 V1,22 € B; ,. (5)

because I, ., € Fy.
If 0 € B, ,then using equation (5) we have:

Bi'u’ = Biv’ @z Vo € Biv"

That means that B; , is closed under the operation “®”.

If 0 ¢ B;,, then consider H = x; @& B;, for any x1 € B; ,. The obvious
consequence is that 0 is in H. Let’s show that H is closed under the operation
“@”. If we fix any z1,22 € B;, their sum is in the set B; , according to the
equation (5):

Bi ;) = Biu, D ($1 EBLCQ).

This completes the proof.

This theorem sets up a way of finding the invariant subset A™. First of all we
need to enumerate pairs (A;, B;) of coset of (Fy, ®) so that 7(A;) = B;.

In this work we analyze the Kuznyechik block cipher that is known to be
an SPN* and prove that |E| = 0. To prove this fact, let us first prove the
following theorem.



Theorem 2 Let F': Fi" — Fi" be a round function of a key-alternating SPN*,

Ai, X...xA;,, is avertex of a cycle of graph &, Bj, x...xB;, =S (A, X ... x A4;,).
For any z € {1,...,m} A;,, B;, =B;. ®b;, is a coset in (Fq, ®), where B,

is a subgroup, and

U. ={0} x...x {0} x B;, x{0} x...x{0}.

z

Then the set W, = L (U,) takes the form of:

W,=W, x...xW

Zm

where W, is a coset of some subgroup of (F,, ®) so that there is a constant
¢, where ™ (W, & cp,) is also coset of a subgroup of (Fy,®), h={1,...,m}.

Proof Let’s consider the following set
le X ... X Bjm = le X ... X Bjm @(bjl,...,bjm).
Without a loss of generality let’s consider h = 1.

L(BJ X ... XBjm) :L(le X ... X Bjm)@L(bju"'abjm) =
ZL({O} X Bj2 X ... X Bjm)@L(bjlw-wbjm)@L(Ul) =
= L({O} X sz X ... X Bjm) @L(bju""bjm) EBWl (6)

Uy is a subgroup in F}* then L(U;) = Wy is a subgroup in ;" too. Moreover,
let

wi={(wf),.. ;0| e (1, ol

Then for any z = {1,...,m} Wy, = {w@ jedl,..., |U1|}} is a subgroup
in Iy because L = (I; j)mxm, lij € F.
According to theorem 1

L(Bj, x...xB; )=C;, x...xCp,, =C, x...xC, ®(cry,...,0a,), (7)

m

where C;, is a subgroup in (F,, ®), ¢;, € Fy, z € {1,...,m}. From equations
(6) and (7) it follows that set W is a subset in

Cl1 X ...x(C @(Cl17~-~7clm)@L(bju--'vbjm)

m

because
(0,...,0) e L{0} x By, x ... xBj,).

At the same time |W; .| = |C;,| from which it follows that C;;, = Wi ,. Using
theorem 1 this theorem is proven.



3 Kuznyechik permutation properties

Increased attention has been paid to the permutation of the Russian startedi-
zed algorithm Kuznyechik [8] in recent years. Its first decomposition was found
by Alex Biryukov, Leo Perrin, and Aleksei Udovenko [9]. In this work we call
it a BPU-decomposition. Some other curious properties were found in [10,4].
The BPU-decomposition has a rather simple design (see fig. 1) which can be
used for an efficient implementation on various platforms [11].

Fig. 1 BPU-decomposition, [9]

The following algorithm was found by [9] to implement the S-Box of Kuznyechik.
Let Fou = GF(24,-,@) = GF(2)[y]/(f(y)) be a finite field with 2* elements
and an irreducible polynomial f(y) = y* @ y> ® 1. Every element x € Fys can
be considered as a concatenation of [, € Fos using a bit representation of x:

x=(x1,...,28) = (||r), I = (x1,...,24), r = (X5,...,Ts5).
Using this bijection, the algorithm from [9] can be presented as follows:
Lo (L[ r):=a(l]r),
2. if r =0, then [ := (), else | := vy (I - I(r));
3. r=o(r-pl),
4. return (I || r) :=w(l ] r),
where nonlinear transformations vy, v1, I, o, ¢ are given in the following

table (we consider that elements of Fos can be shown in the hexadecimal
representation):

110 1, ¢ 8 6, f 4, e 3, d b, a 2,9 7, 5
vp |2, 5 3 b, 6, 9, e a 0 4, f 1, 8 d, ¢ 7
v |7 6, ¢ 9 0 f 8 1, 4, 5 b, e d, 2, 3, a
o |b, 2, b, 8 ¢ 4, 1, ¢ 6, 3, 5 8 e 3, 6, b
c|c d, 0, 4, 8 b, a, e 3, 9 5 2 f 1, 6, 7




and linear transformations a and w are the following;:

According to Theorem 1, we must look for a coset A; of some subgroup
of (Fq,®), which is mapped by the S-Box to some coset B; of a subgroup of
(Fy, ®). Let us show that the BPU-decomposition allows us to extract such

cosets.

Proposition 3 For S-Box w of Kuznyechik there are two pairs of subgroups

(Ai; Bi)

00001000
01000001
01000011
11101111
10001010
01000100
00011010

00100000

00001010
00000100
00100000
10011010
00001000
01000100
10000010
00000001

= A= {a" (0xd-zz)|z € Fa}, Br = {B(Olly)|y € Fau},
— As={a7 (@l0)|x €Fas}, By = {B(y]0)]y € Fau},

so that there is a,b € F§: 7(A; ®a) = B; ®b.

Proof Let T be an affine-equivalent permutation of 7 (see fig. 2):

T(z) =w ' (7 (o ! (z)) ® (0x2]0xc)) .

Fig. 2 Decomposition of 7

If we show that for

— A} = {(0xd - z||z)| x € Faa}, B} = {(0[ly)| y € Fau},
— Ay ={(@]|0)| z € Fas}, By = { (yll0)y € Fas},




w'?xd x 0x0 0x0
2l
I —
0xd
141 o
0x2 02
0xb x
p {E
z-0xb #0 ¥ {E
o UOXO
o(z - 0xb Oxc
x2 XC ) 7 0x2 5 Oxc
X XC
0x0 0x0
x0 7 0x 0x0  0x0

Fig. 3 7 maps A} to B}

equation 7 (A}) = B} is true for every i € {1,2}, we'll be able to prove the
proposition.
Without a loss of generality, let’s consider case i = 1 (fig. 3) case i = 2 can
be considered similarly (fig. 4).
If x is not equal to 0, then z-0xd-z~1 = Oxd is a constant and v; (0xd) & 0x2 = 0x0.
It’s obvious that 7 maps the set {(z - Oxd||z), € Fi.} to {(0[|y), y € F5.}
because of the facts: ¢ (0x2) # 0, z1-0x2 = 24 -0x2 & 21 = x9, 0 is a bijection
and o (0) = Oxc.
If 2 is equal to 0 then 7 (0]|0) = (0]0).

The proved proposition only indicates that such cosets exist, but does
not prove that others do not exist. To enumerate them all, let’s consider an
algorithm that works for any permutation. Let span(S) be a linear span of set
S. Using the ideas from [12] the following algorithm can be proposed:

Algorithm 1.

1.7:=0
2. for every a,b € Fy:
(a) A+ {0}
(b) B; < span (7 (A; ® a) ® b);
(c) A; + span (771 (A; & b) @ a);
(d) if A; =span(A;) then:
— if |Az| 7& 28, pI'il’lt(Al = Ai D a, Bz = BZ (&5) b), 141+ 1,
— for every x € F§\A;: A; + span (A; Ux), go to step (2.b);
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IF24 0x0

0x0
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F s

Oxc
x2 XC

F24 0x0

Fig. 4 Invariant subspace of T

Proposition 4 Algorithm 1 is correct.

Proof It’s obvious that if there is coset A; C F§ so that a permutation 7 maps
it into coset B; C F§ then algorithm 1 will print it.

Definition 1 A pair of sets (A;,B;) is an I pair of sets for permutation
w: Fg — Fy if there is a,b € Fy so that

Subspaces A; and B; are called LI and RI sets for 7 correspondingly.

In proprosition 3 we found two I pairs of sets (A;, B;) for permutation ;
every set consists of 16 elements. Using algorithm 1 one can find such pairs of
sets of any size. We implemented it and founded:

— 2 1 pairs (A;, B;), |Ai| = |B;| = 16;
— 1943 T pairs (A;, Bi), [Ai| = [Bi| = 4;
— 27301 pairs (Au 81)7 ‘Az‘ = ‘Bz‘ = 2.

4 Impossibility attack details

Using theorem 2 we can propose the following approach to prove the impos-
sibility of an invariant attack. Let (A;,B;) be an I pair for permutation .
Consider _
BY = {0} x ... x {0} xB; x {0} x ... x {0},
—_———

Jj—1
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L(B) =9 = {(e0, o), k=1, B}

It follows from theorem 2 that every set
T i
oV = {0 k=1, 1Bil}
must be A; — a subset of an LI set for w. Then
Fer,e0 €Fp:m(Ag®er) ® e

is a subgroup of (Fy, ®). Using a computer calculation and the ideas presented
above we proved the following

Proposition 5 Let m be a permutation, L be a linear and S be a nonlinear
transformation of the Kuznyechik algorithm. Then for every I pair (A;,B;),
IB;| > 1, for permutation ® and for every j = {1,...,m}, there is | =

{1,...,m} so that Ci(j’l) is not a subset of any subgroup Ag so that
dep,c0 € Faa: W(Ad@cl) D co
is a subgroup of (Fq, ®).

Let’s consider the most interesting example and take into account an I pair
of sets (A;, B;) proposition 3:

— A; = {0x00, 0x05, 0x22, 0x27, 0x49, Ox4c, 0x6b, 0x6e, 0x8b, 0x8e, 0xa9, Oxac,
0xc2, 0xc7, 0xe0, Oxe5}, By = {0x00,0x01, 0x0a, 0x0b, 0x44, 0x45, 0x4e,
0x4f, 0x92, 0x93, 0x98, 0x99, 0xd6, 0xd7, Oxdc, 0xdd};

— Ay = {0x00,0x01, 0x0a, 0x0b, 0x44, 0x45, Ox4e, 0x4f, 0x92, 0x93, 0x98,
0x99, 0xd6, 0xd7, Oxdc, 0xdd}, Bo = {0x00,0x02, 0x04, 0x06, 0x10, 0x12,
0x14, 0x16, 0x20, 0x22, 0x24, 0x26, 0x30, 0x32, 0x34,0x36};

There are the largest LI and RI sets for 7. We also can mention that B; = As.
If we consider

Bi =By x {0} x ... x {0}
then C| ! = B; = Ay because according to [8] the linear transformation of
Kuznyechik is based on LFSR with the least feedback coefficient equal to
e € FS. At the same time neither C}** # A; @ a nor C}'? # Ay & a for any
a € Fos which means that A;, in G is not A; &c for any ¢ € Fos. Much simpler:

Bj =By x {0} x ... x {0}.
In this case Cy"' = By # A; and Cy'" = By # A;.

5 Conclusion

We presented a new approach to invariant attacks based on S-box proper-
ties of an SPN*. Kuznyechik is an SPN* since it has a linear layer based on
an MDS-matrix. Using a computer calculation we enumerated all I pairs for
permutation 7 of the Kuznyechik algorithm and proved the impossibility of a
generalised invariant attack.
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