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I. GENERAL DESCRIPTION OF THE STUDY 

Relevance of the research topic. The current level of cyber threat is 

estimated at about 2,200 cyberattacks in the world daily, with the annual number of 

cyberattacks worldwide growing by 80%.1 Only some of malicious cyber-enabled 

activities taking place around the world are suspected of being State sponsored ― 

their number based on publicly available information is estimated to be 738 for the 

period from 2005 to 2023 inclusive.2 At the same time, there has been a notable 

upsurge, over the last two decades, in the number of inter-State cyber-enabled 

operations taking place worldwide. 3  Most of them are classified as acts of 

espionage, 4  given that traditional methods of intelligence gathering have been 

supplemented by cyber capabilities, but some incidents (and their number increases 

with advancements in technology) have consequences in the physical space, 

including causing damage to individuals,5 companies,6 infrastructure facilities7 and 

computer networks.8 The relative anonymity and deniability offered by the so-called 

                                                
1 Opening remarks by Doreen Bogdan-Martin, Secretary-General of the International Telecommunications Union, to 

a press conference in the United Nations Office at Geneva, 7 March 2024. URL: 

https://www.itu.int/en/osg/Pages/Speeches.aspx?ItemID=37. 

2 Council of Foreign Relations. URL: www.cfr.org/cyber-operations/. 

3 According to the Council of Foreign Relations that has tracked significant cyber operations since 2005 starting with 

one cyber operation perpetrated by China that year, following with at least 30 State-sponsored cyber operations in 

2015, 76 cyber operations sponsored by States in 2019, 125 incidents in 2022, and 114 in 2023. See: 

www.cfr.org/cyber-operations/. 

4 One of the recent cases is phishing campaign reportedly conducted in March 2023 by the Pakistani cyberespionage 

group APT 36 against the Defence Research and Development Organisation – Indian governmental agency involved 

in research and development of sensitive defence technologies used by the Indian Armed Forces. See: ‘Notorious 

SideCopy APT Group Sets Sights on India’s DRDO’. (Cyble, 21 March 2023). URL: 

https://cyble.com/blog/notorious-sidecopy-apt-group-sets-sights-on-indias-drdo. 

5 E.g., attacks of targeted individuals – human rights activists and university professors by APT37 (aka RedEyes, 

ScarCruft, and Reaper), a hacking group allegedly sponsored by North Korea. See: ‘RedEyes Group Wiretapping 

Individuals (APT37)’ (ASEC, 21 June 2023). URL: https://asec.ahnlab.com/en/54349/.  

6 E.g., attacks against subsidiary companies of multinational corporations based in the US and East Asia, including 

industrial, technology, media, electronics, and telecommunications companies, with further access to the parent 

companies’ network by BlackTech – cyber actors allegedly linked to the People’s Republic of China. See: Press release 

‘CISA, NSA, FBI and Japan Release Advisory Warning of BlackTech, PRC-Linked Cyber Activity’ (CISA, 

27 September 2023). URL: www.cisa.gov/news-events/news/cisa-nsa-fbi-and-japan-release-advisory-warning-

blacktech-prc-linked-cyber-activity. 

7 E.g., targeting from late 2021 to mid-2022 of US critical infrastructure including seaports, energy companies, transit 

systems, and a major US utility and gas entity by Mint Sandstorm – a group allegedly associated with the Iranian 

government. See: Microsoft Threat Intelligence. ‘Nation-State Threat Actor Mint Sandstorm Refines Tradecraft to 

Attack High-Value Targets’ (18 April 2023). URL: www.microsoft.com/en-us/security/blog/2023/04/18/nation-state-

threat-actor-mint-sandstorm-refines-tradecraft-to-attack-high-value-targets/. 

8 E.g., an attack allegedly committed by a North Korean hacking group of the networks of Seoul National University 

Hospital in 2021 as a result of which hackers gained access to the personal medical records of hundreds of thousands 

https://www.itu.int/en/osg/Pages/Speeches.aspx?ItemID=37
http://www.cfr.org/cyber-operations/
http://www.cfr.org/cyber-operations/
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‘cyberspace’ make it an attractive operational domain for States to gain strategic 

advantages without the fear of immediate retaliation. Amid the growing reliance on 

digital techniques and interconnectedness of cyber infrastructure systems States’ 

vulnerability to cyberattacks is increasing. This vulnerability is not limited to 

military or government networks but extends to the sectors such as energy, finance, 

transportation, and healthcare. The fact that relatively few cyberattacks out of the 

total number of annual cyber incidents are considered being carried out by States 

can be explained by the intention of States to act inconspicuously, focusing on 

searching and obtaining the necessary information rather than carrying out high-

profile actions. That is, States (at least, until recently) have been involved primarily 

in cyber espionage rather than open confrontation in ‘cyberspace’,9 and most of the 

cyberattacks that make the news have been conducted by hacktivists and groups not 

affiliated with a State or disguising any ties with the governments.10 

However, the attitude of certain States towards the secrecy of their actions in 

‘cyberspace’ has notably changed after 2022. Thus, since October 2023, the Main 

Intelligence Directorate of the Ukrainian Ministry of Defense has openly 

acknowledged the authorship of at least five episodes of cyberattacks, the most 

plausible of which was the statement about an attack on the Russian company IPL 

Consulting which develops and implements technological solutions for managing 

processes in heavy industry.11 Prior to these incidents, the US officially recognized 

operation ‘Glowing Symphony’ against ISIS12 in 2016,13 and Australia announced 

                                                
patients. See: Shreyas Reddy, ‘North Korean Hackers Stole 830K People’s Data in Attack on Seoul Hospital: ROK’ 

(NK News, 10 May 2023). URL: www.nknews.org/2023/05/north-korean-hackers-stole-830k-peoples-data-in-attack-

on-seoul-hospital-rok/. 

9 See, e.g.: Russell Buchan, Cyber Espionage and International Law (Hart Publishing, 2019). 

10 Шакиров О., «Официальный взлом: почему в Москве и Киеве начинают открыто говорить о кибервойне» 

[Official hack: why Moscow and Kyiv are starting to talk openly about cyberwar] (Forbes, 20 December 2023). URL: 

https://www.forbes.ru/mneniya/502767-oficial-nyj-vzlom-pocemu-v-moskve-i-kieve-nacinaut-otkryto-govorit-o-

kibervojne. (in Russian). 

11 Martin Fornusek, ‘Military Intelligence Claims Cyberattack on IT Company Providing Services to Russian Defense 

Industry’ (The Kyiv Independent, 27 January 2024). URL: https://kyivindependent.com/military-intelligence-claims-

powerful-cyberattack-on-russian-it-company. 

12 Terrorist organization banned in Russia. 

13  Dina Temple-Raston, ‘How The U.S. Hacked ISIS’ (npr, 26 September 2019). URL: 

https://www.npr.org/2019/09/26/763545811/how-the-u-s-hacked-isis. 

https://www.npr.org/2019/09/26/763545811/how-the-u-s-hacked-isis
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offensive operations in 2020 against cybercriminals overseas. 14  However, the 

statements of the Ukrainian Main Intelligence Directorate, especially of 

12 December 2023 on hacking of the Federal Tax Service of Russia 15  and of 

17 August 2024 on attacking an Internet provider in Snezhinsk (Chelyabinsk region) 

resulting in the disconnection from the Internet of a number of strategic enterprises 

in the city, including VNIITF (a research institute within Rosatom’s system that 

develops nuclear warheads),16 are unprecedented ― there have never been cases 

before when a State proactively acknowledged a destructive cyberattack on nuclear 

and civilian cyber infrastructure. In a similar mode, on 9 October 2024 an adviser to 

the commander of the Islamic Revolutionary Guard Corps (part of the Iranian Armed 

Forces) publicly stated that Iran carried out a cyberattack on Israeli air defense 

systems during a missile strike on Israel, allowing Tehran to hit its designated 

targets. 17  Probably, official statements on behalf of a Ukrainian governmental 

agency and Iranian Armed Forces are designed for mostly informational effect. Still, 

they show that many former taboos on consideration of the military use of 

‘cyberspace’ have been lifted and bring the debate about State responsibility for such 

malicious acts to the forefront like never before. 

The introduction of artificial intelligence (the ‘AI’) technology18  and the 

                                                
14  Defence Ministers, press release ‘On the offensive against COVID-19 cyber criminals’ (7 April 2020). URL: 

https://www.minister.defence.gov.au/media-releases/2020-04-07/offensive-against-covid-19-cyber-criminals. 

15 @ DIUkraine, 12 December 2023. URL: https://t.me/DIUkraine/3194 (last visited 4 May 2024). 

16 @ DIUkraine, 17 August 2024. URL: https://t.me/DIUkraine/4266 (last visited 19 August 2024). 

17 «Иран сообщил о кибератаке на ПВО Израиля во время ракетного удара» [Iran reports cyberattack on Israel's 

air defenses during missile strike] (in Russian) (ТАСС, 9 October 2024). URL: https://tass.ru/mezhdunarodnaya-

panorama/22079227. 

18 Despite the ubiquitous nature of AI discussions lately, there is no consistent ‘official’ legal definition of AI. In some 

cases, the technical descriptions offered by computer scientists are not suitable for legal analysis, for example when 

AI is defined in terms of an ‘algorithm’, which in turn requires a separate definition and understanding of the social 

meaning and legal content. For the review of different approaches to define AI for the purposes of legal studies, refer, 

e.g. to Jaemin Lee, Artificial Intelligence and International Law (Springer, 2022). P. 6-8. 

This paper does not aim to go deeper into the search for a correct definition of AI; the now traditional approach to 

define AI in the narrow and broad senses suits the purposes of this study: ‘More specifically, that there is a key 

difference between narrow AI such as translation services, chatbots, and autonomous vehicles and general AI—“self-

learning systems that can learn from experience with humanlike breadth and surpass human performance on all tasks”. 

General AI raises broader existential concerns, such as how to align the goals of such a system with our own to prevent 

catastrophic outcomes, but general AI remains a technology still to be developed in the distant future.’ (Joshua P. 

Meltzer, ‘The Impact of Artificial Intelligence on International Trade’ (Brookings, 13 December 2018). 

URL: www.brookings.edu/research/the-impact-of-artificial-intelligence-on-international-trade/#footnote-1. 

https://t.me/DIUkraine/3194
https://t.me/DIUkraine/4266
https://tass.ru/mezhdunarodnaya-panorama/22079227
https://tass.ru/mezhdunarodnaya-panorama/22079227
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increased autonomy (and therefore, unpredictability and unreliability19) of inter-

State cyber operations further enhances States’ vulnerability to malicious activities 

in ‘cyberspace’. One can assume with a certain degree of confidence that the use of 

AI by States will expand. This is evidenced by numerous forecasts by cybersecurity 

experts, 20  and direct declarations of States, 21  coupled with an unprecedented 

increase in investments in research and development of AI-powered capabilities.22  

This rapid development of technology, alongside the spiraling increase in the 

tension of the geopolitical situation, is pushing States not only to develop national 

strategies on reacting to cyber threats for their ‘internal use’, but also to articulate 

their positions in the international arena on individual and collective means of 

response to the malicious actions of other States in ‘cyberspace’. Relevant 

developments in International Law, as well as inter-State practice, have rooted 

motivation of this study, its goals, and methodological approaches. 

Level of development of the topic. The emergence and then the rapid 

development of scientific discussion on the application of International Law to 

‘cyberspace’ and the responsibility of States for malicious cyber activities is 

associated with the first massive cyber incidents against governmental agencies. In 

2007, Estonian government networks were harassed with a distributed denial of 

                                                
19 Marta Stroppa, ‘Legal and Ethical Implications of Autonomous Cyber Capabilities: a Call for Retaining Human 

Control in Cyberspace’ (2023) 25 Ethics and Information Technology. P. 7. 

20 United Nations Institute for Disarmament Research (UNIDIR), ‘The Weaponization of Increasingly Autonomous 

Technologies: Autonomous Weapon Systems and Cyber Operations’. Report No. 7 (2017). URL: 

https://unidir.org/files/publication/pdfs/autonomous-weapon-systems-and-cyber-operations-en-690.pdf; Центр 

стратегических разработок, «Прогноз развития рынка кибербезопасности в Российской Федерации на 2024-

2028 годы» [Russian cybersecurity market development forecast for 2024-2028] (8 October 2024). URL: 

https://www.csr.ru/upload/iblock/f14/bnl532lqmqd0u23s1ftuzw4n3ycm1to1.pdf. (in Russian). 

21 Thus, the Cyber Security Strategy for Germany of 2021 indicates the aim to achieve ‘the highest possible level of 

IT security for AI systems’ and examine continually ‘the opportunities for using AI systems to protect (government) 

IT systems’. See: Cyber Security Strategy for Germany 2021. URL: www.bmi.bund.de/EN/topics/it-internet-

policy/cyber-security-strategy/cyber-security-strategy-node.html, at 46-47. In a similar mode, the US National 

Cybersecurity Strategy of 2023 sets forth as a strategic objective focus on technologies ‘that will prove decisive for 

U.S. leadership in the coming decade’ including AI, and states that such effort ‘will facilitate the proactive 

identification of potential vulnerabilities, as well as the research to mitigate them’. See: The White House, ‘Fact Sheet: 

Biden-⁠Harris Administration Announces National Cybersecurity Strategy’ (2 March 2023). URL: 

www.whitehouse.gov/briefing-room/statements-releases/2023/03/02/fact-sheet-biden-harris-administration-

announces-national-cybersecurity-strategy/, at 25. 

22 The projected growth of the AI market is up to 1.8 trillion US dollars by 2030: ‘Artificial Intelligence (AI) Market 

Size Worldwide in 2021 with a Forecast until 2030 (in million U.S. dollars)’ (Statista). URL: 

www.statista.com/statistics/1365145/artificial-intelligence-market-size/. 

https://unidir.org/files/publication/pdfs/autonomous-weapon-systems-and-cyber-operations-en-690.pdf
http://www.bmi.bund.de/EN/topics/it-internet-policy/cyber-security-strategy/cyber-security-strategy-node.html
http://www.bmi.bund.de/EN/topics/it-internet-policy/cyber-security-strategy/cyber-security-strategy-node.html
http://www.whitehouse.gov/briefing-room/statements-releases/2023/03/02/fact-sheet-biden-harris-administration-announces-national-cybersecurity-strategy/
http://www.whitehouse.gov/briefing-room/statements-releases/2023/03/02/fact-sheet-biden-harris-administration-announces-national-cybersecurity-strategy/
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service (the ‘DDoS’) attack by unknown foreign intruders. 23  Some government 

online services were temporarily disrupted, and online banking was halted. Amid 

complications in relations between Estonia and Russia due to the Estonian 

government’s decision to relocate the ‘Bronze Soldier Memorial’ in Tallinn, a 

‘Russian trace’ was seen in this incident.24 An Estonian student of Russian origin 

was arrested, charged and convicted with one minor element of the attack (targeting 

a political party’s website). Some individuals within the Russian political 

establishment were claimed to have been involved, as well as individuals in 

contested locations such as Transnistria. The attack enhanced the North Atlantic 

Treaty Organization (the ‘NATO’) cooperation with a think tank ‘NATO 

Cooperative Cyber Defence Centre of Excellence’ (the ‘CCDCOE’) been 

established and based in Tallinn. Through the efforts of an international group of 

legal experts, the Tallinn Manual, a guidebook for governments on the application 

of International Law in situations of cyber incidents, was produced.25 It is worth 

noting that the task of the expert group was to commission a major study on cyber 

warfare, and the main focus of the Tallinn Manual was the International Law 

governing the use of cyber force by States and the employment of cyber operations 

during an armed conflict. 

Upon publication of the Tallinn Manual in 2013, the expert group launched 

follow-on research to expand the Manual to encompass the International Law 

governing cyber activities occurring in peacetime. The outcome was the Tallinn 

Manual 2.0 released in 2017, by far one of the most comprehensive analyses of 

International Law applicable to cyber operations. Herewith, the Tallinn Manual 2.0 

examines existing International Law from an operational perspective, while 

doctrinal study of its application to cyber incidents either below or above the 

                                                
23  See, e.g.: Rain Ottis, ‘Analysis of the 2007 Cyber Attacks Against Estonia from the Information Warfare 

Perspective’. URL: 

https://www.ccdcoe.org/uploads/2018/10/Ottis2008_AnalysisOf2007FromTheInformationWarfarePerspective.pdf. 

24  Council of Foreign Relation, ‘Estonian denial of service incident’. URL: https://www.cfr.org/cyber-

operations/estonian-denial-service-incident. 

25  Michael N. Schmitt (Ed.). Tallinn Manual on the International Law Applicable to Cyber Warfare (Cambridge 

University Press, 2013). 
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threshold of cyber warfare has been also conducted in parallel. Moreover, some key 

rules of the Tallinn Manuals have gained rather limited support in State practice, 

aligned with the uncertain position of States (including those active in ‘cyberspace’) 

towards the Tallinn Rules and the direction in which International Law norms and 

institutions governing information and communication technologies (the ‘ICTs’) are 

likely to develop. Thus, the difficulty in ascertaining whether States accept the 

Tallinn Manuals and wish them to become authoritative articulations of 

International Law governing cyber operations gives some commentators reasons to 

doubt that the Tallinn Manuals are a set of rules and not a ‘book on the shelf’.26 The 

International Group of Experts, who authored the Tallinn Manuals, consisted of 

legal scholars and practitioners mostly from the NATO States. The predominantly 

diplomatic and military backgrounds of the Tallinn Manuals’ authors lend it a degree 

of authority within governmental and military circles, influencing its reception and 

use in policy discussions and military training. However, this background also raises 

concerns about potential bias in interpretations of International Law in the Manuals, 

potentially favoring State-centric perspectives over those that prioritize human rights 

or civilian interests, as well as the focus on the military paradigm and treatment of 

States active in ‘cyberspace’ as potential allies or adversaries. The expertise of the 

International Group of Experts provided valuable insight for addressing the 

practicalities of cyber warfare, but it is crucial to acknowledge the potential for the 

Tallinn Manuals’ inherent biases. Moreover, the diverse range of perspectives 

among the authors reduces the Manuals’ credibility as an objective source of legal 

interpretation and its use as a subsidiary means for the determination of rules of law 

in accordance with Article 38(d) of the Statute of the International Court of Justice. 

As the practice and positions of States have been accumulated, as well as the 

conclusions of experts ― the authors of the Tallinn Manuals have been rethought, 

several comprehensive studies have been published on the application of 

International Law, including the law on State responsibility, to the actions of States 

                                                
26 Dan Efrony and Yuval Shany, ‘A Rule Book on the Shelf? Tallinn Manual 2.0 on Cyberoperations and Subsequent 

State Practice’ (2018) 4 American Journal of International Law. P. 583–657. 
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and non-State actors in ‘cyberspace’. Thus, François Delerue has remarkably 

contributed to the discussion of the lawfulness of different types of cyber operations, 

their attribution to a State, and defenses against State-sponsored cyber operations 

under the law of international responsibility. In his seminal monograph Cyber 

Operations and International Law 27  Delerue offered a comprehensive and 

systematic analysis of the question of remedies available to the victim State. He 

concluded that countermeasures should be considered the main form of self-help 

against State-sponsored cyber operations, however, the law of State responsibility 

does not provide an answer on suitable solutions for responding to cyber operations 

in every situation ― some cases cannot be solved solely through the law of State 

responsibility.28 Moreover, Delerue specified that his monograph adopts a positivist 

approach to International Law, although the relationship between International Law 

and cyber operations also deserves to be studied using other theoretical frameworks 

and approaches.29 

The Research Handbook on International Law and Cyberspace30 edited by 

Nicholas Tsagourias and Russel Buchan is another example of thorough 

examination of various aspects of the International Law norms and principles 

application to ‘cyberspace’, including qualification of malicious cyber intrusions, 

cyberattacks and jus ad bellum, cyber warfare, as well as regional and national 

approaches to cybersecurity.  

The military paradigm to treat inter-State cyber operations has been for a 

while and still remains the focus of attention in academia, in particular, application 

of the threshold of ‘use of force’ and ‘armed attack’ to cyber operations and the 

conditions when relevant threshold is deemed met. In this strand of research, the 

book of Marco Roscini Cyber Operations and the Use of Force in International Law 

represents an example of a comprehensive study of application of jus ad bellum 

                                                
27 François Delerue, Cyber Operations and International Law (Cambridge University Press, 2020). 

28 Ibid. P. 496. 

29 Ibid. P. 47. 

30  Nicholas Tsagourias, Russel Buchan (Eds.), Research Handbook on International Law and Cyberspace (Elgar 

Publishing, 2021).  
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norms of International Law to cyber-enabled incidents.31 In numerous subsequent 

papers on cyber warfare, the authors, based, among other things, on Roscini’s 

research, examine the grounds for qualification of a cyberattack as the ‘use of force’ 

or an ‘armed attack’ triggering the right to self-defence and collective security 

measures32 (including those under Article 5 of the North Atlantic Treaty33). Other 

issues of concern in this field involve preemptive self-defence, self-defence against 

non-State attackers, and defensive actions within third States (non-perpetrating the 

underlying cyber operation).34 

Cyberattacks have also brought forth various challenges concerning the 

application of International Humanitarian Law (the ‘IHL’), particularly its 

established principles such as distinction, proportionality, and military necessity in 

cyber warfare scenarios. Scholarship in this field includes studies on the status of 

computer data as an ‘object’ in the meaning of IHL;35 protection of civilians in the 

event of a cyber conflict in accordance with IHL norms;36 responsibility of States 

and non-State actors in complying with IHL during cyber operations within armed 

conflicts.37 Position papers of the International Committee of the Red Cross play an 

important role in interpretation and adaptation of existing IHL norms to ensure the 

protection of civilians and upholding humanitarian principles in the digital age.38 

                                                
31 Marco Roscini, Cyber Operations and the Use of Force in International Law (Oxford University Press, 2014). 

32 James A. Green, ‘The Regulation of Cyber Warfare under the Jus ad Bellum’ in Cyber Warfare: A Multidisciplinary 

Analysis (James A. Green ed., 2015); Jay P. Kesan, Carol Mullins Hayes, ‘Mitigative counterstriking: Self-defense 

and deterrence in cyberspace’ (2011-2012) 25 Harvard Journal of Law and Technology. P. 429-543; Ferry Oorsprong, 

Paul Ducheine, and Peter Pijpers, ‘Cyber-attacks and the right of self-defense: a case study of the Netherlands’ (2023) 

6(2) Policy Design and Practice. P. 217–239. 

33 The North Atlantic Treaty. Washington D.C., 4 April 1949. 

34 Michael N. Schmitt and Anusha S. Pakkam, ‘Cyberspace and the Jus ad Bellum: The State of Play’ (2024) 103 

International Legal Studies. P. 193-229. 

35 Ori Pomson, ‘“Objects”? The Legal Status of Computer Data under International Humanitarian Law’ (2023) 28 

Journal of Conflict and Security Law. P. 349-387. 

36 Rain Liivoja and Tim McCormack, ‘Law in the Virtual Battlespace: The Tallinn Manual and the Jus in Bello’ (2012) 

15 Yearbook of International Humanitarian Law. P. 45-58. 

37 Herbert Lin, ‘Cyber Conflict and International Humanitarian Law’ (2020) 94(886) International Review of the Red 

Cross. P. 515-531. 

38  ICRC, ‘International Humanitarian Law and Cyber Operations During Armed Conflicts’. URL: 

https://www.icrc.org/en/document/international-humanitarian-law-and-cyber-operations-during-armed-conflicts; 

ICRC, ‘Protecting Civilians Against Digital Threats During Armed Conflict’. URL: 

https://www.icrc.org/en/document/protecting-civilians-against-digital-threats-during-armed-conflict, at 4. 

https://www.icrc.org/en/document/protecting-civilians-against-digital-threats-during-armed-conflict
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Another line of inquiry relates to the application of International Human 

Rights Law (the ‘IHRL’) to alleged inter-State cyber operations. While debate over 

whether or not IHRL applies to ‘cyberspace’ has more or less been affirmatively 

settled, it is ongoing with respect to the exact content and scope of application of 

IHRL in the context of cyber operations. As pointed by Gabor Rona and Lauren 

Aarons, unique features of ‘cyberspace’ (such as vulnerability of individuals’ 

personal data through ‘cyberspace’ or the potential of acts emanating from or 

involving ‘cyberspace’ to cause grave disruption and harm) present new challenges 

to the application of this set of norms.39 Thus, research in this area is currently 

focused on the situations when application of IHRL in ‘cyberspace’ remains unclear 

or the norms turn out to be ill-suited for the cyber context.40 

The increase in the number and intensification of cyber operations allegedly 

organized or sponsored by States has fueled the debate about State responsibility for 

hostile actions in ‘cyberspace’, as well as about the means of self-help available to 

victim-States. In this sense, the academic discussion of collective responses to this 

common threat has received a second wind against the backdrop of increasing 

‘naming and shaming’ of particular States in the systematic commission of 

wrongdoings in ‘cyberspace’.41  The research on potential means of response to 

malicious cyber-enabled activities is presented predominantly by the studies on 

shared responsibility for cyber operations jointly conducted by multiple States,42 

                                                
39 Gabor Rona and Lauren Aarons, ‘State Responsibility to Respect, Protect and Fulfill Human Rights Obligations in 

Cyberspace’ (2015-2016) 8 Journal of National Security Law & Policy. P. 503-530.  

40  See, e.g.: Alessandro Morelli and Oreste Pollicino, ‘Metaphors, Judicial Frames, and Fundamental Rights in 

Cyberspace’ (September 2020) 68(3) The American Journal of Comparative Law. P. 616–646; Aryan Babele, 

‘Intrusive Tech-Enabled Surveillance and “National Security” Secrecy: Mounting Concerns of Mass Snooping amid 

Informational Asymmetry’ (Spring 2021) 29(1) International Journal of Law and Information Technology. P. 24–56; 

Quoc-Tan-Trung Nguyen et al, ‘Human Right Concerns in Vietnam’s Cybersecurity Law: From International 

Discourse to a Comparative Perspective’ (November 2022) 14(3) Journal of Human Rights Practice. P. 968–985; 

Adaena Sinclair-Blakemore, ‘Cyberviolence Against Women Under International Human Rights Law: Buturugă v 

Romania and Volodina v Russia (No 2)’ (March 2023) 23(1) Human Rights Law Review, 

ngac033, https://doi.org/10.1093/hrlr/ngac033. 

41 Martha Finnemore and Duncan B. Hollis, ‘Beyond Naming and Shaming: Accusations and International Law in 

Cybersecurity’ (2020) 31(3) European Journal of International Law. P. 969-1003. 

42 Berenice Boutin, ‘Shared Responsibility for Cyber Operations’ (2019) 113 AJIL Unbound. P. 197-201. 

https://doi.org/10.1093/hrlr/ngac033
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doctrine of self-defence,43 countermeasures,44 and unilateral economic sanctions.45  

Finally, it is worth noting that the use of AI in the malicious actions of States 

in ‘cyberspace’ has received some, albeit limited, attention in the scientific literature 

in connection with the discussion of the so-called autonomous cyber capabilities.46 

The body of scholarship formed in recent years discusses application of existing 

norms of International Law to new situations related to the use of AI technologies 

by States, including the issues such as breach of the principles of sovereignty and 

non-intervention by autonomous cyber capabilities; 47  interpretation of the 

precautionary principle of International Law with respect to ‘lethal AI’;48 challenges 

for the IHL caused by the use of lethal autonomous weapons system (the ‘LAWS’) 

and lethal autonomous robotic system (the ‘LARS’).49  However, unilateral and 

collective measures of self-help against autonomous malicious cyber-enabled 

activities have not received significant attention in the literature. One of the purposes 

of this study is to contribute to filling this research gap by providing the analysis of 

the applicability of the International Law norms on prohibition of the use of force, 

attribution and self-defence specifically with respect to the AI-powered cyber 

operations. 

                                                
43 Jay P. Kesan, Carol Mullins Hayes, ‘Mitigative counterstriking: Self-defense and deterrence in cyberspace’ (2011-

2012) 25 Harvard Journal of Law and Technology. P. 429-543; Ferry Oorsprong, Paul Ducheine, and Peter Pijpers, 

‘Cyber-attacks and the right of self-defense: a case study of the Netherlands’ (2023) 6(2) Policy Design and Practice. 

P. 217–239. 

44 Nicholas Tsagourias, ‘The Law Applicable to Countermeasures against Low-Intensity Cyber Operations’ (2015) 

14(1) Baltic Yearbook of International Law Online. P. 105-123; Przemysław Roguski, ‘Collective Countermeasures 

in Cyberspace – Lex Lata, Progressive Development or a Bad Idea?’ 2020 12th International Conference on Cyber 

Conflict (CyCon). DOI: 10.23919/CyCon49761.2020.9131715. 

45 Iryna Bogdanova and Maria Vasquez Callo-Muller, ‘Unilateral Cyber Sanctions: Between Questioned Legality and 

Normative Value’ (2021) 54(4) Vanderbilt Journal of Transnational Law. P. 911-954. 

46 Rain Liivoja, Maarja Naagel and Ann Väljataga, ‘Autonomous Cyber Capabilities under International Law’ (2019) 

NATO CCDCOE Publications. URL: https://ccdcoe.org/library/publications/autonomous-cyber-capabilities-under-

international-law/. 

47 Michael N. Schmitt, ‘Autonomous Cyber Capabilities and the International Law of Sovereignty and Intervention’ 

(2020) 96 International Law Studies. P. 549-576. 

48 Denise Garcia, ‘Lethal Artificial Intelligence and Change: The Future of International Peace and Security’ (2018) 

20(2) International Studies Review. P. 334-341. 

49 Eugenio V. Garcia, ‘Artificial Intelligence, Peace and Security: Challenges for International Humanitarian Law’ 

(2019) Cadernos de Política Exterior nº 8, Instituto de Pesquisa de Relações Internacionais (IPRI), Brasilia. URL: 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3595340. 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3595340
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Only few issues covered in this thesis were addressed in the Russian 

scholarship. The recent PhD thesis of Darya Shtodina (Д. Д. Штодина) is devoted 

to the position of the US on the international legal regime of ‘cyberspace’,50 though 

it focuses on the analysis of the US strategies and the key tensions between the US 

and the Russian Federation in the area of ‘cyberspace’ regulation, in particular, 

different approaches of the two States to the possibility of applying the ‘military 

paradigm’ in assessing malicious use of ICTs. In her dissertation research, 

A. Martirosyan (А. Ж. Мартиросян) summarizes various approaches to the 

terminology of regulating security in the field of ICTs application and also examines 

the specifics of ICTs regulation in the field of international maritime and space law, 

however, the issues of responsibility of States for malicious use of ICTs are not 

considered.51  

The fundamental issues of State sovereignty and the operation of the non-

interference principle in ‘cyberspace’ are discussed in the writings by Vera Rusinova 

(В. Н. Русинова)52 and Nadejda Lipkina (Н. Н. Липкина),53 also in co-authorship 

with Dmitry Krasikov (Д. В. Красиков).54  

International legal aspects and problems of ensuring State information 

security were considered in earlier dissertations of candidates of legal sciences 

                                                
50  Штодина Д. Д. Международно-правовой режим киберпространства: позиция США [International Legal 

Regime of Cyberspace: the US Position]: дис. … канд. юр. наук. М., 2023. (in Russian). 

51 Мартиросян А. Ж. Международно-правовое регулирование обеспечения безопасности в сфере 

использования информационно-коммуникационных технологий [International Legal Regulation Of Security in 

the Use of Information and Communication Technologies]: дис. … канд. юр. наук. М., 2024. (in Russian). 

52  Русинова В. Н., Ассаф А. Н., Мошников Д. К. Спор о суверенитете в киберпространстве: содержание, 

пределы и перспективы развития позитивистского дискурса [Dispute on Sovereignty in Cyberspace: Content, 

Limits, and Prospects for the Development of Positivistic Discourse]. (2020) 19(3) Международное правосудие. 

С. 55-66 (in Russian); Русинова В. Н. Международно-правовой принцип невмешательства и кибероперации: 

неоправданные ожидания? [The International Legal Principle of Non-Interference and Cyber-Operations: 

Unjustified Expectations?]. (2018) 25(1) Международное правосудие. С. 38-52. (in Russian); Vera Rusinova, 

‘Principle of the Sovereign Equality of States in the Digital Realm’ in Digital International Relations, A. Baykov, 

E. Zinovieva (eds.), Palgrave Macmillan, 2023. P. 91-105. 

53 Липкина Н. Н. Принцип суверенитета государства в киберпространстве: подходы к определению правовой 

природы в современном международном праве [Principle of State Sovereignty in Cyberspace: Approaches to 

Determining its Legal Nature in Contemporary International Law]. (2020) 5 Вестник СГЮА. С. 108–113. (in 

Russian). 

54  Принцип территориального суверенитета и концепция делимитации юрисдикций государств в 

киберпространстве [The Principle of Territorial Sovereignty and the Concept of Delimitation of State Jurisdictions 

in Cyberspace] / Д. В. Красиков, Н. Н. Липкина. – Саратов : ИЦ «Наука», 2021. – 153 с. (in Russian). 
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Alexey Kubyshkin (А.В. Кубышкин),55 Vyacheslav Fedulov (В. И. Федулов),56 

Grigory Krylov (Г. О. Крылов), 57  Olga Mozolina (О. В. Мозолина) 58  and 

Konstantin Prokofiev (К. В. Прокофьев),59 though these writings do not contain 

detailed analysis of the matters of State responsibility. A number of works address 

specific issues of international responsibility for the malicious use of ICTs, but 

mostly with a focus on the context of an armed conflict: such writings include the 

dissertations by Daria Savenkova (Д. Д. Савенкова), 60  Alyona Smirnova 

(А. Н. Смирнова)61 and Aslanbek Bisultanov (А. К. Бисултанов).62 The threats to 

the information-psychological security in the Russian Federation caused by the rapid 

development of the ICTs and their potential misuse are addressed in the doctoral 

dissertation of Aleksandr Smirnov (А. А. Смирнов),63 along with a few monographs 

authored and edited by Tatiana Polyakova (Т. А. Полякова).64 The questions of 

                                                
55  Кубышкин А. В. Международно-правовые проблемы обеспечения информационной безопасности 

государства [International Legal Problems of Ensuring Information Security of the State]: дис. … канд. юр. наук. 

М., 2002. (in Russian). 

56  Федулов В. И. Международно-правовые аспекты защиты компьютерной информации [International Legal 

Aspects of Computer Information Protection]: дис. … канд. юр. наук. М., 2006. (in Russian). 

57 Крылов Г. О. Международный опыт правового регулирования информационной безопасности и его 

применение в Российской Федерации [International Experience of Legal Regulation of Information Security and 

its Application in the Russian Federation]: дис. … канд. юр. наук. М., 2007. (in Russian). 

58 Мозолина О. В. Публично-правовые аспекты международного регулирования отношений в Интернете 

[Public Law Aspects of International Regulation of Relations on the Internet]: дис. … канд. юр. наук. М., 2008. (in 

Russian). 

59  Прокофьев К. В. Международно-правовые проблемы обеспечения международной информационной 

безопасности в сети Интернет [International Legal Problems of Ensuring International Information Security on the 

Internet]: дис. … канд. юр. наук. М., 2009. (in Russian). 

60  Савенкова Д. Д. Институт юридической ответственности в системе правового обеспечения 

информационной безопасности в Российской Федерации [Institute of Legal Responsibility in the System of Legal 

Provision of Information Security in the Russian Federation]: дис. … канд. юр. наук. М., 2019. (in Russian). 

61 Смирнова А. Н. Прогрессивное развитие норм международного гуманитарного права о запрещенных 

методах и средствах ведения войны [Progressive Development of the Rules of International Humanitarian Law on 

Prohibited Methods and Means of Warfare]: дис. … канд. юр. наук. М., 2017. (in Russian). 

62  Бисултанов А. К. Развитие международного гуманитарного права в условиях изменяющейся природы 

современных вооруженных конфликтов [The Development of International Humanitarian Law in the Changing 

Nature of Contemporary Armed Conflicts]: дис. … канд. юр. наук. М., 2016. (in Russian). 

63 Смирнов А. А. Формирование системы правового обеспечения информационно-психологической 

безопасности в Российской Федерации [Formation of a System of Legal Support for Information and Psychological 

Security in the Russian Federation]: дис. … д-ра. юр. наук. М., 2022. (in Russian). 

64 Формирование системы правового регулирования обеспечения информационной безопасности в условиях 

больших вызовов в глобальном информационном обществе [Formation of the system of legal regulation of 

information security in the context of great challenges in the global information society] / Т. А. Полякова, 

А. В. Минбалеев, А. А. Чеботарева [и др.]. – Саратов : Амирит, 2022. – 332 с. (in Russian); Новые горизонты 

развития системы информационного права в условиях цифровой трансформации [New horizons for the 

development of the information law system in the context of digital transformation] / Т. А. Полякова [и др.]. – 
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establishing the State jurisdiction in ‘cyberspace’ are considered in the doctoral 

dissertation of Lyudmila Terentyeva (Л. В. Терентьева) on judicial jurisdiction over 

cross-border private law disputes in ‘cyberspace’.65 At the same time, the present 

dissertation is the first comprehensive study examining the use of individual and 

collective measures of coercion in response to malicious actions of States in 

‘cyberspace’. Its particular novelty consists in analysing the malicious use of AI in 

inter-State cyber operations and their qualification from the International Law 

standpoint. 

The goal of the dissertation research is to develop a comprehensive 

International Law-based approach to assessing the legality of individual and 

collective coercive measures applied by States in response to malicious acts in 

‘cyberspace’ attributed to a State, as well as their effectiveness to halt, prevent and 

punish the attacking States. It is intended to consider the positions of States on the 

issues of responsibility for malicious State-sponsored cyber operations, as well as to 

examine the facts of individual and collective responses to inter-State cyberattacks 

using the tools of positivistic and non-positivistic analysis. 

The objectives of this study are conditioned by the set goal: 

̶ to collect and summarize official States positions on the issues of 

responsibility for the malicious use of cyber means by States;  

̶ to analyze the emerging approaches of States to the issue of application 

of offensive and defensive AI-powered cyber operation and their compatibility with 

International Law; 

̶ to identify practical cases of individual and collective responses to 

inter-State cyber operations and qualify them from the International Law standpoint; 

                                                
Москва : ИГП РАН, 2022. – 368 с. (in Russian); Международная безопасность в среде информационно-

коммуникационных технологий: Коллективная монография по проблеме применения норм ответственного 

поведения государств в ИКТ-среде [International Security in the Information and Communications Technology 

Environment: a Collective Monograph on the Application of Norms of Responsible State Behavior in the ICT 

Environment] / А. А. Стрельцов, А. Я. Капустин, Т. А. Полякова [и др.]; Национальная Ассоциация 

международной информационной безопасности. – Москва : НАМИБ, 2023. – 132 с. (in Russian). 

65 Терентьева Л. В. Судебная юрисдикция по трансграничным частноправовым спорам в киберпространстве 

[Judicial Jurisdiction over Cross-Border Private Law Disputes in Cyberspace]: дис. … д-ра юр. наук. М., 2021. (in 

Russian). 
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̶ to assess the effectiveness of measures taken by States individually and 

in an alliance to respond to cyberattacks by other States using the instruments of 

economics and international relations theory; and 

̶ to identify possible tendencies and propose avenues for the further 

development of international approaches to legal responding to the threat posed by 

States in ‘cyberspace’. 

The object of the dissertation research is constituted by the social relations 

that are formed due to the application of coercive measures in response to malicious 

activities of States in ‘cyberspace’.  

The subject-matter of the study is the legality and effectiveness of the 

coercive measures applied by States as a reaction to the allegedly State-sponsored 

malicious cyber activities. The term ‘coercive measures’ is employed to emphasize 

that retaliatory actions applied by victim States are not limited to bringing the 

attacking State to responsibility for internationally wrongful acts and include other 

measures of response such as economic sanctions.66  

The scope of the research is, firstly, ratione personae limited to the activities 

that are allegedly conducted or sponsored by States. This entails, in particular, 

analyzing the problem of attribution of the malicious activities to the presumably 

sponsoring State. Second, individual and collective measures, employed both by 

States and international organizations, are within the scope of research. Third, cyber 

operations occurring in peacetime and those occurring during an armed conflict are 

the subject of inquiry, which predetermines the scope ratione legis. 

The methodology of research is conditioned by the goal and objectives of 

the study. Research methods include general scientific and special legal methods, as 

well as application of beyond-positivistic research approaches to International Law.  

Among the general scientific methods, the method of analysis was used, 

including the study of the positions of States on the application of International Law 

                                                
66 For more details on the correlation between the means of ensuring the realisation of international legal responsibility 

and coercive measures, see: Кешнер М. В. Институт реализации международной ответственности 

государств [Institute for the realization of the international responsibility of States]. Москва : Общество с 

ограниченной ответственностью «Проспект», 2024. – 288 с. С. 200-221. (in Russian). 
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in ‘cyberspace’. The method of synthesis was employed to generalise the approaches 

of States to the legality of the measures applied to respond to cyber threats. The 

study also involves the application of methods of formal logic. In particular, the 

method of induction was used to identify the so-called collective (or third-party) 

countermeasures as a separate group of the potential ways to influence States that 

allegedly commit malicious acts in ‘cyberspace’. Deduction was used to examine 

the operation of general institutes of International Law, such as the principle of non-

interference in internal affairs, the prohibition of the use of force, and self-defense. 

The foresight method was used to identify and outline possible trajectories for the 

future development of States’ cyber response strategies, in particular in analysing 

possible consensus-building on the legality of collective countermeasures in the 

context of cyber operations. 

Both doctrinal and empirical methods of research were employed for the 

study. The analysis was informed, first, by the ‘expository’ tradition in legal 

research, contemplating study of legal texts, including the “Official compendium of 

voluntary national contributions on the subject of how international law applies to 

the use of information and communications technologies by states submitted by 

participating governmental experts in the Group of Governmental Experts on 

Advancing Responsible State Behaviour in Cyberspace in the Context of 

International Security” (the ‘Compendium’) and recently adopted national 

strategies on cybersecurity, as well as unilateral and multilateral declarations on this 

matter. Second, this study is partly based on the tradition of methodological 

approaches usually designated in literature as ‘International Law and Economics’,67 

and ‘International Law and International Relations Theory’.68 Namely, it employes 

game theory and cost-benefit analysis, as well as political science theories ― 

                                                
67 See, e.g.: Dan Danielsen, ‘International Law and Economics: Letting Go of the “Normal” in Pursuit of An Ever-

Elusive’ in The Oxford Handbook of the Theory of International Law, Anne Orford, Florian Hoffmann (eds.). OUP, 

2016. P. 453-488. 

68 Andrea Bianchi, ‘International Relations and Social Science Methodologies’ in International Law Theories: An 

Inquiry into Different Ways of Thinking (OUP, 2016). 
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Mancur Olson’s theory of groups, the alliance theory and Francesco Giumelli’s four-

steps sanctions-related analytical framework.  

Finally, the analysis is empirically based on a poll of 48 examples of States’ 

responses to alleged inter-State cyber operations collected from publicly available 

sources, including legal acts, press releases and statements on the websites of the 

reacting States. 

The theoretical basis of the study is formed by the works of Russian scholars 

in the field of the general theory of International Law, responsibility of States for 

internationally wrongful acts, jus ad bellum, international information security, 

including the writings by G. I. Tunkin (Г. И. Тункин), I. I. Lukashuk 

(И. И. Лукашук), V. L. Tolstykh (В. Л. Толстых), V. N. Rusinova 

(В. Н. Русинова), M. V. Keshner (М. В. Кешнер), Yu. S. Bezborodov 

(Ю. С. Безбородов), I. V. Get’man-Pavlova (И. В. Гетьман-Павлова), 

Yu. S. Romashev (Ю. С. Ромашев), A. V. Krutskikh (А. В. Крутских), E. S. 

Zinovieva (Е. С. Зиновьева), N. N. Lipkina (Н. Н.  Липкина), A. A. Strel’tsov 

(А. А. Стрельцов), A. Ya. Kapustin (А. Я. Капустин), G. G. Shinkaretskaya 

(Г. Г. Шинкарецкая), Yu. M. Kolosov (Ю. М. Колосов).  

The theoretical basis of the study is also formed by the works of foreign 

scholars including H. Lauterpacht, J. Crawford, M. Koskenniemi, M. N. Shaw, 

R. Kolb, M. S. McDougal, J. Klabbers, M. Roscini, R. Buchan, J. D. Ohlin, 

F. Delerue, N. Tsagourias, A. Orakhelashvili. The works on the international legal 

aspects of the AI application by T. Tzimas, M. Chinen, B. de Vries, J. Lee formed 

the basis of this study for the analysis of the AI-powered cyber operations. 

The theoretical basis of the interdisciplinarity of the present study is formed 

by the writings on the economic analysis of international law (E. Kontorovich, 

F. Parisi, R. A. Posner, A. O. Sykes), game theory (A. Guzman, R. Eyler, 

M. J. Osborne), theory of economic sanctions (G. C. Hufbauer, G. Francesco, L. van 

den Herik, C. Beaucillon, P. A. G. van Bergeijk), alliance theory (A. J. K. Bailes, 

B. A. Thayer, B. Thorhallsson, R. Corbetta, W. J. Dixon).  
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The normative basis of the study includes documents of the United Nations 

Group of Governmental Experts on Developments in the Field of Information and 

Telecommunications in the Context of International Security and the Open-Ended 

Working Group, resolutions of the United Nations General Assembly referring to 

responsible State behaviour in ‘cyberspace’, official positions of States on 

application of International Law in ‘cyberspace’ and national cybersecurity 

strategies, unilateral statements of States (particularly on attribution of non-State 

actors behaviour in ‘cyberspace’ to States), bilateral and multilateral treaties on 

cooperation in the field of international information security, decisions on 

application of measures of response, namely economic sanctions, to the States 

accused of malicious acts in ‘cyberspace’. The empirical basis of the study is a set 

of 48 practical cases, collected from publicly available sources, when States 

responded to alleged inter-State cyber operations. 

Scientific novelty of the study. This thesis is one of the first dissertation 

studies to offer a comprehensive analytical approach to assessing the legality and 

effectiveness of individual and collective coercive measures used by States in 

response to malicious acts in ‘cyberspace’. A systematic analysis of the most recent 

State practice and opinio juris, including the Compendium, the latest national 

strategies on cybersecurity, bilateral and multilateral treaties and declarations on this 

matter, and the application of the tools of economic and political science allow to 

offer a broad, beyond-positivistic, view on the reaction by States and their groups to 

the misuse of cyber capabilities. The proposed analytical approach makes it possible 

to assess not only the formal legality of the applied coercive measures from the 

perspective of International Law, but also the practical effectiveness of such 

measures in deterring, preventing and punishing States that misuse ICTs. This, in 

turn, enables to formulate scientifically grounded proposals for the specification of 

the relevant norms of International Law and the further development of international 

legal science in the field of States responsibility of for internationally wrongful acts 

in computer networks.  
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Results of the study presented for public defense: 

1. In this thesis, malicious cyber activities are defined as any kind of 

manipulation using cyber means and cyber infrastructure, with or without the use of 

artificial intelligence, aimed at causing damage to a State, its infrastructure, and its 

property. The term ‘coercive measures’ is employed to emphasize that retaliatory 

actions are not limited to holding the attacking State responsible for an 

internationally wrongful act, but also include other measures, such as individual and 

collective restrictive measures of an economic nature. 

A comprehensive analytical approach to assessing the legality and 

effectiveness of coercive measures used in response to alleged inter-State malicious 

activity in the ICT environment has been developed. This approach includes, first, a 

preliminary identification of the possible qualifications of such activities from the 

International Law perspective, considering that they can potentially violate the 

obligation to respect the sovereignty of other States, the principle of non-interference 

in internal affairs, the prohibition of the use of force and, when such operations are 

conducted during an armed conflict, the rules of International Humanitarian Law, as 

well as the obligation of due diligence. Second, the legality of individual and 

collective coercive measures in response to malicious use of ICTs is assessed in 

accordance with applicable International Law. Third, the proposed approach assesses 

the practical effectiveness of such coercive measures by using the tools of economic 

and political science. 

2. The obligation to respect State sovereignty, considered within the formal-

legal analysis in the context of the proposed analytical approach, operates in 

‘cyberspace’ under two conditions: first, the extension of the established 

international legal custom of respecting territorial sovereignty to relations involving 

the use of ICTs; and second, the application of a functional approach to defining the 

nature of sovereignty and its operation in ‘cyberspace’. The functional approach, a 

variation of the competence theory, argues that State powers are not based solely on 

International Law, but are defined by the specific functions and interests a State 

seeks to achieve, allowing for flexible jurisdiction based on individual and public 
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needs. This approach, without presupposing a prior territorial delimitation (as the 

classical theory of sovereignty does with reference to territorial jurisdiction), allows 

for a broader interpretation of State authority and competence in the digital realm, 

and therefore has a potential for addressing the complexities of ‘cyberspace’. 

3. In contrast to sovereignty, the application of the principle of non-

interference to cyber operations is affirmed by the unity of States’ positions. At the 

same time, difficulties arise in identifying the material scope of the principle with 

respect to cyber operations. Both elements of the Nicaragua test, namely domaine 

réservé and coercion, have their limitations in the cyber context, rendering the 

‘classical’ principle of non-interference almost unworkable in practical terms with 

respect to cyber operations. This, in turn, underscores the importance of applying 

the ‘sovereignty as a rule’ approach, so that malicious cyber-enabled acts that do not 

qualify as a violation of the principle of non-interference may nevertheless serve as 

a basis for holding the attacking State responsible for a violation of the obligation to 

respect the sovereignty of the target State.  

4. A cautious approach and restrictive interpretation of the exceptions to the 

prohibition of the use of force, particularly in the form of self-defense against an 

‘imminent’ cyberattack, should be adopted. First, the effect-based, instrument-based 

and target-based approaches reflected in the positions of States indicate that there is 

no unanimity among them on the modalities of applying the jus ad bellum to cyber 

incidents. Second, the matter is further complicated by the fact that the chain of 

consequences triggered by a cyber operation can be significantly longer than in the 

case of a conventional use of force. Third, without questioning the fact that some 

cyber operations can take a military form, the use of analogy can be overstretched 

to produce results that contradict the principled refusal of the drafters of the UN 

Charter to include ‘economic coercion’ within the scope of prohibited conduct. 

5. The difficulties of attribution of autonomous activities in ‘cyberspace’ to a 

State are proposed to be resolved through a presumption of objective State 

responsibility for any malicious use of AI, regardless of the degree of its autonomy 

and whether the State intends to commit an unlawful act or acts in good faith or 
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negligently. This suggestion is based on the fact that the additional element of AI in 

the chain of establishing the link between the person technically carrying out the 

cyber operation and the State may create an almost unresolvable problem for certain 

grounds of attribution, namely on the basis of State control over the conduct, if the 

decision-making regarding the operation is transferred to AI. 

6. The uncertainty as to whether a specific rule of States’ diligent behaviour 

in ‘cyberspace’ has been established in International Law coexists with a general 

dispute on the legal nature and scope of due diligence as a principle of International 

Law, an obligation of conduct or a mere standard of conduct. Given that the 

obligation of ‘cyber due diligence’ has not crystallized in customary International 

Law, commentators suggest conceding that States are still bound by a ‘patchwork’ 

of due diligence obligations (based on primary rules of International Law) to 

prevent, stop and redress harm caused to other States and individuals, and that such 

obligations apply to ‘cyberspace’ by default. While this line of argument 

circumvents the problem of the lack of universal State practice followed from a sense 

of legal obligation for asserting the existence of a customary norm of due diligence, 

this thesis suggests that such approach based on automatic application in 

‘cyberspace’ of primary protective obligations deriving from international 

environmental law, the law of the sea, diplomatic protection, international 

investment law, International Humanitarian Law and International Human Rights 

Law, is unsubstantiated. 

7. Against the backdrop of the problematic application of the lex lata non-

cyber-specific provisions, law making path to concretize how International Law 

applies to ‘cyberspace’ does not currently play a significant role. In the context of 

the almost open confrontation in the cyber-related discourse between the Western 

States, on the one hand, and Russia and China, on the other, there is hardly any 

prospect of rapprochement on the issues of legally binding norms of responsible 

State behaviour in ‘cyberspace’ in the near future (with the exception of cybercrime 

issues). The prospect of agreeing on a hard law international treaty limiting the 

malicious use of AI is also rather low. At the same time, treaty norms will continue 
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to be adopted vis-à-vis ‘like-minded’ States: within regional unions and on a bilateral 

basis. However, the interpretation of the existing norms within the ‘like-minded’ 

States will lead to the fragmentation of their interpretation and hinder crystallization 

of cyber-specific customary rules. 

8. In its current state, International Law does not explicitly provide that 

protection of a collective interest justifies a priori its enforcement by collective, or 

third-party, countermeasures. The clarification of this issue is to be developed in the 

State practice which will depend on the inclination towards a bilateral or collectivist 

model of enforcement. Still, collective countermeasures in response to cyber 

operations may become an expected means of response by ‘like-minded’ States. 

Their legitimation will, therefore, be determined not so much by the development of 

International Law, given the practical difficulty in harmonizing positions among 

States at the current stage, but rather as a part of the general political trend of uniting 

the efforts of States to bring wrongdoers in ‘cyberspace’ to responsibility. 

9. An analysis of empirical data shows that unilateral restrictive measures of 

an economic nature remain the central practical response to cyberattacks employed 

by States, both individually and collectively. Herewith, even if to assume that such 

measures can be legitimately applied outside the procedure under the UN Charter, 

the cyber-related economic sanctions imposed to date by the US, the EU, the UK 

and Australia cannot be qualified as countermeasures. Application of the 

comprehensive analytical approach has revealed that the use of sanctions has not led 

to any visible changes in the number and intensity of malicious cyber acts, thus, 

demonstrating their very limited ability to coerce the target to modify their behaviour 

or to constrain them by reducing their potential to conduct new operations. Thus, 

these restrictive measures in response to cyber operations are efficient only in 

fulfilling the purpose of signaling the alleged organizer of the cyber operation and 

third parties of the sender’s intended course of action, and stigmatization of the 

alleged perpetrator. 

Theoretical significance of the research. This thesis contributes to the 

understanding of what are the preconditions for the legality of coercive measures 
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employed in response to malicious cyber-enabled activities, and how the 

effectiveness of such measures can be assessed. The conclusions drawn in this thesis 

allow, in particular, to systematize further studies of responsive measures applied by 

victim States, or groups of States, to cyber-enabled malicious activities, which 

studies currently are often scattered and fragmented. This creates a methodological 

basis for further research into the problem of the legality of the cyber-related 

measures of coercion, as some of them (including collective countermeasures) are 

nowadays in the ‘grey zone’ of International Law. More generally, the results of this 

study can be used for research on a wide range of issues in branches of International 

Law such as jus ad bellum, International Humanitarian Law, International Human 

Rights Law, as well as for the development of academic disciplines at the 

intersection of International Law and the emerging field of digital law. 

Practical significance of the research. The study has not only theoretical but 

also practical significance, as identifying the parameters of the legality and 

effectiveness assessment is important from practical standpoint to promote 

formulation of adequate policy responses to the misuse of cyber capabilities by ill-

motivated actors. The results of the study can be used to develop specific measures 

within implementation of the State Policy of the Russian Federation in the Field of 

International Information Security,69 as well as substantiation of the official position 

of the Russian Federation as a participant of the Open-Ended Working Group and 

proposed future open-ended action-oriented permanent mechanism on ICTs 

security,70 especially taking into account that Russia is an often victim State and, at 

the same time, is constantly accused of sponsoring malicious cyber actions. 

Approbation of the results of the study and the main publications of the 

author on the topic of research. The dissertation research was prepared on the basis 

of the School of International Law of the National Research University Higher 

                                                
69 Set forth by the Executive Order of the President of the Russian Federation No. 213 dated 12 April 2021. 

70 Annex C “Elements for the Open-Ended Action-Oriented Permanent Mechanism on ICT Security in the context of 

international security” to OEWG Draft Annual Progress Report, 8-12 July 2024. URL: https://docs-

library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-

_(2021)/Letter_from_OEWG_Chair_11_July_2024.pdf.  
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School of Economics (HSE University) and discussed at a meeting of the School of 

International Law of HSE University. 

The main results of the study were presented by the author at all-Russian and 

international conferences:  

― UN Internet Governance Forum 2024 (15-19 December 2024, Riyadh, Saudi 

Arabia); 

― XII Scientific and Practical Conference ‘Law in the Digital Age’ («Право в 

цифровую эпоху») (1 December 2023, Moscow, Russia); 

― Conference ‘Legal Science: History and Modernity’ («Правовая наука: 

история и современность») (27 October 2023, Moscow, Russia);  

― VI International Forum ‘Russia and Iberoamerica in a Turbulent World: 

History and Modernity’ («Россия и Ибероамерика в турбулентном мире: 

история и современность») (4-6 October 2023, St. Petersburg, Russia);  

― International conference ‘Computers, Privacy and Data Protection Conference 

LatAm (CPDP LatAm)’ (19-20 July 2023, Rio de Janeiro, Brazil);  

― International conference ‘Computers, Privacy and Data Protection 

(CPDP2023)’ (24-25 May 2023, Brussels, Belgium);  

― International conference ‘Cybersecurity and Digital Sovereignty: A New Path 

for Brazil’ (9 March 2023, Rio de Janeiro, Brazil);  

― IX Annual International Scientific Conference of Young Scientists ‘Actual 

Problems of World Politics’ («Актуальные проблемы мировой политики») 

(6 December 2022, Moscow, Russia);  

― X St. Petersburg International Legal Forum (28 June 2022, St. Petersburg, 

Russia);  

― International Scientific Conference in Memory of Professor Igor Ivanovich 

Lukashuk ‘Sanctions Policy in International Relations: Between the Rule of 

Law and Coercion’ («Политика санкций в международных отношениях: 

между верховенством права и принуждением») (10 December 2021, 

Moscow, Russia);  
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― XI International Congress of Comparative Law ‘Emergencies: Problems of 

Legal Regulation in Modern Society’ «Чрезвычайные ситуации: проблемы 

правового регулирования в современном обществе» (1 December 2021, 

Moscow, Russia). 

The author participated as an expert in the round table on 16 February 2023 

‘The Global Digital Compact: from ideas to proposals’, organized by the Center for 

Global IT-Cooperation, on elaboration of proposals of Russian organisations to the 

draft of the Global Digital Compact. She also participated in the preparation of an 

expert commentary of the HSE University to the Council of Europe Framework 

Convention on Artificial Intelligence and Human Rights, Democracy and the Rule 

of Law on the request of the Ministry of Digital Development, Communications and 

Mass Media of the Russian Federation (August 2024). 

During her postgraduate studies, the author conducted two long-term 

internships. In March – August 2023 she participated in the CyberBRICS Project on 

the basis of the Center for Technology and Society at Fundação Getulio Vargas Law 

School (Rio de Janeiro, Brazil). During the internship the author delivered 

presentations at three major international scientific and practical conferences, as well 

as participated in workshops, seminars and discussions organized by the Center for 

Technology and Society and devoted to the issues of cybersecurity, regulation of AI 

and international cooperation in the ICTs field. 

In February – July 2024 she participated in the ‘Shanghe Youth’ Advanced 

Trainee Program on the basis of the China National Institute for SCO International 

Exchange and Judicial Cooperation (Shanghai, China). During this period the author 

was taught disciplines in international politics and delivered a lecture to the 

participants of the program and students at the Shanghai University of Political 

Science and Law on the topic ‘Cooperation of SCO member States in the field of 

international information security’. 

In academic year 2022/2023 the author led the research group of seven 

students and PhD candidates ‘From Science Fiction to Legal Science: State 

Responsibility in Cyberspace’. The group conducted seven academic seminars 
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during which each participant presented results of his or her research; two academic 

articles were prepared by the participants ― PhD candidates (including the author); 

and a result-book in two language (English and Russian) was prepared with essays 

and case studies written by the group participants. 

The main conclusions of this thesis were also used in the author’s published 

scholarly articles. 

The scholarly accuracy of this research. The results of the research are 

substantiated by a comprehensive analysis of normative and theoretical material, 

including peer-reviewed publications and scientific papers, documents of 

International Law, national legislation of various jurisdictions, and are confirmed by 

a variety of research methods used. 

The organization of this thesis is based on its goal and objectives. The thesis 

includes an Introduction, three Chapters which are each divided into paragraphs, a 

Conclusion and Bibliography. 

 

II. OUTLINE OF THE THESIS 

The Introduction describes the relevance of the research topic, the level of 

development of the topic, the goal and objectives of the dissertation research, the 

object and subject-matter of the study, its methodological, theoretical and normative 

foundations, scientific novelty, the results of the study presented for public defense, 

theoretical and practical significance of the research, as well as summarizes the data 

on approbation of the results of this study and outlines the organization of the thesis. 

The Chapter One ‘Malicious cyber activities: qualification under 

International Law’ consists of four paragraphs. This Chapter is devoted to formal-

legal analysis within the proposed comprehensive analytical approach: the Chapter 

describes the most common types of inter-State malicious activities in computer 

networks and discusses the application of lex lata norms and principles of 

International Law to such activities; it also analyses possible grounds for attributing 

malicious conduct of non-State actors in the ICT environment to the State. 
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The first paragraph, ‘Malicious cyber- and ICT acts: definitions and 

taxonomies’, reviews existing approaches to the terminology used, including the 

relationship between ‘cyber’ and ‘ICT’ terminology. It also proposes a classification 

of different patterns of hostile State behaviour in so-called ‘cyberspace’ in terms of 

potential violations of obligations under International Law. Apart, the paragraph 

analyses a new category of cyber operations using artificial intelligence: it describes 

their distinctive characteristics that affect the potential qualification of such 

operations under International Law.  

The second paragraph ‘Application of lex lata rules and principles of 

International Law to cyber operations’ analyses the applicability of existing 

norms and principles of International Law to cyber operations (both ‘traditional’ and 

those involving artificial intelligence): the principle of sovereign equality, the 

principle of non-interference in domestic affairs, the prohibition of the use of force, 

International Humanitarian Law, and the obligation of due diligence. In particular, 

the paragraph reveals the content of the discussion on the philosophical and legal 

foundations of the nature of State sovereignty and proves the importance of applying 

the ‘sovereignty as a rule’ approach, so that malicious cyber-enabled acts that do not 

qualify as a violation of the principle of non-interference may nevertheless serve as 

a basis for holding the attacking State responsible for a violation of the obligation to 

respect the sovereignty of the target State. Limitations in the application of the 

classical principle of non-interference in domestic affairs in a relatively new cyber 

context are identified and illustrated. The approaches of various States to the 

evolutionary interpretation of the term ‘force’ (in the context of the prohibition of 

the use of force in International Law), including approaches based on analysing the 

effects, instruments and targets of an attack, are reviewed and commented upon, and 

it is concluded that there is no unanimity regarding the modalities of the prohibition 

of the use of force with respect to cyber incidents. It is argued that applying the 

analogy of kinetic attack to cyber operations may lead to conclusions contrasting the 

well-known refusal of the drafters of the UN Charter to understand ‘economic 

coercion’ as falling under the scope of prohibited behaviour.  
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The paragraph also considers the applicability of International Humanitarian 

Law in ‘cyberspace’. It concludes that established international legal principles of 

International Humanitarian Law, which include the principles of humanity, necessity, 

distinction, and proportionality, apply to attacks conducted through cyber means. 

The paragraph concludes with an examination of the obligations of due 

diligence, the debate on its legal nature as a principle of International Law, a stand-

alone obligation, and a general standard of conduct, and its applicability in the cyber 

context. Based on the analysis of the positions of States, it is shown that to date an 

obligation of ‘cyber due diligence’ of States has not crystallized in customary 

International Law. It is substantiated that the approach proposed in the literature 

based on automatic application in ‘cyberspace’ of primary protective obligations 

deriving from international environmental law, the law of the sea, diplomatic 

protection, international investment law, International Humanitarian Law and 

International Human Rights Law, is unsubstantiated. 

The third paragraph, ‘From lex lata to lex ferenda: the cyber norms 

creating path’, discusses the prospects for creating new legally binding instruments 

on responsible State behaviour in cyberspace and the use of artificial intelligence. 

Through the application of the Transnational Legal Process methodology, it is 

concluded that the normative path of specifying how International Law applies to 

‘cyberspace’ does not currently play a significant role. However, although in the 

coming years such a discussion, in all likelihood, will take place predominately 

among ‘like-minded’ States,  within regional unions, on a bilateral basis, and on non-

State forums, the interpretation of existing norms in the process of such discussions, 

as well as the articulation of the positions of States, has the potential to form a 

general framework on the limits of acceptable cyber-powered activities in an 

informal law-making mode. 

The Chapter One concludes with the fourth paragraph ‘Attribution of 

cyber-enabled activities to a State’. It describes the legal and political reasons that 

complicate the transition from the current practice of ‘naming and shaming’ to 

official attribution of the conduct of non-State actors in ‘cyberspace’ to the State: 
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the need to prove the grounds of attribution, that is the link between the attack 

perpetrator and the State, and to disclose evidence. It is shown that currently States 

do not link the public exposure of the organizer of a malicious cyber act to a breach 

of a particular rule of International Law (i.e., they do not, with few exceptions, 

provide a qualification of the relevant act in accordance with International Law). 

Furthermore, such allegations are not accompanied by the disclosure of evidence 

meeting at least one of the standards that may be applicable under International Law. 

The paragraph analyses the applicability of Articles 8 and 11 of the Articles on 

Responsibility of States for Internationally Wrongful Acts as the most ‘promising’ 

grounds for attribution of cyber operations: in particular, the possible application of 

the ‘effective control’ and ‘overall control’ standards to justify attribution of the 

behaviour of private hacker groups and individuals, including so-called ‘hacktivists’, 

IT firms, and ‘troll factories’, to the State. 

The paragraph also describes practical cases when a State proactively 

recognised cyberattacks conducted by a third party as its own and the possibility of 

attributing such acts under Article 11 of the Articles on Responsibility of States for 

Internationally Wrongful Acts. It concludes that while the standard of 

acknowledgement and adoption by a State of conduct as its own under Article 11 is 

strict (such acknowledgment and adoption should be distinguished from mere 

support or endorsement), current practice shows a gradual widening of the limits of 

what States consider acceptable, especially towards an adversary in a situation of 

active hostilities. 

The paragraph concludes with an analysis of the possibility and procedure for 

attribution of a cyber operation using artificial intelligence to a State, depending on 

the degree of autonomy of such an operation. The appearance of an additional 

element of AI in the chain of establishing the link between the person or persons 

technically carrying out the cyber operation and the State may create a nearly 

unresolved problem for certain grounds of attribution, namely on the basis of State 

control over the conduct under Article 8 ARSIWA, if the perpetrator himself does 

not control the progress (in a worst case scenario, even the launch) of the operation 
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due to the fact that decision-making is transferred to AI. A possible solution could 

be to apply a presumption of objective State responsibility for any malicious use of 

AI, regardless of the degree of its autonomy and whether the State intends to commit 

an unlawful act or acts in good faith or negligently. 

Chapter Two, ‘Responding to State-sponsored malicious cyber activities: 

legality of coercive measures under International Law’, is divided into four 

paragraphs. The Chapter is devoted to the central object of this study, namely the 

coercive measures that States resort to in response to malicious acts directed at them 

(and in some cases at third States) using ICTs. The Chapter examines individual and 

collective responses by States and their groups to inter-State cyberattacks, including 

self-defence, countermeasures and unilateral economic sanctions. 

The first paragraph, ‘Self-defence against malicious cyber activities’, 

examines the conditions for the permissibility of self-defence under Article 51 of the 

UN Charter as a response to cyberattacks, namely two aspects of the requirements 

ratione personae: who may exercise the right to self-defence and against whom, as 

well as the applicability of the requirements of necessity and proportionality of self-

defence and the content of measures constituting self-defence. The issue of the right 

to preventive self-defence against cyberattacks, which has been hotly debated in 

doctrine and among States, is analysed separately. It is noted that, with respect to 

cyber operations, there is no consistent State practice in a sense of a legal obligation 

to date that indicates support for possible preventive self-defence against 

cyberattacks. Generally, as cyberattacks today are seen as fitting into the category 

of intrusions short of armed attacks, self-defence in the sense of Article 51 of the UN 

Charter remains an exceptional and, perhaps, still only theoretical mode of self-help 

of the State ― victim of malicious cyber activities. 

The second paragraph, ‘Collective response by international 

organizations and alliances’, examines the powers of the UN Security Council to 

maintain or restore international peace and security in relation to situations in the 

ICT environment. The UN Security Council does not have specific powers explicitly 

addressing the malicious use of ICTs. Herewith, the Security Council can leverage 
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its existing authority under Chapter VII of the UN Charter to address situations 

where such malicious use threatens international peace and security. This involves 

interpreting whether malicious cyber activity constitutes a threat to the peace, breach 

of the peace, or an act of aggression. The Council’s response would then depend on 

its assessment of the situation and the threat level, but the effectiveness of its 

response depends on a variety of factors, including the problem of attribution, the 

legal qualification of the malicious acts, and political considerations. 

The second paragraph also examines NATO’s approach to the possibility of 

using Article 5 of the North Atlantic Treaty to justify collective defence in response 

to a cyberattack. It notes the lack of unanimity within NATO States on this issue, as 

well as the fact that unfriendly actions using ICTs between NATO partners underline 

once again that the pursuit of own political interests, including in the security field, 

often outweighs the desire to join forces against common external rivals. 

The second paragraph concludes with a review of the formats of cooperation 

between Russia and China in the field of information security. Based on the results 

of the analysis of bilateral and multilateral treaties, as well as declarations and 

practices of the two States, it is concluded that regional cooperation in the field of 

ensuring international information security might contribute to the formation of 

common international legal positions and regulatory approaches in this area of 

relations, as well as help create relevant norms at the universal level. At the same 

time, to achieve effective cooperation between Russia and China in the field of 

cybersecurity, it is necessary to increase the overall level of trust and commitment 

to addressing common problems and strengthening cybersecurity mechanisms, 

which will allow States not only to protect their national interests but jointly respond 

to the cyber threats in the region. 

The third paragraph, ‘Countermeasures and State responsibility in 

‘cyberspace’, is devoted to a detailed analysis of the institution of countermeasures 

and their applicability as a response to malicious cyber operations. After addressing 

countermeasures in general, a specific focus is made on the matter of admissibility 

of the so-called ‘collective countermeasures’ as a particularly problematic aspect. It 
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is noted that the number of States that have expressed their position on admissibility 

of collective countermeasures in the cyber domain is too limited to conclude on the 

support or denial by international community of this means of reaction to cyber 

operations. Having said that, one can make an assumption of an increase in the 

number of supporters of collective cyber countermeasures in the future, not only (or 

not so much) due to the development of International Law in this area, but rather as 

part of the general trend of uniting the efforts of States to bring troublemakers in 

‘cyberspace’ to responsibility and the tendency towards a collectivist model of 

enforcement. 

After considering countermeasures as the most adequate lawful response in 

terms of the secondary rules of International Law, and in particular collective 

countermeasures as a coercive measure that is more than likely to be legitimised in 

the foreseeable future, the fourth paragraph, ‘Unilateral economic sanctions as a 

tool of response to malicious cyber activities’, considers a response that is already 

actively used by States and their unions ― economic sanctions. After a brief 

overview of practical cases of sanctions imposition in response to malicious cyber 

activities based on the data collected by the author, the four sanctions regimes, most 

developed to date in terms of regulation, ― that are, regimes of the US, the UK, the 

EU and Australia, ― are observed in detail. The analysis concludes that economic 

sanctions, applied individually and collectively, remain the central responsive 

measure to malicious cyber-enabled activities in practice. National and supranational 

law on sanctions, like in the cases of the US, the EU the UK and Australia, provides 

the possibility to extend the scope of cyber activities for almost all types of cyber 

acts without looking back to the issues of the applicability, normativity and 

thresholds of non-cyber specific rules of International Law in ‘cyberspace’. The use 

of sanctions helps to avoid the duty to disclose evidence and connect the perpetrators 

with a concrete State and provides freedom from the pressure of the standards of 

proof applicable in International Law, making this response most attractive to States. 

Chapter Three, ‘Measuring effectiveness of coercive measures applied in 

response to malicious cyber activities’, shifts the focus, in line with the proposed 
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comprehensive analytical approach, from analysing International Law provisions to 

assessing the effectiveness of coercive measures and identifying current trends in 

States responses to malicious use of ICTs. Thus, Chapter Three focuses on 

methodological approaches that provide a framework for assessing effectiveness of 

the applied coercive measure. Since the question of the effectiveness of a measure 

cannot be answered through positivist legal analysis, this Chapter adopts beyond-

positivism methodological approaches to the International Law theory and makes 

use of instruments informed by economics and international relations theory. This 

stereoscopic approach to analyzing the ‘authorization’ of means of response in State 

positions does not, however, negate the need for further legal analysis of the State 

practice, but provides answers to the question of why States resort to certain coercive 

measures to address the relatively new threat of cyber intrusions, and whether the 

type of response in question is a forced measure or an effective practical tool. 

The Chapter Three includes six paragraphs. The first paragraph, 

‘Measuring effectiveness of cyber-related economic sanctions by identifying 

their goals’, describes a toolkit for assessing the effectiveness of economic 

sanctions imposed in response to cyber operations, depending on whether they 

achieve the goal intended by the initiator: coercion (modifying the target’s 

behaviour), constraint (reducing the target’s capacity to take discretionary actions), 

and signalling and/or stigmatizing (notifying the target and in some cases third 

parties of the sender’s intended course of action if the target continues the 

objectionable behaviour).  An empirical analysis of 48 practical cases of States and 

their groups imposing economic sanctions in response to cyber operations concludes 

that this response measure has limited potential to compel the target to change its 

behaviour in cyberspace. However, the primary stigmatising role of sanctions does 

not make them a symbolic gesture, nor does it mean that the policy of sanctions in 

response to cyberattacks is itself a failure. 

The second paragraph, ‘Francesco Giumelli’s analytical framework for 

measuring effectiveness of cyber-related economic sanctions’, applies the four-

step process of sanction impact evaluation designed by Francesco Giumelli to 
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evaluate sanctions related to actions in ‘cyberspace’. Considering the potential goals 

of sanction implementation (coercion, constraint and signaling), the assessment of 

sanctions’ success is built on the determination of whether imposing sanctions adds 

value to the sender in these three dimensions. The analytical framework developed 

by Giumelli represents a nuanced approach to the assessment of sanction 

effectiveness in comparison with the mainstream assessment. Although changing the 

target’s behaviour can be among the sender’s objectives, it is not the only one. An 

estimation of the sanctions’ impact through the lens of their goal(s) might provide a 

clearer understanding of the position of sanctions amid other foreign policy tools 

and their relative, as opposed to absolute, impact. 

In the third paragraph, ‘Cost-benefit analysis for the assessment of 

coercive measures’, coercive measures used by States and their groups in response 

to cyber incidents are evaluated in terms of the strengths and weaknesses of 

alternatives to determine which options provide the most benefits at the least cost. 

Within this methodology, benefits and costs can refer to both tangible and non-

tangible factors (e.g. reputational damage): the benefits of the measure and the costs 

associated with its implementation must be totalled. The possible application of this 

methodological approach is illustrated by the example of economic sanctions against 

Rusal group, imposed, inter alia, in connection with Russia’s alleged malicious 

actions in ‘cyberspace’. The example of sanctions against Russian individuals and 

their affiliate companies, however, raises concerns about whether the measures 

employed actually influence the behaviour of Russia in ‘cyberspace’. The absence 

of any evidential signs of such an influential role of cyber-related sanctions reaffirms 

the conclusion of their predominantly signaling function. 

The fourth paragraph, ‘Mancur Olson’s theory of groups’, proposes the 

application of Mancur Olson’s theory of collective action and group behaviour in 

the context of assessing coercive measures related to ‘cyberspace’. Thus, the 

economic sanctions with respect to the key businesspeople of Russia implied by the 

US based on the alleged malicious conduct of Russia in ‘cyberspace’ can be viewed 

in light of Olson’s theory as an attempt of the US administration to use financial 
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leverage against Russian political and business elites to alter their incentives in the 

communication with the Russian government. Based on the belief that sanctioned 

persons have ‘ties’ with the government and personally with the President, the US 

sanctions aim to influence the decision-making process in the Russian upper 

echelons through economic pressure on persons close to those echelons. The 

question is to what extent the circle of businesspeople that have come under the 

sanctions actually represents a part of the ‘action taking’ subgroup and influences 

the decision-making process. The use of such measures has been shown to have a 

very limited effect in terms of influencing State behaviour in ‘cyberspace’, probably 

due to the mistaken assumption underlying the sanctions that their recipients can 

influence the cyber-related policy at the top. 

The fifth paragraph, ‘Collective reaction to cyber incidents: alliance 

theory’, offers another analytical tool from political science ‒ alliance theory ‒ as 

analysing States’ incentives to form alliances and join coalitions can contribute to 

the assessment of the prospects for joined efforts in the cyber context, both 

preventive and retaliatory. Examples of transatlantic cooperation to build a coalition 

for collective response to hostile actions in ‘cyberspace’ are examined, as well as 

cooperation among States within the BRICS and the African Union. It is suggested 

that States will increasingly form and join cyber coalitions on a permanent or ad hoc 

basis. The current complex geopolitical environment suggests regional rather than 

universal partnerships and prioritises cooperation with so-called ‘like-minded’ 

States. 

The final sixth paragraph, ‘Game theory’, turns to an additional tool for 

analysing the incentives and prospects for States’ collective response to cyber 

incidents ‒ game theory. The tools of game theory have been increasingly used in 

recent years in international legal doctrine as part of an approach that goes beyond 

positivism to answer the question of why States comply with International Law. The 

assumption of rational choice of behaviour by States provides various avenues for 

the analysis not only of incentives for States to cooperate and comply with 

obligations under international agreements, but also application of coercive 
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measures as strategic interaction. Such situations of strategic interaction between the 

players, or ‘games’, are divided in a number of classes. The interaction ‘cyber 

operation ‒ reaction’ can be qualified as a cooperative game. This class of games 

contemplates forecasting coalitions that the players will form, their collective actions 

and group payoffs. Each episode of application of coercive measures undermines 

reputation of the target as an actor which complies with undertaken commitments. 

The bad reputation of a State which violates its international obligations raises costs 

for this State in future cases of cooperation, not only in that particular game, but also 

other scenarios of cooperation with different players. In this sense, retaliatory role 

of coercive measures correlates with the reputational damage effect that complicates 

for the target process of cooperation with other players and increases its cost. 

The Conclusion summarises the results of the thesis research. 
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