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AxanmeMudeckmnii pyKOBOOUTEINb ITPOrPaMMEI

Jloce Anexceii Bopucosuu

O nporpamme

O6pasoBarenbHas nporpamma «KomipiorepHas 6e30macHOCTb»
HallpaBJIeHa Ha IIOLATOTOBKY CITELIMaINCTOB B O6JIaCTM 0beceYeHns
KOMITJIEKCHOW 6e30I1aCHOCTM KOMITBIOTEPHBIX CUCTEM 1 CETEMN.
OcobeHHOCTLIO IIPOrPaMMEL SIBJISIETCS CIIELMaNMU3alins B BOIIPOCax
pa3paboTKu U IPUMEHEHNUS MaTEMaTUIECKUX MOJIENIEN 1 METOLOB
OU1s1 3aIUTHl GAHHBIX B MHGOPMALIMOHHBIX CUCTEMAX Pa3/INYHOIO
HasHaYEeHMUs.

Hapsapny ¢ maTeMaTuuecknmm MeTonammn 3aIuUThL MHPOPMALIUK

¥, B 4aCTHOCTW, COBPEMEHHEIMIU KPUIITOrPadpuIeCKnMn CucTeEMaMmn
CTYHAEHTHI yIITy6JIeHHO U3Y4aloT IIPOrPaMMHEIE U allllapaTHbIE
cpencTBa obecriedeHns: 6€30MacHOCTI BEIYMUCIIUTENIBHEIX CUCTEM

" ceTell, CUCTEeMBl OOHAPY>KeHWST KOMITBIOTEPHEIX aTak, CPeACTBa

" METO[BI TEXHNUECKOM 3alnThl nHGopMaLnn.

C rexymero y4ebHoOro rofja Ha 06pa3oBaTeIbLHOM IIpOrpaMMe Hapsaay
C OUCLIUITIMHOMN I10 3ammnTe MHGOPMALIUK B KPeOUTHO-GUHAHCOBOA

1 6aHKOBCKOM cdepe BBEOEHE! OUCLIUIUINHEL IPOPECCUOHATIBHOIO
umkia «Ayant nnbopmalnoHHow 6esonacHocTu» n «MeTopst
06paboTkm GONMBIINX HaHHBIX», BOCTPeboBaHHbBIE BO MHOT'MX
OpraHmu3aluax, B T4. B KOMIIAHUSX — [TapTHEPax [IPOrpamMMEL.

— C 2016 ropa Beimka Bxoput B peiiturr QS World University
c——— Rankings by Subject 1o npenmery Computer Science & Information
.L’T'.YS:?E': Systems, sausB B 2023 rogy mecro B rpymnne 151-200.




Ll,enb nporpammeol

Llens obpasoBaTenbHOM mporpammel « KoMmmneioTepHas 6€30macHOCTbY —
[OLTOTOBKA BEICOKOKBaIMPULIMPOBAHHbIX CIIELINAaINCTOB

B 0671aCT® 3aIGUTH MHPOPMALIUM, CITOCOBHBIX PEeIlaTh KOMIUIEKCHEIE
3afiayn, CBsI3aHHEIE C 3aIlIUTOM, HafEXHBIM XpaHEHMEM, ITepefadeit

" 06paboTkon nHGOPMALIUK, OIMPAsICh [IPW STOM Ha CaMble TIOCTIefHNe
LOCTW)XEHUsI B O6JIaCTY MAaTEMATUKN M MHGOPMALIMOHHBIX TEXHOJIOT M
" UCIIONIb3YsI COBPEMEHHEIE ITPOrPaMMHO-TEXHNIECKNE CPELCTBA.
CTymeHTE IIONyYaloT yIIy6IeHHEIe 3HaHUS 110 TaKUM IIpEefMeTaM,

KaK anrebpa, Teopust YNCEN], TEOPMS MHPOPMALINM, KPUIITOrpadms,

a TaKk)Xe Cepbe3HYIO IIOATOTOBKY B 06JIaCT COBPEMEHHBIX
MHPOPMALIMOHHBIX TEXHOJIOT M, BKITIOYAsl aCIIEKTH COBPEMEHHOTO
TIPOrpaMMMUPOBaHMs, 6€30IIaCHOCTI KOMITBIOTEPHBIX CETEM,
COBpEMEHHBIX TeXHONormi obpaborkm nudopmanmn. B mporecce
06y4eHMs CTYAEHTHI YYaTCsl KOMITJIEKCHO TTOAXOOUTD K aHaIN3y
6e30ITacHOCTM CUCTEM XPaHeHMs, 06paboTKn 1 epefaydn
MHPOPMALINY, BEIBIIATD YSI3BUMbIE MECTa KOMITBIOTEPHBIX CUCTEM,

a TakXxe IOJIYYaloT IIPaKTUIECKUE HaBBIKM PabOTEL C MIMPOKMUM
KOMIIZIEKCOM METOJOB I10 YCTPaHEHMIO AaHHEBIX YSI3BUMOCTEN.

Yro s 6yay usyuarb
[Tporpamma BkIIOYaET YETHIPE OCHOBHEIX OJI0Ka:

- 6GasoBas ¢yHmaMeHTanbHas [IOATOTOBKA IO MaTeMaTnKe, pusmKe,
nnbopmaTuxe;

- 6asoBas 1 IIpaxTUdYecKas [IOACOTOBKA B 0BJIaCTU COBPEMEHHBIX
TEXHOJIOTMI Y IIPOrPaMMMPOBaHNs, BKIIIOUAIOIAs U3YIeHNEe
OIlepaliMOHHEBIX CUCTEM, SI3EIKOB IIporpammupoBanmus C, C++,
Python, «Accembrep», METOLOB IPOrpaMMUPOBAHNS;

- 6a30Bas U IPaKTUYECKas IIOATOTOBKA [0 MPOPUIIBHEIM
OVUCLMITIMHAM, BKJTIOYalollasi 3y4YeHne IIporpamMMHBIX
" IPOrPaMMHO-TEXHUYECKUX CPENCTB 3alUTH MHPOPMALINH,
METOMOB " CPELCTB O6ECIIEUeHNS CETEBO 6e30IacHOCTY;

+ TIpoeKTHas paboTa B 06JIacTM KOMIIBIOTEPHOM 6€30MacHOCTM.

I'Ipoqmnbuble AUCLUUMJIUHDbI CnelUuasibHOCTHU

+  OCHOBBI IOCTPOEHMUS 3aIINUIIEHHBIX KOMITBIOTEPHEIX CeTeM
1 6a3 OJaHHBIX

- 3ammuTa cepBepoOB U paboumx CTaHLINM!
- 3ammuTa B OIepPalMOHHBIX CUCTEMAX

+ Kpunrorpaduueckne merons sammnTs nHopMannm



Bnazodaper MUOM 3a nonyueHHoe obpasosaHue.
®yHOaMeHmManvHas nod2omoska 8 obnacmu MamemMamuxu
u Pusuku, cospeMeHHbIX UHPOPMAUUOHHBIX MmexHonoaull

8 COYeMaHUU C yestybneHHbIM UsyYeHUEeM CneyuaibHbIX
QUCYUNJIUH — 8CE 3MO NO38OIWIO CMAMb 80CMPEH6OB8AHHBIM
U yCnewHslM cneyuanucmom 8 ceoell obnacmu.

DOmutpuit MpodepaHcos,
svinyckHuk MIMOM, samecmuments zeHepansHo20 dupekmopa
no mexoyHapodHomy compydHudecmsy komnaHuu «T-ITnam¢opmbis

- CucreMBl 0OOHapPY’>XeHMUS KOMITBIOTEPHBIX aTaK
+ Mopenn 6e30macHOCTH KOMIIBIOTEPHBIX CUCTEM
+ Vmpaenenue nudopMalMOHHON 6e30MMaCHOCTLIO

+ Merops! sammnTh nHPOPMALIUK B KPEAUTHO-PUHAHCOBOWA
" 6aHKOBCKOW chepe

+ MerTognsl 06paboTKn OONBMNK FAaHHEIX

. MeTO,E[I:I IIOUCKa YHSBT/.[MOCTef/'l " IIPOHUKHOBEHNA
B MHCl)OpMa]’.IT/lOHHbIe CNUCTEMEL

Y koro s 6yay yuuTtbcs

Cpenn npernofaBaTeneil 06pa3oBaTenbHON IPOrpaMMbl —

LOKTOpa " KaHAWAATHI HayK, BBIGAIOLIMECS [IPAaKTHUKH, obrnafsaTenu
rOCYAapCTBEHHBIX IIPEMIiL X aBTOPH $yHAAMEHTaIbHEIX YI€6HBIX
oco6mii, MCIIONb3YEMEIX B 06Pa30BaTENIbHEIX VIPEKACHMUIX BO BCEM
MMpe, a TakXKe CIIeLinanncTsl, MpodeccnoHanbHas GesTebHOCTb
KOTOPBIX HETIOCPEACTBEHHO CBsA3aHa C BOIIPOCAMM 3aIUTHL
MHPOPMALINN.

Kem s 6yny pa6oTtaTb

Brimycxuukm Hanpasnenus «KommpioTepHas 6e30macHOCTb»

BecbMa BOCTpebOBaHbl Ha PHIHKE TPyAa He TONbKo B Poccuiickon
Pepeparinm, HO U 3a PyOEXKOM, Il TAK)KE OIYIAeTCsI OCTpast HEXBaTKa
CIIELIMAaJINCTOB 10 3aluTe NHPOPMALIUM.

HOTeHLHAaHLHBIMTA pa6OTO,D;aTeJ'I§IMTA BBIITYCKHWKOB O6pa3OBaTeHBHOﬁ
IpOorpaMMBl ABJISAIOTCS!

- Kommepueckme GupMBL o paspaboTKe M BEIITYCKY CPEHCTB 3aliUThl
nudopmaumm — «Axtusy, InfoWatch, «MupoTeKCx», «JTabopaTopus
Kacrniepckoro»;



+  dupMBL, OKasBIBAIOIME YCIIYTH IO 3alnTe nHPOpMaLuy, B YaCTHOCTN
Inoventica n ASP Labs, BrimonHsionme 3akassl 1o o6ecreyeHnio
MHPOPMALIMOHHON 6€30MIaCHOCTM B PasNIUYHEIX chepax;

+ aymutopckne ¢upmel, Takme kak Grant Thornton, oxastiBarommne
YCIIyT! T10 BEIABJIEHUIO YSI3BUMOCTEN B MHPOPMALIMOHHEIX CUCTEMAX;

- ¢upMHI, pasBuBaIIMe HaNlpaBieHne «VIHTepHeT Bemeii»
" «I [pOMBIIITIEHHBI UHTEPHET BEILEil;

+  KpyIHbBIE KpeOuTHO-$UHAHCOBEIEe opraHmsanumn — LlenTpobank,
C6epbank, [asnpombank, BTB, Tuuskodd Bank;

- MexayHapognHas xopnopatius 1o [T-texnonornsm Huawei;
+ KpPYIHBIE TOCyAapCTBEHHEBIE KOMITaHMY, Takne kak «PocTenexomy,
«Poccetn» n gpyrue.

Cnncok napTHepoB-paboTofaTeNnen perynsapHoO MOMNOTHSIETCH.

B nepeuncneHHbIX Bhlllle OPraHU3aLUSIX CTYAEHTLL MOTYT IIPOXONNUTh
MPaKTUKY Y CTaXNUPOBKY, a II0CJIe 3aBepIIeHUs 06y4eHns: HanTn cebe
MHTEPECHYIO Y BEICOKOOIUIaYMBaEMYIO PaboTy.

Cmydexnmbl MOM, obyuarowjuecs no HANPABNEHUIO
«KomneiomepHas 6e3onacHocmb», npoxodsam npakmuky

6 Hawel komnaHuu. Xouy ommemums UX OM8emcmeeHHOCMb

npu esinonHeHuu 3adaHull, 8bICOKULl yposeHb N0G20MOBKU, a Mmakxke
makue kauecmsa, Kak cnocobHocms cosudamesibHO NoAXxooums

K peuweHuUI0 NocmasneHHbLX 3a0ay.

Omutpuit Caxapos,
mexHuveckul dupekmop komnaHuu « TPOHWT»



6 npeuMyLLecTB 0b6yyeHus
B 6akanaBpuaTe Bbicwen wkonbl
3KOHOMMKMU

AHrnunickmit: rosopum, YyMTaem u nuwem ceobopHo

N3yueHne s3kIka Ha YPOBHE, KOTOPBIN HACT IIOIHYIO CBOOOAY ObILIeHNS
B aKa/IeMUYECKOM Cpelie U BO3MOXXHOCTb IIOJTyYEHNST MEXAYHAPOJHOTO
ceptuduxara.

MaiiHopbl — Kypchl Ha BbIGOpP M3 APYrMX crneuuanmsaumi

HormonHunrensHas obpasoBarenbHas TPAeKTOPUS CBEPX IIOATOTOBKN
10 OCHOBHOMY 0b6pa3soBaTeIbHOMY HallpaBJIeHUI0. BosMoxHOCTB
[IONTYYUThb BTOPYIO CIIELINAIBHOCTh UIIW PaCIIMPUTh OBINi KPyro3op.

Data Culture: cratb akcneptom no pa6ore ¢ aaHHbIMK

B03MOXHOCTB BHIATHM Ha IPOGECCUOHANBHEIN MU faXKe SKCIIEPTHEIN
YPOBEHB B UCIIONIb30BAaHUWU METOMIOB 1 UHCTPYMEHTOB B 06J1acTn
Data Science, nosponsiommx pemars 3afiady Ha CTHIKE NTPeIMETHEIX
obracTen 1 IIepPefOBEIX KOMITBIOTEPHBIX TEXHOJIOTMA.

I'IpoeK'rHan pa60'ra: npuMeHsieM 3HaHUSA Ha NpaKTuke

Bomnpmoii 06beM BHeayIUTOPHOM AESTENIBHOCTY, IPEAyCMaTPUBaIOEe
BKJTIOYEHME CTY[EHTa B IIPAKTUYECKYIO paboTy Kak B YHUBEPCUTETE,
TakK W 3a ero npepenamu. Xopoumnii MaHC YCTaHOBUTb KOHTaKT

¢ 6ymymmuMm paboTofaTenemM.

CTYAeH'IGCKaSI JXU3Hb: 3TO Hapo ﬂOﬂPOGOBaTb

Bonee 100 cTyneH4Yeckux opraHmusalinii, THICSYN MEPOIIPUSATU

1 cBoe camoympasneHune. OnmucaTb CTYAEHYECKYIO XU3Hb [TPAaKTUIECKN
HEBO3MOJXXHO: CIINIIKOM ANHAMUYHAS, pasHoobpasHas 1 fJIsi KaXAOro
cBosi. EquHCTBEeHHEIN criocob ee Mo3HaTh — CTaTh €€ YacCThiO.

MexxpyHapoaHbie napTHepbl U BO3SMOXXHOCTb Y4MTbCS 3a py6exxom

Bo3MoxHOCTE TPONTN YacTb OOy4YEeHMS B 3aPyOEKHOM YHUBEPCUTETE,
TIPUHSTh YYacTUe B CeMMHAapax, IETHUX WM 3UMHMUX LIKOJAX,
KOTOpPBIE TIPOBOAST NAPTHEPCKNUE YHUBEPCUTETHL B CTPaHax

Espomner, Asun n Amepukn.



CaiiT nporpaMmbl

hse.ru/ba/cosec

aneMHaSI KoMuUuccus

Mockaa, yn. Macuunukas, a. 20, ayg. 111, Ten.: +7 (495) 771 32 42
ct. M. «JlyBsikay, «Kurtaii-ropony, E-mail: abitur@hse.ru
«UncTtele npynei», «TypreHeBckas»



