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Some history… 

• Satoshi Nakamoto published a 
paper in 2008 

• Proposed a system for electronic 
transactions without relying on 
trust 

• Launched the Bitcoin (bitcoin.org) 

• No mention of “blockchain” 

• Is blockchain a new technology? 
• P2P networking  
• distributed timestamping 
• cryptographic hashing functions  
• digital signatures 
• Merkle trees 
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What is blockchain? 

Most of us “go to” a middleman we trust, such as a bank, 
to conduct a transaction 

Blockchain allows consumers and businesses to remove 
the need for a third party and connect directly 

Blockchain technology uses cryptography to keep 
transactions secure and creates a decentralized database 
of exchanges (distributed ledger), which everyone on the 
network can see 
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Just P2P network? 

So, if “blockchain allows consumers and businesses to connect directly” it’s 
a peer-to-peer (P2P) network.  Right?  

But, other types of distributed databases, sold by software vendors, also 
have no central database manager. Why is blockchain different? 

Blockchain achieves consistent and reliable agreement over a record of 
events between independent participants  
 and the do not need to trust other participants 
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Blockchain reduces the need for a “trusted 
middleman” 

A consensus mechanism ensures that each participant’s view of shared 
database matches the view of all other participants 

“Double spending” problem - same digital file being “copy-and-pasted” and 
transferred multiple times 

To prevent the “double spending’”problem, a centralized ledger or party 
needed to stop users from duplicating/spending the same digital file twice. 

No need for a trusted central authority! 
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General components of a blockchain 

Cryptography 

P2P Network 

Consensus  
mechanism Validity  

Rules 

Ledger 

 

Cryptography 

-oneway hash functions, Merkle 

trees, public key infrastructure  

Peer-to-peer network 

-to discover peers and 

share data 

Consensus mechanism 

-algorithm to determine the 

ordering of transactions in an 

adversarial environment 

Ledger 

-list of transactions 

in “blocks” 

Validity Rules 

-what transactions are considered 

valid, how the ledger gets updated 
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Blockchain’s main value proposition 

All network participants can independently verify the content of the 
network's  database at a specific moment in time 

This means, all participants have a consistent view of the shared database 
at a specific moment in time 

Therefore,  any tampering by a malicious actor will be detected and rejected 
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Benefits of blockchain technology -1 

Shared control over the access to and evolution of data 

Clarity around asset and data ownership  

Can be used as the authoritative data source of ownership claims 

Complete control: the asset or data cannot be transferred without the 
owner’s explicit consent 
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Benefits of blockchain technology -2 

 

Using a blockchain may help: 

 Reduce the need for trust between stakeholders (problem with abuse of 
trust, such as fraud) 

 Build a secure value transfer system 
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Benefits of blockchain technology -2 

 

Using a blockchain may help: 

 Reduce the need for trust between stakeholders (problem with abuse of 
trust, such as fraud) 

 Build a secure value transfer system 

 Streamline business processes across multiple entities (reconcile)  

 Increase record transparency and ease of auditability 



11 

Blockchain myths and reality 

1) Blockchains are ‘trustless’ 
 

2) Blockchains are immutable 
or ‘tamper-proof’ 

 

3) Blockchains are 100% 
secure 

 

4) Blockchains are ‘truth 
machines’ 

 

 

 

 

 

1) Blockchains always require 
some degree of trust 

2) Transactions on a blockchain 
network can be reversed by 
network participants under 
specific circumstances 

3) Blockchains are not 
automatically more secure than 
other systems (“51% attack”) 

4) GIGO applies to every 
blockchain that uses external 
data inputs 

Myth Reality 
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Open blockchains 

Bitcoin was launched as open public blockchains 
 

 a simple P2P value transfer public blockchain network 
 a public infrastructure  
 run by anonymous miners  
 powered by an unregulated, volatile currency 

- With all the benefits, blockchain was noted as a key innovation 
 
- However, institutions were uncomfortable with open public blockchains 

 
     - Organizations  began developing  closed blockchains 
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Closed blockchains 

Closed blockchains are ‘private’ or ‘permissioned’  blockchains  in which: 
 

access is restricted to a specific set of vetted participants 
 
different types of permissions that are granted to participants of 

a blockchain network 
 

3 major types of permission can be set when configuring a blockchain 
network: 

Read (who can access the ledger and see transactions), 
Write (who can generate transactions and send them to the network) 
Commit’ (who can update the state of the ledger) 
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Main types of blockchains 
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Security and threat model: open vs. closed 
blockchains  

Public permissionless blockchains 
hostile environment  
unknown actors 
require ‘crypto-economics’ 

combination of game theory and economic incentive applied to 
cryptographic systems to reward miners with tokens , such as bitcoins 

Private permissioned blockchains  
participants are known and vetted 
liable through off-chain legal contracts and agreements 
no need for a token to incentivize good behavior 
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Blockchains and distributed ledgers are 
types of distributed databases 

Distributed ledgers are a subset of distributed databases. 
Blockchains are a subset of distributed ledgers. 
 
Distributed databases:  

 type of database where data is stored across multiple 
computing devices 

no central ‘master database’  
 replicated across multiple collaborating devices to maintain a   

consistent view of the state of the database 
assumed that all nodes are honest    
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Blockchains and distributed ledgers are 
types of distributed databases 

Distributed ledgers are a subset of distributed databases. 
Blockchains are a subset of distributed ledgers. 
 
Distributed databases:  

 type of database where data is stored across multiple 
computing devices 

no central ‘master database’ 
replicated across multiple collaborating devices to maintain a   

consistent view of the state of the database  
 assumed that all nodes are honest   

 
           Distributed ledgers:  

 type of distributed database that assumes the possible 
presence of malicious users (nodes) 
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Blockchains and distributed ledgers are 
types of distributed databases 

Distributed ledgers are a subset of distributed databases. 
Blockchains are a subset of distributed ledgers. 
 
Distributed databases …  

 
        Distributed ledgers … 
 
             Blockchains 

type of distributed ledger that is composed of a chain 
 of cryptographically linked ‘blocks’ containing batched 
transactions 

broadcasts all data to all participants in the network 
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The proof-of-work system 

Index (Block #): Which block is it? (Genesis block has index 0) 
Hash: Is the block valid? 
Previous Hash: Is the previous block valid? 
Timestamp: When was the block added? 
Data: What information is stored on the block? 
Nonce: How many iterations did we go through before we found 
a valid block? 

• Each block on the blockchain is dependent on the previous block 
• When a new block is mined, the blockchain looks at the latest block on the 

blockchain for the index and previous hash 
• A hash value is a numeric value of a fixed length that uniquely identifies data 
• The hash is calculated by taking the index, previous block hash, timestamp, 

block data, and nonce as input 
 
 

• The SHA256 algorithm will calculate a unique hash, given those inputs 

• The four leading 0’s is a minimum 
requirement for a valid hash.  

• A nonce is a number used to find a valid 
hash. 
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Mining the first block 

Index: 0+1=1 
Previous Hash: 0000018035a828da0… 
Timestamp: When the block is added 
Data: we ❤this class 
Hash: computed 
 
A hash value is a numeric value of a fixed length that uniquely identifies data. 
Nonce: the number used to find a valid hash. 

We have the following blockchain A → B → C. Someone wants to change data on Block A. This is what 
happens: Data changes on Block A. Block A’s hash changes because data is used to calculate the hash. 
Block A becomes invalid because its hash no longer has four leading 0’s. 
Block B’s hash changes because Block A’s hash was used to calculate Block B’s hash. 
Block B becomes invalid because its hash no longer has four leading 0's. 
Block C’s hash changes because Block B’s hash was used to calculate Block C’s hash. 
Block C becomes invalid because its hash no longer has four leading 0's. 
The only way to mutate a block would be to mine the block again, and all the blocks after. Since new blocks 
are always being added, it’s nearly impossible to mutate the blockchain. 
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Blockchain demo 

https://blockchaindemo.io/ 
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Blockchain as a base for cryptocurrency  

Transaction outputs 

Transaction is created to record an exchange of value 
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Cryptocurrency transactions 

Types of transactions 
Reward — Satoshi rewarded with 100 
coins for mining new block 
Regular — Satoshi paid Dean 5 coins with 
change of 94 coins 
Fee — Mining fee of 1 for whoever mines 
the transaction 
 
Parts of transaction 
Inputs — Where value is coming from 
Outputs — Where value is going to 
Hash —Uniquely identifies the 
transaction (using inputs & outputs) 
Type — Reward, Regular, or Fee 
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Transactions 

Types of transactions 
Reward — Satoshi rewarded with 100 
coins for mining new block 
Regular — Satoshi paid Dean 5 coins with 
change of 94 coins 
Fee — Mining fee of 1 for whoever mines 
the transaction 
 
Parts of transaction 
Inputs — Where value is coming from 
Outputs — Where value is going to 
Hash —Uniquely identifies the 
transaction (using inputs & outputs) 
Type — Reward, Regular, or Fee 

Satoshi mined a new block with a mining reward of 100. 
Type of Transaction:  ? 
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Transactions 

Types of transactions 
Reward — Satoshi rewarded with 100 
coins for mining new block 
Regular — Satoshi paid Dean 5 coins with 
change of 94 coins 
Fee — Mining fee of 1 for whoever mines 
the transaction 
 
Parts of transaction 
Inputs — Where value is coming from 
Outputs — Where value is going to 
Hash —Uniquely identifies the 
transaction (using inputs & outputs) 
Type — Reward, Regular, or Fee 

Satoshi mined a new block with a mining reward of 100. 
Type of Transaction:  Reward 
 
Inputs: ? 
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Transactions 

Types of transactions 
Reward — Satoshi rewarded with 100 
coins for mining new block 
Regular — Satoshi paid Dean 5 coins with 
change of 94 coins 
Fee — Mining fee of 1 for whoever mines 
the transaction 
 
Parts of transaction 
Inputs — Where value is coming from 
Outputs — Where value is going to 
Hash —Uniquely identifies the 
transaction (using inputs & outputs) 
Type — Reward, Regular, or Fee 

Satoshi mined a new block with a mining reward of 100. 
Type of Transaction:  Reward 
 
Inputs: 0 
 
Outputs: ? 
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Transactions 

Types of transactions 
Reward — Satoshi rewarded with 100 
coins for mining new block 
Regular — Satoshi paid Dean 5 coins with 
change of 94 coins 
Fee — Mining fee of 1 for whoever mines 
the transaction 
 
Parts of transaction 
Inputs — Where value is coming from 
Outputs — Where value is going to 
Hash —Uniquely identifies the 
transaction (using inputs & outputs) 
Type — Reward, Regular, or Fee 

Satoshi mined a new block with a mining reward of 100. 
Type of Transaction:  Reward 
 
Inputs: 0 
 
Outputs: 100 
 
Hash: ? 

A hash value is a numeric value of a 
fixed length that uniquely identifies data 
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Transactions 

Types of transactions 
Reward — Satoshi rewarded with 100 
coins for mining new block 
Regular — Satoshi paid Dean 5 coins with 
change of 94 coins 
Fee — Mining fee of 1 for whoever mines 
the transaction 
 
Parts of transaction 
Inputs — Where value is coming from 
Outputs — Where value is going to 
Hash —Uniquely identifies the 
transaction (using inputs & outputs) 
Type — Reward, Regular, or Fee 

Satoshi mined a new block with a mining reward of 100. 
Type of Transaction:  Reward 
 
Inputs: 0 
 
Outputs: 100 
 
Hash: 𝑓(index; previous block hash; timestamp; block data; 
nonce) = 000abcdefg… 
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Transactions 

Types of transactions 
Reward — Satoshi rewarded with 100 
coins for mining new block 
Regular — Satoshi paid Dean 5 coins with 
change of 94 coins 
Fee — Mining fee of 1 for whoever mines 
the transaction 
 
Parts of transaction 
Inputs — Where value is coming from 
Outputs — Where value is going to 
Hash —Uniquely identifies the 
transaction (using inputs & outputs) 
Type — Reward, Regular, or Fee 

Regular Transaction- created when one party pays another. 
 
Satoshi uses the (unspent) output from the reward transaction as 
an input to pay Dean 5 coins. He specifies a mining fee of 1 coin. 
 
Type: Regular 
Inputs: 100 (output amount) 
Outputs: 
Output 1: Address: Dean’s address 
Amount: 5 coins 
Output 2: Address: Satoshi’s address 
Amount: 94 coins= 100 - 5 (payment) - 1 (fee) 
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Transactions 

Types of transactions 
Reward — Satoshi rewarded with 100 
coins for mining new block 
Regular — Satoshi paid Dean 5 coins with 
change of 94 coins 
Fee — Mining fee of 1 for whoever mines 
the transaction 
 
Parts of transaction 
Inputs — Where value is coming from 
Outputs — Where value is going to 
Hash —Uniquely identifies the 
transaction (using inputs & outputs) 
Type — Reward, Regular, or Fee 

Regular Transaction- created when one party pays another. 
 
Satoshi uses the (unspent) output from the reward transaction as 
an input to pay Dean 5 coins. He specifies a mining fee of 1 coin. 
 
Type: Regular 
Inputs: 100 (output amount) 
Outputs: 
Output 1: Address: Dean’s address 
Amount: 5 coins 
Output 2: Address: Satoshi’s address 
Amount: 94 coins= 100 - 5 (payment) - 1 (fee) 
 
How does it add up? 
The total input amount is 
The total output amount is 
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Transactions 

Types of transactions 
Reward — Satoshi rewarded with 100 
coins for mining new block 
Regular — Satoshi paid Dean 5 coins with 
change of 94 coins 
Fee — Mining fee of 1 for whoever mines 
the transaction 
 
Parts of transaction 
Inputs — Where value is coming from 
Outputs — Where value is going to 
Hash —Uniquely identifies the 
transaction (using inputs & outputs) 
Type — Reward, Regular, or Fee 

Regular Transaction- created when one party pays another. 
 
Satoshi uses the (unspent) output from the reward transaction as 
an input to pay Dean 5 coins. He specifies a mining fee of 1 coin. 
 
Type: Regular 
Inputs: 100 (output amount) 
Outputs: 
Output 1: Address: Dean’s address 
Amount: 5 coins 
Output 2: Address: Satoshi’s address 
Amount: 94 coins= 100 - 5 (payment) - 1 (fee) 
 
How does it add up? 
The total input amount is 100. 
The total output amount is 5 + 94 = 99. 
Input ≠ output . Where is 1 coin? 
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Transactions 

Types of transactions 
Reward — Satoshi rewarded with 100 
coins for mining new block 
Regular — Satoshi paid Dean 5 coins with 
change of 94 coins 
Fee — Mining fee of 1 for whoever mines 
the transaction 
 
Parts of transaction 
Inputs — Where value is coming from 
Outputs — Where value is going to 
Hash —Uniquely identifies the 
transaction (using inputs & outputs) 
Type — Reward, Regular, or Fee 

Regular Transaction- created when one party pays another. 
 
Satoshi uses the (unspent) output from the reward transaction as 
an input to pay Dean 5 coins. He specifies a mining fee of 1 coin. 
 
Type: Regular 
Inputs: 100 (output amount) 
Outputs: 
Output 1: Address: Dean’s address 
Amount: 5 coins 
Output 2: Address: Satoshi’s address 
Amount: 94 coins= 100 - 5 (payment) - 1 (fee) 
 
How does it add up? 
The total input amount is 100. 
The total output amount is 5 + 94 = 99. 
Input ≠ output . Where is 1 coin? 
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Transactions 

Types of transactions 
Reward — Satoshi rewarded with 100 
coins for mining new block 
Regular — Satoshi paid Dean 5 coins with 
change of 94 coins 
Fee — Mining fee of 1 for whoever mines 
the transaction 
 
Parts of transaction 
Inputs — Where value is coming from 
Outputs — Where value is going to 
Hash —Uniquely identifies the 
transaction (using inputs & outputs) 
Type — Reward, Regular, or Fee 

Regular Transaction- created when one party pays another. 
 
Satoshi uses the (unspent) output from the reward transaction as 
an input to pay Dean 5 coins. He specifies a mining fee of 1 coin. 
 
Type: Regular 
Inputs: 100 (output amount) 
Outputs: 
Output 1: Address: Dean’s address 
Amount: 5 coins 
Output 2: Address: Satoshi’s address 
Amount: 94 coins= 100 - 5 (payment) - 1 (fee) 
 
How does it add up? 
The total input amount is 100. 
The total output amount is 5 + 94 = 99. 
Input ≠ output . Where is 1 coin? 
The difference between inputs and outputs of a regular 
transaction is the mining fee (here – 1 coin) 
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Mining 

Bob mines Satoshi and Dean’s transaction. 
 
Type: Fee 
 
Inputs: None 
 
Outputs: 1 (fee, difference of regular transaction 
input and output) 
Address: Bob’s public wallet address 
  
100 Because Bob mined this transaction to the 
new block, there will be a reward transaction of 
100 to Bob. 

Final Balance 
 
Satoshi: 94 = 100 (reward) - 5 (payment) - 1 (fee) 
Dean: 5 (payment from Satoshi) 
Bob: 101 = 100 (reward from mining new block with 
transaction) + 1 (fee) 
 
Total currencies in circulation: 200 = 94 (Satoshi)+ 5 
(Dean)+ 101 (Bob) 
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Blockchain view 

Two blocks were mined, and each block has a reward of 100, so there should be 200 coins in circulation. 
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Cryptocoin mining  

• Adding transaction records to a cryptocurrency ledger of past 
transactions . 
 

• It is, as we have examined, a chain of blocks. 
 

• The mining computers collect pending transactions ( “blocks”) 
and turn them into a mathematical equation. The miner who 
found the solution gets reward.  
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History of cryptocurrency 

Emergence of cryptocurrency  
Litecoin as an alternative to 

Bitcoin 

 

 Launch of Bitcoin – most 
popular cryptocurrency as of 

today  

  (Satoshi Nakamoto‘ paper) 

Emergence of first big ICOs 

Emergence of Ethereum,  

development of ‘smart contacts’ 

Bitcoin  market 
capitalization reaches $1 

billion  

Cryptocurrency rush, 

up to $600 billion, 

emergence of hundreds  

of new cryptocurrencies 

2008 2011 2013 2015 2016 2017 
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Cryptocurrency capitalization, 2017-2018 
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Blockchain in the digitl economy 

Network principle of the organization of society, the transition from centralized systems to 
communities. 
 
Changes in the economy – from mass production of goods to individual production for masses 
 
The main value is knowledge and the community. Communities are not limited territories and 
states 
 
The ways economic value is created now – creation of profitable networks and new values 
 
Decentralized blockchain-networks are the top of this process, which began with social 

networks and mass Internet services 
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How cryptocurrency enters the economy 

ICO - Initial cryptocurrency Offerings (the essence of IPO?) 
 
ICO project takes fiat money (another cryptocurrency) and emits new cryptocurrency or allows 
to generate it to public. 

Fiat money is a currency without intrinsic value (vs. commodity and representative money)  

 
Emitted cryptocurrencies are used as new means of trade or for capital gain. 
 
Why people trust cryptocurrencies?    

Vulnerability to cyber-burglary!  
Popularity depends on what people expect from fiat and what operations with them are (or 
expected to be) available (capital gain, alternative cryptocurrencies…) 
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Types of cryptocurrency 

• Altcoins  
o coins that are an alternative to Bitcoin. Alternative 

cryptocurrency coins are also called simply “coins”. 
They’re often used interchangeably.  

 
• Tokens 

o representation of a particular asset or utility, that 
usually resides on top of another blockchain.  

o can represent basically any asset that are fungible 
and tradeable, from commodities to loyalty points 
to even other cryptocurrencies 
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Motivation for crypto money 

Positive  
1. Relative anonymity (quasi- anonymity) 
2. Relatively easy trading operations, liquidity 
3. New means of hoarding 
4. Rapid investment growth interest, “cryptocurrency rush”, positive  expectations 
5. Currently low regulation  
6. Possible means for tax evasion 
7. Prospective for growth 
 
Negative 
1. Low protection in a case of a crypto-burglary 
2. Intensive competition with other cryptocurrencies 
3. Limited insurance from currency risks 
4. High volatility of exchange rate with other currencies 
5. Limited conversion into real assets or goods 

Individual 




